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ABSTRACT

The proprietary nature of existing Content DelivBigtworks (CDNs) means they are closed and do notaist cooperate. A CDN
is expected to provide high performance Interneteat delivery through global coverage, which migatan obstacle for new CDN
providers, as well as affecting commercial viapitif existing ones. Finding ways for distinct CDMscbordinate and cooperate with
other CDNs is necessary to achieve better overalicge as perceived by end-users, at lower costhi paper, we present an
architecture to support peering arrangements betv@aNs, based on a Virtual Organization (VO) modlr approach promotes
peering among providers, while upholding user peeck performance. This is achieved through propaicp management of
negotiated Service Level Agreements (SLAs) betwpears. We also present a Quality of Service (QoSed performance
modeling approach for peering CDNSs in order to prettie user perceived performance. We show thatiqgeéetween CDNs
upholds user perceived performance by satisfyiegtéinget QoS. The methodology presented in thigmppmvides CDNs a way to
dynamically distribute user requests to other paecsrding to different request-redirection pokci€he model-based approach helps
an overloaded CDN to return to a normal state blpaffing excess requests to the peers. It alsotassisnaking concrete QoS
guarantee for a CDN provider. Our approach endeaweoeghieve scalability and resource sharing amobi\s through effective
peering in a user transparent manner, thus evopasgthe current landscape wheom-cooperative and distin@DNs exist.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks]: Network Architecture and Design; C.2.2dmputer-Communication Networks]:
Network Protocols; C.2.4 Jomputer-Communication Networks): Distributed Systems; H.3.4Irfformation Storage and
Retrieval]: Systems and SoftwareBistributed Systemdd.3.5 [[Information Storage and Retrieval: Online Information service—
Web-based Services

General Terms
Design, Economics, Management, Measurement, Peafuren
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1. INTRODUCTION

With the proliferation of the Internet, popular Weervices often suffer congestion and bottlenecles td large demands made on
their services. Such a scenario may cause unmavlagdeaels of traffic flow (i.e. flash crowd [2])esulting in many requests being
lost. Replicating the same content or services egeeral mirrored Web servers strategically pladedheous locations is a method
commonly used by service providers to improve pemémce and scalability. The user is redirectech rtearest server and this
approach helps to reduce network impact on theoresptime of the user requests. A Content Delivertyddrk (CDN) [25] is such a
network of surrogate servers spanning the Inteforebetter delivery of content to end-users. Thegvjle services that improve
network performance by maximizing available bandljdmproving accessibility and maintaining correds through content
replication. Thus, they offer fast and reliable leggtions and services by distributing contenetigeservers located close to end-
users [10].

Existing commercial CDNs are proprietary in natdreey are owned and operated by individual compaiiiash of them has created
its own closed delivery network, which is expendi@esetup and maintain. Running a global CDN is ewemne costly, requiring an

enormous amount of capital and labor. In additicontent providers typically subscribe to one CDN dmds can not use the
resources of multiple CDNs at the same time. Funtbez, commercial CDNs make specific commitmentsh&irtcustomers by

signing Service Level Agreements (SLAs) [6][31]. ShA is a contract between the service provider #redcustomer to describe
provider's commitment and to specify penaltieshifde commitments are not met. If a particular CDblijgter is unable to provide

Quality of Service (QoS) to end-user requests, aty mesult in SLA violation and end up costing thevider. Therefore, the

requirements for providing high quality serviceagh global coverage might be an obstacle for newigers, as well as affecting
commercial viability of existing ones. It is eviddrom the major consolidation of the CDN marketywicto a handful of key players,
which has occurred in recent years. For examplecant news outburst reveals that two commercial €Bkamai Technologies,

Inc. and Netli, Inc. have signed a definitive agneat for Akamai to acquire Netli in a merger trariiar.

To ensure QoS while serving end-user requests a SD&fuired to either provide all necessary digteld computing and network
infrastructure (thus massively over provisionirgrigsources during day-to-day operation), or tatiie to harness external resources
on demand to meet any unexpected resource sherifalérefore, the objectives of providing high dgyalervices, reducing expenses,
and avoiding adverse business impact could be aathiey establishing peering arrangements between @DiNders [4]. This large
Internet-wide cooperation can be termed as a ‘pgairangement’ [26] or internetworking [17] betwe@DNs, where some CDN
providers may team up at some point in time toehesources and form an alliance in order to respor exploit a particular niche
[27]. It virtualizes multiple providers and provildlexible resource sharing and dynamic collaboratbetween autonomous
individual CDNSs. In such a system, a CDN serves usguests as long as the load can be handled Iify fsine load exceeds its
capacity, the excess user requests are offloaddtet@DN network of the peers. Thus, an overloadedl €&n redirect a fraction of
the incoming content requests. This approach aiages a means to avoid long-term (i.e. periodiffic pattern during a particular
Web event) or short term (i.e. flash-crowds) battieks [26][27].

Such peering arrangements are appealing, sintevitsaindividual providers to achieve greater scahel network reach cooperatively
than they could otherwise attain individually. brch a cooperative multi-provider environment, useesredirected across distributed
set of Web servers deployed by partnering CDNs @osgxl to individual servers belonging to a singleNCMoreover, limited
information about response time or service costpgally available from individual CDNs, and loadlancing control is retained by
an individual provider within its own Web serveierefore, request-redirections must occur overidiged sets of Web servers
belonging to multiple CDN providers, without the kénof the full information available, as in thmgle provider case.

The challenges in adopting a peering arrangememtele@ CDNs include designing a system that virtealimultiple providers and
offloads end-user requests from the primary pravidepeers based on cost, performance and loagafticular we identify the
following key issues:

When to peer?The circumstances under which a peering arrangestemild be triggeredThe initiating condition must
consider expected and unexpected load increases.

How to peer?The strategy taken to form a peering arrangemetweden multiple CDNs. Such a strategy must spebiéy t
interactions among entities and allow for divergewlicies between peering CDNs.

Whom to peer withThe decision making mechanism used for choosing €@Nbeer with. It includes predicting performance
of the peers, working around issues of separatérgéstnation and limited information sharing betweesering CDNs.

How to manage and enforce policiesldw policies are managed according to the negati&@LAs. It includes deploying
necessary policies and administering them in agctife way.

In this paper, we present a novel architecture Wirtual Organization (VO) [21] based system forrfing peering CDNs. In our
architecture, a CDN serves end-user requests asa®iige load can be handled by itself. If the legdeeds its capacity, the excess
end-user requests are offloaded to the Web seofdle peers. The VO-based peering system endetwvarg expenses, improving
locality while preserving user perceived perforn@at a satisfactory level. In this regard, we pres@ approach to perform QoS-
driven modeling of the peering CDNs based on tinelfumentals of queuing theory. We also demonstnat@érformance comparison
of four request-redirection policies within the prg CDNs model. Our aim is to show that the coop@nsbetween CDNs through a
peering arrangement upholds user perceived perfarenay providing target QoS according to SLAs. @enformance models can be

! Akamai Technologies, Inc., “Akamai to Acquire NgtPress Release, February 5, 2007
http://www.akamai.com/html/about/press/releases/ai@ss_020507.html.
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used to reveal the effects of peering and to ptesfid-user perceived performance. Our approachagode to assist in making
concrete QoS guarantees by a CDN provider. The amitributions of this paper are:

an architecture for an open and decentralized isy8tat supports the QoS-driven effective peerinGDBNs;

a policy-based framework for SLA negotiation amqegring CDNSs to ensure that requests are effectsaryed, meeting user
QoS requirements;

performance models to demonstrate the effectsarimpgand to predict user perceived performance;

systematic performance analysis and measuremeattimasthodology to study the impact of key perforoeaparameters such
as server load and measurement errors that caxpleted in a realistic system;

an approach to measure the QoS level of a CDN peotidensure it provides efficient services; and
performance comparison of four request-rediregbiolicies within the peering CDNs system model.

The rest of the paper is structured as followstiBe presents the related work. Our architecfaregpeering CDNs with a broad
view of the VO creation steps and VO formation sc&s is described in Section 3. The next sectidigletens the QoS aspect in
peering CDNSs. It is followed by the details on pglilmanagement in peering CDNs environment, with éiqudar focus on negotiated
SLAs and defined policy levels. Section 6 outlitles performance models and our approach for meas@bS performance of a
CDN provider. Results are demonstrated in Sectiofollgwed by the decisive evaluation of our approactSection 8. Finally,
Section 9 concludes the paper with a brief summéexpected contributions and future directions.

2. RELATED WORK

Peering of CDNs is gaining popularity among researsiof the scientific community. Several projects heing conducted for
finding ways to peer CDNs for better overall perfante. Analyses of previous research efforts reaa#ficient progress to define
the frameworks and policies for CDN peering. Thesoea for this lack of progress are due to the ceriyl of the technological

problems, legal and commercial operational isshasrteed to be solved in practical context.

In the following, we outline some of the relatedearch efforts found in literature. They can beassed into different groups:
architectural models vs. analytical performance efmdand provider vs. end-user side perspectivassist peering. We start with
investigating the architectures for enabling therppgy concept and then present the related perfewenanodeling approaches. We
also mention the initiatives in this context froseuside perspective along with the deployed Reéeer (P2P) CDNs.

IETF has taken the first initiative to propose a t@an Distribution Internetworking (CDI) Model [17]t allows CDNs to have a

means of affiliating their delivery and distributionfrastructure with other CDNs who have contendistribute. The CDI Internet

draft assumes a federation of CDNs but it is neaichow this federation is built and by what relaships it is characterized. It
recommends providing QoS in the cooperative doreétmer through using a supervision function or atlependent third party to
supervise and manage all the CDN peers, and tosgive guarantees on the QoS of each CDN in the CDelmbHdwever, it does

not provide any hint on the type and/or charadiesof the supervision function to be used. The @Giddel also does not examine
the implications of using an independent third ypddr ensuring QoS guarantees to end-user requBated on the CDI model,

Turrini [30] presents a protocol architecture, vehperformance data is interchanged between CDNsebfefovarding a request by an
authoritative CDN (for a particular group). This epgch adds an overhead on the response time pedcbivthe users. Moreover,
being a point-to-point protocol, if one end-poistdown the connection remains interrupted untit &val-point is restored. Since no
evaluation is provided for performance data intarge, the effectiveness of the protocol is unclear.

CDN brokering [5] can be identified as a pioneenegearch effort towards developing a CDN brokeragtes deployed on the

Internet on a provisional basis. It allows one CNitelligently redirect end-users dynamically tiner CDNs in a domain. The
drawback is that the routing mechanism used isrgtapy in nature and might not be suitable foreagyic CDI architecture. Though
it provides benefits of increased CDN capacity, oeducost and better fault tolerance, it does nasider the end-user perceived
performance to satisfy QoS while serving requebtereover, it only demonstrates the usefulness akédming rather than to

comprehensively evaluate a specific CDN’s performreanc

Cardellini et al. [11] presents an architecture émhancing QoS in geographically distributed Wehtesys. It integrates DNS

proximity and dispatcher scheduling with an HTTHimection mechanism in order to achieve a scalaht balanced Web system.
Though it aims to minimize the response time exgmeed by users while accessing geographicallyiliiged Web sites, the use of
HTTP request redirection may lead to increased ertvimpact on latency experienced by the end-uddmeover, it does not

capture the heterogeneity in Web server systente sironly considers homogeneous Web clusters gheservice distributions are
the same) belonging to a single entity.

While the above mentioned research efforts do rplictly virtualize multiple CDN providers, a peag system for content delivery
workloads in a federated, multi-provider infrasture is presented by Amini et al. [4]. The core poment of the system is a peering
algorithm that directs client requests to partrrerjglers to minimize cost and improve performarit the peering strategy, resource
provisioning and performance guarantees amonggamtnCDNSs are unexplored in this work.

In the context of modeling traffic redirection besn geographically distributed Web servers, an aggbr to model the traffic
redirection in geographically diverse server s8tsahdWide AreaRedirection ofbynamic Content (WARD) [29] can be mentioned.
The first uses a novel metric Server Set Distaix®)) to simplify the modeling and classificationretlirection schemes. Though
this model provides a foundation for intelligentv&r selection over multiple, separately admintstlaserver pools, it does not try to
show the effectiveness of any particular policyepnluate the QoS performance of any given CDN. @natter hand, WARD
presents a novel architecture for redirecting dyinazontent requests from an overloaded Internet[zdnter (IDC) to a remote
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replica. It demonstrates a simple analytical mddetharacterize the effects of wide area requeditegtion on end-to-end delay.
WARD can avoid over-provisioning of IDCs and achisignificant performance improvement through redwcin average request
response times. However, it is mainly targeted €4 under the control of single administrative gntitherefore, it does not
virtualize multiple providers while considering et redirection. Moreover, it also does not previtechanisms to evaluate the QoS
performance of individual IDCs.

From a user-side perspective, Cooperative Networi@appNet) [23] addresses the flash crowd problamuih the cooperation of
end-hosts. CoopNet is found to be effective for sivab sites with limited resources. The main prabtE the user-side mechanisms
is that they are not transparent to end-users,hwisidikely to restrict their widespread deploymeldence, it can not be used as a
replacement and/or alternative for cooperation amiofrastructure-based CDNSs.

Among the deployed P2P-based CDN systems, CoDeeN Z2RICDN [19], Globule [28] can be mentioned asytpeovide
collaborative content delivery. Other systems sagDotSlash [34] is a community driven “mutual” a&tvice that offers support for
small sites that would not have the resources pe cluring instances of flash crowds. Although CdiDead CoralCDN are built on
top of a set of cooperative Web caches, they daapture the notion of multi-provider existence ¢ontent delivery. On the other
hand, Globule aims to allow Web content providexst CDN providers, to organize together and opetta¢éir own world-wide
hosting platform. While CoralCDN gives better perfamme to most users for accessing participating WéehsCoDeeN provides
participating users better performance to most ¥fets. However, none of them provide mechanisnvaéduate the QoS performance
of a certain provider. Moreover, some of theseesyst make strong assumptions on the characteristiapplications and do not
virtualize multiple providers for cooperative maragent and delivery of content in a peering envirenin

3. VO-BASED PEERING CDNs

A CDN is expected to provide the necessary distedhicomputing and network infrastructure to ensBké\s are met with its
customers. In order to meet such SLAs and to maitagesources properly, it could be necessaryomperate with other CDNs
through establishing peering arrangements betwesmndelves. In this paper, we define a ‘peeringhgement’ between CDNs as:

Definition of ‘peering arrangement’ — A peering arrangement of CDNs is formed by a sautinomous CDNs {CDINCDN,,

..., CDN}, which cooperate through a mechanisnthat provides facilities and infrastructure forayeration between multiple
providers for sharing resources in order to enseféicient service delivery. Each CPI connected to other peers through a
‘conduit’ G;, which assists in discovering external resourced an be harnessed from other CDNs. We de8at€S,, S, ...,
S} as the set of services provided by a CDN.

Our definition of ‘service’ in this context is ik with the service definition in Service Orient&dmputing (SOC) paradigm [24].
We define a ‘service’ as:

Definition of ‘service’ —A service § offered by a cooperating CRI$ the endpoint of a well-defined, self-containedrection or
underlying system (which does not depend on theexbor state of other services) to serve a regaesbrding to the QoS
requirements of end-users. A service request magifgpa call for serving request for an individuide or object, a Web page
(containing multiple objects) or an application gee of a particular script (e.g. CGIl, PHP) or anigial content.

Request ¢1 Request ¢3
Web User;
@ Content Web Userp 3
Provider
~
c Request ¢Z Vo2
Web User;
Forward ) P f
VO 1 P ,
w2 _ Resource
®o o> _- sharing
K TResource - — _ _- 7
sharing b
! o~ Peering
AN
Peering Peeri CDN N
CDN 1 eering
CDN 2

Figure 1: Example of VO-based peering CDNs

In our approach, cooperation among the peering GBEshieved through a VO. Here, we adopt the fdhavdefinition of VO:

Definition of VO’ — A VO is composed of a number of semi-independentamous entities (including different individuals,
departments, and organizations) that come togethshare resources and collaborate on common gpal(s

A VO in the peering CDNs architecture consists oftiple autonomous CDNs who collaborate through adtece sharing’ approach
to serve user requests efficiently according to @afslirements. Formation of a VO is initiated b€@aN, which realizes that it will
not be able to meet its SLAs with the customere ifiitiator is called @rimary CDN; while other CDNs who share their resources in
a VO are callegheeringCDNs. Users interact transparently with the VO éyuesting content from Web servers of the primariNCD
A content request may initiate further VO actiwgtithat the end-users are unaware of (e.g. inter-C&fliest-routing, content
replication and delivery in a peering arrangemeriius, the participating entities act as a singleceptual unit in the execution of
common goal(s).
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A VO is composed oéxplicit members who are the primary and any peering CDNsagloperate for resource sharing, amglicit
members who are content providers and end-usepticlomembers are transparent to a VO but theyesttze benefit from it. Figure
1 shows the example of VO-based peering CDNs. Erd+esjuests for content are forwarded to the pgn@®N which is holding
the content from the content provider. The requkestintent is served either directly by the prim@@N or by any peering CDNs
within a VO. Let us consider content c1 and c3 iguke 1. Since c1 and c3 reside in the Web serwgtlsin VO1 and VO2
respectively, requests of cl and c3 are servedradiogty from VO1 and VO2. In case of content c2e gorimary CDN directly
delivers the requested content.

Table 1: List of commonly used terms

Terminology Description

Web server (WS) A container of content

Mediator A policy-driven entity, authoritative for policy getiation and management
Service registry (SR) Discovers and stores resource and policy informatiadhe local domain
Peering Agent (PA) A resource discovery module in the peering CDNsrenvhent

Policy repository (PR) A storage of Web server, mediator and VO policies

Pws A set of Web server-specific rules for contentagerand management

Pum A set of mediator-specific rules for interactiordaregotiation

Pvo A set of VO-specific rules for creation and growftthe VO

Policy
eposito

Web Userp
(e.g., Apache)

SLA-

Figure 2: Architecture of a system to assist the eation of peering CDNs

3.1 System architecture

The architecture of our VO-based peering CDNs isvshim Figure 2. The terminologies used to desctitgesystem architecture are
listed in Table 1. In the VO-based peering CDNs maa€DN endeavors to balance its service requirésregminst the high costs of
deploying customer-dedicated, over-provisionedus=ss. Thus, to cut expenses and avoid the potgeidk load threat of violating
SLAs with the customers, CDNs will be able to legeraomputing and network infrastructure from ot@&Ns through peering. The
negotiation among CDNs for resource sharing allogeeringCDN to agree to allocate the required amount ofoital resources
(Web servers, bandwidth etc.) in order to providetent and services on behalf of grénary CDN.

A peering arrangement among CDNs that allows prorisg and sharing of computing resources must pisvide settlement and

exchange of the generated revenue. The primary AidNately controls the resources it has acquirechich are delegated rights for
the peering CDNs’ physical resources. The physiEsburces could consist of resources from multipleripg CDNs distributed over

different geographical locations. The primary CDNedmines what proportion of the Web traffic (i.seurequests) is redirected to
the peering CDNs, what content is replicated, haawéplication decisions are taken, and which rafiio policies are being used.

In our architectureWWeb Servers (WS)ithin a CDN are the actual holders of content, pasing of two layer®: overlay, which is a
collection of Web service host (e.g. Apache, Tomcaervice Level Agreement (SLA)-allocator, andipplagent; and core, which
refers to the underlying hardware infrastructur@cHEWeb server has its own policies, defined a afserver-specific rule®ys for
the storage and management of content. Séwice Registry (SRelps in discovering local resources within a CDNphogviding
resource and access related information. Héering Agent (PAMediatorandPolicy Repository (PRjollectively act as a “gateway”
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for a given CDN, and all three assist in creatioa obw VO. The PA of a CDN acts the role of a resediiscovery module. It acts as
the first point of contact for other CDNs when tlag initiating a peering agreement, and a con@iuituigh which a CDN can itself
discover potentially useful resources availablenfrother CDNs. The mediator is responsible for negjoti among CDNs and
management of operations within a VO. The medihaw its own policies (defined as a set of medispaeific rulespy) and also
manages the policies (defined as a set of VO-spatiles,P,c) necessary for negotiation and creation of VO(&e PR virtualizes
all of the individual policies from within the V@ncluding Pys Py, andPyo, and will ultimately include policies from peering GB.

3.2 Lifecycle of a VO

A VO may vary in terms of purpose, scope, size, dmdtion. Hence, VOs are of two typssiort-term on-demand VGsdlong-
term VOswith established SLAs. A short-term VO is formed limited duration, based on the current user estjpatterns to prevent
the generation dfotspots[2]. Such a peering arrangement should be autahtateeact within a tight time frame — as it isikely
that a human directed negotiation would occur duiekough to satisfy the evolved niche. A shortrté&fO is formed on-demand and
the policy for such VO formation is established ayically to handle the situation, one such negotiatnechanism is described in
section 3.3. Short-term VOs are phased out whemdikload returns to normal. On the other hanayrgdterm VO is formed for an
event which will be known in advance. In a longitevO, CDNs collaborate for longer period of time auth a VO remains for the
duration of the event. In this situation, we woekpect negotiation to include a human-directechge ensure that any resulting
decisions comply with participating companies’ &gic goals. Relevant scenarios for short and lengrtvVO creation have been
illustrated in [27].

o

Figure 3: The formation of a Virtual Organization (VO)

-
—

—=—
Policy
Repositor

Mediator
instance

Figure 4: A formed VO

Figure 3 and Figure 4 respectively illustrate thH@ Steation steps and a VO after it is formed, whilgure 5 shows the flowchart of a
VO lifecycle. When a VO is formed, a number of ssare taken into account, including:

An entity responsible for forming a VO should béeato recognize circumstances in which it shoultiate VO formation.
A participating entity while joining in a VO shoulk able to determine the conditions under which fitrofitable for it to join.

Given a number of offers, the entity that initiad® formation should be able to determine the lwdfgr(s) in terms of
economic benefit

Figure 6 presents the protocol for cooperation betwCDNs through VO formation. The major phaseshef fgrotocol are the
following:

Phase I: Hotspot detections- A (primary) CDN provider realizes that it canhaindle a part of the workload on its Web server{s)
VO initialization request is sent to the mediator.

Phase II: Shell VO creation —The primary CDN constructsshell VQ with a mediator instance, a service registryanse, and a
policy registry. The mediator instance obtainsré@ource and access information from the SR, w8ilgts and other policies from
the PR

Phase lII: Expansion of shell VO —The shell VO represents the potential for peeofhigesources. Hence, it needs to be expanded to
include additional resources from other CDNs. Théiater instance, on the primary CDN’s behalf, getesrits service requirements
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based on the current circumstance and SLA requintsradf its customer(s). The mediator instance [gasse service requirements to
the local Peering Agent (PA). If there are any piging peering arrangements (for a long term sgepthen these will be returned at
this point. Otherwise, short term negotiation()asried out between the PA identified peeringatsdSection 3.3).

M' generates

Hotspot v
M' passes
service

Shell VO local PA
creation +

Policies for
?

shell VO

Sufficient
resources
acquired?

policies
returned

VO
formation

Ny
ermination
Short-term condition(s)

holds?

Figure 5: Flowchart of a VO lifecycle

Algorithm  Cooperation between multiple CDNs

Input: N={1, 2, 3, ..., NICDNSs;

Output: VO = {VO,, VO, ...} Virtual Organization(s) of Peered CDNs
Phase I: Hotspot detections

1:
2:

Primary CDN cannot handle a part of the workld&®(r, t) > D
Mediator receives a VO initialization reques

Phase IlI: Shell VO creation

3:

Primary CDN constructs$hell VO ,
Shell VO {M', SR, PR} /* M': Mediator instanceSR: Service Registry

instancePR Policy Repository */
Phase IlI: Expansion of Shell VO
4: Shell VOrepresents the potential for peering of resources
5. M'generateService Requirements?
£ {S, D, P, T} *S: Capacity Requirementd; Delay thresholdp:
PreferenceT: Duration */

6. M'passes service requirements to IdeAl

7. if (Epoicy NULL) then /* Epgjcy- Preexisting policies */

8: return Epgjicy

9: else
10: P"  Procedure($) /*P": set of peers who me8t */ (Section 3.%
11: end-if

Phase IV: VO formation
120 it (P {f})then

13: Primary CDN acquires sufficient resourcesnfthe peers

14: VO is formed and it becomes operational

15: else

16: Renegotiation is resumed from step 3 witomsideredS®

17:  end-if

Phase V: VO termination

18: for i =1to 4do

19: if (D] = TRUE)then /* DY[i] : set of conditions = {the circumstances under
which the VO was formed no longer hold, peeringadonger beneficial for the
participating CDNs, an existing VO needs to be egpdrto deal with additional
load, participating CDNs are not meeting the agrgezh contributions}

20: Disband or re-arrange VO

21: end-if

22: end for

Figure 6: Protocol for cooperation between CDNs
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.Phase IV: VO formation — When the primary CDN acquires sufficient resourftem its peers to meet its SLAs with the customer,
the new VO becomes operational. If no CDN is intedén such peering, VO creation through re-negjotiais resumed from Step 3
(Phase Il) with reconsidered service requirements.

Phase V: VO termination —An existing VO may need to either disband or rexage itself if any of the following conditions hold
(a) the circumstances under which the VO was formetbnger hold; (b) peering is no longer benefitia the participating CDNSs;
(c) an existing VO needs to be expanded furtharder to deal with additional load; or (d) partaiing CDNs are not meeting their
agreed upon contributions.

Auction
M' calculates ©®)
Bidding
v w
M i Y
+ Distributed
. auctioneer(s)
Policy N Bidders . securely
+ calculate
Local PA v v
selected
Each PA
to its M’

Figure 7: Flowchart for short-term resource negotidgion through auction

Procedure(SY): Autonomic Resource Negotiation
Input: N: set of CDNsC: set of contenty = {r°, rk'}: k-th content request

Output: Peering CDNs to participate in a cooperation
Phase I: Auction initiation
1: M calculatesPayoff ValuePy,ax
Pnax  (the managing cost for) + (the expected profit from)
2: M'issues a call for bid to locRIA, with Auction Policy A,
A, {S. D, P, T} /* & Capacity RequirementB; Delay thresholdP:
PreferenceT: Duration */

3: PAdistributes auction request to ottiR#s of the peers
4: subset oM's are selected as the distribufadttion Evaluators
5: EacHPA passes the request tolits
Phase II: Bidding .
6: M"s of the peers register with the requestifig
7: Bidders calculatBidding Function B;(r,)

B (r) =S (r’) +ER(r t,.n) +y(As) /* §(r): Costincurred,
ER (r¢,t,,n) : Expected Revenug;, (A,): Selleri’s interest to bid */
k+n k-1
ER(ré t.m=a  drd i) (e, r))+@-a) drd,ro)f(ry.r')0Eatl

j=k+1 i=1
[* a(c ,C,-) : Similarity function for two contentp £ a(c ,cj) £1; f(ri' , rj') :
Similarity of two content requests in terms of digte,Q £ f(ri' , rj') £1

Phase lll: Auction Termination
8: Auctioneer collects bids from bidders
9: Bids are evaluated securely by distributed anatialuators
10: Winners’ setyVis selected based on lowest bid
11: Winner(s) are paid the amount of seconcekivbid
12: return W

Figure 8: Auction protocol for short-term resource negotiation

3.3 Short-term resource negotiation

In order to respond to hotspots that may resudt @DN failing to meet its QoS obligations, we prapdisat time-critical agreements
for a short-term VO should be automatically negetia We expect any such agreements to hold fomaeli duration and only
involve an artificially restricted set of CDN resoas. Even so, there are serious issues involvioly agreements including trust, i.e.
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who governs the allocation decisions and are thestworthy; and the potential commercial sensifivf information about the
current state and costs of a CDN. Divulging comnadiscisensitive information (e.g. resources, acass policies) as a basis for
negotiating a peering arrangement would be, in ggneommercially unacceptable. Even with the latidns placed on resources that
can be automatically delegated, there must be shantt balances to ensure that any delegation is pragberly. Otherwise, it would
also be unlikely that a CDN would agree to have xteraal party (e.g. mediator of the primary CDN) maklocations of their
resources and bind them to negotiated SLAs.

One solution to these problems is to utilize a togpaphically secure auction [8], which hides bibth valuations that CDNs place on
their resources and who is participating in thetianc With this approach, no CDN needs to trust di@dar auctioneer; rather the
auction mechanism itself is trustworthy due to tigptographic guarantees. Thus, malicious behdwoany CDN (including the
primary) or third party auctioneer is prevented aedsitive bid prices are kept secret. These axgtiave been shown to be tractable
in practice and are therefore an ideal basis fayraation of peering agreements.

A negotiation would start with the VO being formaad the mediator determining the shortfall in reses. The mediator then issues
its local PA a call for bids and within this incleglthe SLAs that it requires. The PA distributesrequest to other PAs of the peers
and each of them then passes the request to itsra&iator. All mediators that wish to bid then régiisvith the requesting mediator
and a subset of the mediators (acting asdtbgibuted auctioneejsare selected via a cut and shuffle [22]. Notd tha requesting
mediator does not act as an auctioneer. The auiditinen held securely and only the final resowlbecations are revealed. The
auction is combinatorial as multiple resource typas be specified and therefore different groupegs even substitutions of those
resources over the peering CDNs are possible.

An auctioneer starts an auction not for sellingtem (i.e. allocation), but for buying it. Buyerse@ring CDNSs) bid with the price they
are willing to sell the allocation of their Web gers. One bidder can not see the bid of other b&dden auctioneer gathers bids from
the bidders and selects the lowest bidding agea($he winner and the winner is paid second-lowiekting price. In other words, a
reverse Vickrey auction is used. As mentioned eanlve assume that an auction is held using aagyaphically secure auction [8]

protocol to hide all auction related sensitive mfation. Through this approach, a mendacious behé&dm a provider is restricted.

Thus, over-provisioning of resources by harnessiag through VO membership, or modifying and fsisij of content by some

rogue CDN providers is not allowed.

Figure 7 shows the flowchart for autonomic resounegotiation through auction. Figure 8 presents dbeesponding auction
protocol. Here, we also summarize the steps foattation to be held within a VO:

Phase I: Auction initiation — Before the start of the auction a subset of theiated from the potential peering CDNs are randomly
selected to act as the distributAdctioneers Auction starts when the mediator of a CDN (buyeglizes the need of additional
resources to replicate content. It internally detees the maximum payable amount (expresseBaypff Valug The mediator then
issues its local PA a call for bids including itnsgce requirementsAfiction Policy.The PA distributes the bidding request to other
PAs of the peers and each of them passes the tequtssmediator.

Phase IlI: Bidding — All mediators that wish to bid then register withetrequesting mediator. All bidders (peers) udgidaling
Functionto determine the bidding amount and potentialipge€DNs bid their price.

Phase IlI: Auction termination and re-negotiation —An auctioneer collects bids and these bids ane éwaluated securely by the
distributed auctioneers to determine the winnedsthe optimal combinations of resources. An auctakes place successfully when
winners are chosen according to the Auction patdicthe primary CDN. A winner is paid by the amoufsecond-lowest bid. At this
point, it can be assumed that a CDN has acquirditisat resources from its peers to meet its SLAt wustomers. If no winner is
selected, re-negotiation through auction takeseplstarting from Phase I.

4. QoS IN PEERING CDNs

The definition of QoS relates to the agreementsvbenh a service provider and its customers. In tiebdsed peering CDNs
environment, such agreements are specified as SkAgh results in a fixed set of well understoodmsin our case, the QoS
requirements of end-users. The definition of qualéries from different perspective and views. Tollowing three views of quality
are the most common:

Quality as functionality- According to this view, quality is consideredtarms of the amount of functionality that a sesvic
provider can offer to its customers. Quality asctionality characterizes the design of a serviog @m only be measured by
comparing the service against other services offesimilar functionalities. For example, if CDN Agwides content delivery
service for static content only, while CDN B providdé& same for both static and dynamic content; BB B can be
considered to offer better quality than CDN A.

Quality as conformance- In this view, quality is seen as being synonymaiith meeting provider's commitments and
specification such as SLAs. Quality as conformam¢gch can be monitored for each service indiviyalsually requires the
user’s experience of a service in order to meatwrepromise’ against the ‘delivery’. For exampieCDN A makes the
commitment to its customer that 95% of the useuests will be served within less than 2 secondd,iamaintains it at all
times in its operation, then CDN A is usually coeséatl as offering good QoS.

Quality as reputation- In this view, quality is linked to user’s pertiep of a service in general. This perception isalieped
gradually over the time of a service provider'sseamce. Quality as reputation can be regarded reegence to a service
provider's consistency over time in offering botimétionality and conformance qualities, and carrefoee be measured
through the other two types of qualities over titesan also be viewed as the ‘goodwill’ of a pautar service provider. For
example, Akamai [1][18] is generally consideredb® offering good quality content delivery serviteshe users, due to its
reputation and large market share developed inseonirtime as a CDN provider.

Page 9 of 20



While it is possible to consider all three typesjaélity for a service in the peering CDNs environié is perhaps most interesting
and relevant to address the issue of ensuring @8 the view of quality as conformance. Therefanethis paper, we adopt the
conformance view and define QoS as the experieroeejved by a user for being served by a CDN. Sipatty, in regard of the
peering CDNs, we define quality in the following way

Definition of ‘quality’ — Let A be a CDN provider anfi= {S;, S, ..., $} be the set of services provided by it. Assumeftireeach
service § SPis the quality that A promised to offer to the ssend $is the actual quality delivered by A. Then the @SCDN A is
given by,

Qos\=f(S", §°)
where f is the function that measures the conformdretween Band $.

In this definition, we capture the notion of confemce generally, but do not specify h§and S can be measured. We anticipate
measuring the QoS assessment of a CDN in termsoésiponse tim@erceived by a user when it receives services ftoive also
state that the QoS measure may take into accoundmy the average response time, but also theepéte (98" percentile, for
example) of the response time. We specify respting as the time a service takes to respond t@wariypes of requests. It is a
function of load intensity, which can be measureterms of expected waiting time of a request tediged (Section 6).

4.1 SLAs to ensure QoS

Ensuring QoS guarantees requires a means of estimlglia set of common quality parameters and ésiéfd) which attributes are

needed by a particular customer to describe its f@gBirements. These factors are combined in an ®afboth a customer and
provider agree to and that the provider refershemmonitoring its QoS performance. Examples of Qarameters that an SLA may
specify are:

The maximum response time for a service requeshailexceed 0.5 seconds.
95% of user requests will be completed in less thaaconds.
A service will be available for at least 99.9% foé time.

From a service management and business perspetiivilfillment and assurance of SLAs is of keyportance. In our context, the
importance of an SLA lies in its encoding of penf@ance obligations, so that a CDN can manage its leamak For example, the
existing SLAs that a CDN currently holds firstly pet it to determine if a new SLA can be acceptedt & Secondly, the SLAs are
used to determine if the CDN is meeting user Qo&irements. Thirdly, a CDN uses its SLAs to quantifyat further resources it
would require in a peering arrangement. Thus, #igting SLAs are critical in establishing the rumé performance metrics for the
CDN and as a basis for establishing peering arraagesmExamples of attributes that an SLA encodes ar

Service type- What service (e.g. content and/or applicatidively) a user is requesting from a CDN.
Service requirements The processing and/or capacity requirements DB to serve user requests.
Duration— The maximum time duration within which conteaduests are to be served from a CDN.

Guaranteed QoS level The level of guarantee (in terms of response)titimat requests will be served within a delayshodd.
For example, three levels of QoS guarantees capdafied:Gold = user requests will be served timely in 95% aesSilver
= user requests will be served timely in 60% ofesaBronze= no guarantee (best effort) will be provided $erving user
requests.

5. SLA NEGOTIATION AND POLICY MANAGEMENT

When CDNs peer according to a VO-based framewokk ptirticipants sign SLAs with different performaratgectives. Once the
SLAs have been agreed upon, the participants i@ adrk in order to satisfy the negotiated SLAs. Bié\ components include:

Description of service requirementa specification of the resource and service requénts of the primary CDN. This
description includes the storage requirementsrebeired rate of transfer, the primary CDN’s prefieesto gain resources at a
particular region, and the expected duration ofirgéng service.

Administration for VO activitiesvhich specifies the role of the mediator as ahatitative entity in the VO.

Renegotiation for problem resolutiomvhich illustrates the steps to be undertakenaice fof any problem in providing
necessary services.

Consequences of SLA violatjashich outlines the possible results of SLA vi@atin which service expectations are not met.
The consequences of SLA violation may range fropasing penalty on the participants through reiméenant of part of the
revenues lost due to the loss of service, to tatitn of peering relationship, and to disbandingl/an rearranging the
participants to form a new VO.

SLA bypassing conditionsrhich details the conditions under which the Slaks not applicable. Such situations include the
damage of physical resources due to natural disaisedt etc.

5.1 Policy management to support SLAs
The proper operations of a VO-based peering CDblsitacture seek for the consistent performancesaadability of a large number
of widely distributed system entities, specifiedaim SLA. A policy-based framework can simplify tb@mplexities involved in the
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operation and management of a large content disiito network [31]. Within our VO-based peering CDishitecture we apply the
standard policy framework defined by the IETF/DMTE3]. The policy framework consists of four basitereents: policy
managemenpolicy repositorypolicy enforcement point (PEPandpolicy decision point (PDP)

Table 2: Policy mapping

Policy framework Peering CDNs Component Specified policies Descripti

Component

System Peering CDNs All policies in the The distributed computing and network infrastrue
system for peering CDNs

Admin domain Formed VO Negotiated VO policies An administrative entity fesource management

and access control
Policy management tool Administrator dependent— An administrator dependent tool to generate paslic
Policy repository Policy repository Web server, VO and Storage of policies in the system

mediator policies
Policy Enforcement Web Services host, Policy Web server policies A logical entity which ensures proper enforcemer

Points (PEPs) Agent, SLA-based allocator policies
PDPs Mediator Mediator policies, VO An authoritative entity for retrieving policies fro
policies the repository

The framework (and the corresponding entities) deering CDNs can be mapped to the basic policy frerie We show this
mapping in Table 2. The policy repository (PR) frBigure 2 virtualizes the Web server, mediator alpolicies. These policies are
generated by the policy management tool used by @administrator. The distribution network and Web server components (i.e.
Web Services host, Policy Agent, SLA-based Allocatre the instances of PEPs, which enforce thenmme€DN policies stored in
the repository. The mediator is the instance oRB¥s, which specifies the set of policies to bgotiated at the time of collaborating
with other CDNs, and passes them to the peeringtagethe time of negotiation. The policy managemsal is administrator
dependent and it is not shown in Figure 2.

We also define three levels of policies, narfieWyeb server poligymediator policyand VO policy These three policy levels are
detailed in the following:

Web server policiespecify,
how a server performs consistent content caching;
how the policy agent module operates based on ia¢gdtSLAS; and
how the SLA-based allocator module ensures pravisgof resources to satisfy negotiated SLAs.
Mediator policiesspecify,
how the mediator interacts with the PA to passrimfition on service requirements;
how the mediator takes over the administrationedéglated resources once they are acquired;
how the mediator effectively manages VO activitsope with changing circumstances; and
how the mediator coordinates with other entitieadsist in resource allocation.
VO policiesinclude,
the policies necessary for initiating VO creation;
the policies need to be administered in face of Slofation by VO participants; and

the policies to dynamically disband or rearrana

6. PERFORMANCE MODELING

The general objective of a peering CDNs model isrtvide improved QoS performance through minimizémgl-user response time.
However, the proprietary nature of existing comnar€DNs makes it difficult to predict the perfornzanthat a given user could
experience from a particular CDN. Furthermore, saamodel can be based on a complex combinationtdbwtes such as Web
server responsiveness or load, expected netwoaly det geographic location. Several of these p@teattributes vary over time and
there is no single repository for listing the vabfeattributes such as geographic location or etguedelay for all Internet-connected
systems. Therefore, the values used in a peeringsGddel are likely to be based on heuristics.

CDN
Server

O

Figure 9: Model of an M/G/1 queue
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Table 3: Parameter and expressions for the analyti¢anodel

Parameter Expression

Mean arrival rate / = (1IT) (requests/second)
Mean arrival time T

Mean service rate m

Load r=Im

P. D. F of service f()=——— ak” x&hLk x p
distribution 1- (k/p)*

Task size variation a

Smallest possible task size  k
Largest possible task size P
Expected waiting time (2]
Mean service time [X]

In this section, we develop simplified performameedels based on the fundamentals of queuing theaslgmonstrate the effects of
peering between CDNs and to characterize the QdBrpwmce of a CDN. For a given workload, mean amdise time, we derive
necessary expressions for measuring expected wdite and cumulative distribution in order to measthe QoS performance of a
CDN.

6.1 Single CDN model

Let us model a CDN as an M/G/1 queue as shown ior&i§. Table 3 shows the parameters and expresiahsire used in the
modeling. The request streams coming to the Weleseiof a CDN are abstracted as a single requestnstrUser requests arrive
following a Poisson process with the mean arriaéé r. All requests in its queue are served on a fisshe-first-serve (FCFS) basis
with mean service rate It is assumed that the total processing of thé Wézvers of a CDN is accumulated through the sexve the
service time follows a general distribution. Themeétask’ is used as a generalization of a reqaestal for service. We denote the
processing requirements of an arrival as ‘task sitere, we will use the terms task and requestarinterchangeably. A request can
be a client requesting an individual file or objextWeb page (containing multiple objects), theiltesof execution of a script (e.g.
CGl, PHP) or any digital content.

It has been observed that the workloads in Inteainetheavy-tailed in nature [14][15], characteribgdhe function, PiX > x} ~ X,
where0 a 2. In a CDN, clients request for content of varyiizes (ranging from small to large). Based on siz¢hefcontent
requested, the processing requirements (i.e. task also vary. Hence, we model the task size given CDN'’s service capacity to
follow a Bounded Pareto distribution. The probapitiensity function for the Bounded Par@&, p,a) service distribution is

— ka —a—l
AT K py

where represents the task size variatiaris the smallest possible task size, arid the largest possible tadk (x p). By varying
the value of , we can observe distributions that exhibit modevatriability (  2) to high variability ( 1).

We start with the derivation of the expectationaiting timeE[W], W is the time a user has to wait for serviefNy] is the number
of waiting customers an[X] is the mean service time. By Little’s law, theanequeue lengtB[N,] can be expressed in terms of the
waiting time. Thereforef[Ny] = E[W] and load on the server,= E[X]. Let E[X] be thej-th moment of the service distribution of
thetasks We have,

ap' (k/p)?* - (k/p)")

- |- a
iz (-a- (k/p?)
E[X ]_ aka |n(p/k) If j:a
1- (k/p)?)

Hence, using P-K formula, the expected waiting tEfi&/] = E[X?/2(1- ). It can be used to measure the waiting time vé#pect to
different server load and task sizes.

6.1.1 Hyper-exponential approximation

In order to quantify the performance perceivedhsy tisers while being served by a CDN, we need tbtfie P.D.F of waiting time

distribution. The Bounded Pareto distribution hdsraments finite; however advanced analysis is dermgue to the difficulties in

manipulating the Laplace transforms of the quenigrics (e.g. waiting time, busy period). Hence, tieavy-tailed’ Bounded Pareto
distribution can be approximated with a seriesxg@omential distributions (known as Hyper-expondptiahile still maintaining the

main characteristics of the original distributisach as heavy tail, first and second moments [i]n fpart Hyper-exponential service
distribution has the following P.D.F

h,(t) = ' P/e’t,where P =1

i=1 i=1
which can be used for our purpose.
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6.1.2 Service distribution and waiting time

The Laplace transform of the service distributimft) is
L (9= ‘esh@dt= L
b 0 m /i t+s

The moments of the service distribution can beinbthas
d”Lhn (s)
ds
s=0

whereX is a continuous random variable with P.D,&). The first moment (meartX] and the second momeBEX?] are

" p " 2P
E[X]= —tandE[X]= —1

i=1 7 i=l 7

E[X"1=(-D"

The Laplace transform of the waiting timgy(s) for an M/G/1 queue with the hyper-exponential ragpmation of a Bounded Pareto
distribution is defined as follows:
s@-r) s@- r)

s-/+/L (s) n P/

WO sy "R

il ts

This result can be numerically inverted to obtdia P.D.F of the waiting time distributiont). It can also be used to obtain the
cumulative distribution function (C.D.F),

L (8) =

W(t) = Pr[T £1] = lw(t)dt

0

1
j=
S 08 —x—C.D.Fforload =0.5
2
705
a
204
s
202
=
O
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Figure 10: Cumulative distribution of waiting time of a CDN modeled as an M/G/1 queue

Using the C.D.F, concrete QoS guarantees can be neg@eding the waiting time experienced by a cerf@rcentage of user
requests. Figure 10 shows the C.D.F of waiting tin@ CDN for the system load= 0.5. Here, the hyper-exponential approximation
of a Bounded Pareto distribution is used with 1.5, k = 1010.15andp = 10'°. From the figure we observe that there is al5f46
probability that the waiting time experienced byg thsers will be less th&@0000time units. Thus, concrete guarantees can be made
regarding the waiting time experienced by a cenparcentage of user requests on a given CDN.

S N

1,
1)/ (@) CoN>
— > >
/ N,N ’/ N1

NI s

Figure 11: Conceptual view of the peering CDNs

6.2 Peering CDNs Model

A CDN’s inability to meet user QoS requirements adog to the SLAs may lead to a collaboration of GDKb that it may redirect
excess requests to the Web servers of the peefigune 11, a conceptual view of the peering CDNsr@zvided where each CDN is
modeled as an M/G/1 queue. It is abstracted khatdependent streams of end-user requests arrigecanceptual entity, called
dispatcher following a Poisson process with the mean arniage ;, il {1,2,...,N. The dispatcher acts as a centralized schedular i
particular peering relationship with independentchaism to distribute content requests among pamneCDNs in a user
transparent manner. If, on arrival, a user reqo@stnot be serviced by CDiNit may redirect excess requests to the peerseSinis
dispatching acts on individual requests of Web eontit endeavors to achieve a fine grain contreél. We anticipate that it can also
pave the ways in performing thequest assignmemindredirectionat multiple levels — at the DNS, at the gatewaybtal clusters
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and also (redirection) between servers in a clu$tes dispatcher follows a certain policy that stssio assign a fraction of requests of
CDN i to CDNj. The request stream to a CDN in the peering CDNselrisdlefined as;; = request to CDN for CDNi’s content.
For" j i, ;i denotes redirected user requests, where CBNhe primary where CDNis a peer. On the other hand, foj =i, |;
denotes the user requests to a primary COFor example, request to CDN B for CDN A’s contemt ba denoted as; a.

The service times of the CDNs are defined as inddga&nof interarrival times and of one another, hade a general P.D.F. Inside
each request stream, there is FCFS service. Eaahstsfream is assigned priority. Hgres 1,2, ...,Ppriority classes of user-requests
are assumed. A peer always prioritizes the reqtieststhe primary CDN over its own user requestsweleer, if a redirected request
(higher priority) arrives to a peer when its owretusequest (lower priority) is being served, it @einterrupts the current service.
Thus, this priority discipline is non-preemptiverithg service quantum of end-user requests.

6.2.1 Waiting time
The classical result [12] on non-preemptive heathefline (HOL) priority queue can be used to fihe expected waiting time for
thep-th (p = 1,2,...P) priority user request,

P
W, = Wo , wheresp = (1)
(1- S p)(l- S p+1) i=p
W is the average delay to a particular priority usguest due to other requests found in servicaritbe expressed as,
W= FEX
a2

whereE[X?] is the second moment of service time for a cusioffom class. It can be mentioned th&¥, does not depend on user
requests from lower priority class (iie= 1, 2,...,p-1), except for their contribution to the numeratdy[20].

Let us assume that the user requests for the pri@BN belongs to the-th priority class. The Laplace transform of thetimg time
for the primary CDN is denoted m{p(s). Using the known solution [13] for the distribarti of waiting time for each priority group in
a priority queue, it can be expressed as,

pLfo
@- r)s+/ [2- %Bj 91 p1
Wi (s) = =l ,where/L = /jj (2)
P S- /p'p +/p'po(S) j=1 '

Similarly, for any peer with the priority in thenge1,2 ...,(p-1)the Laplace transform of waiting time is found as,
W (9= @- nis+/,,- /pva;(s)]
]

©)

p-1 p-1 p-1 . .
S- /J'.i + /J',J' Bi (S+/p.p' /p,pGp(s))
=1 = =1
Here,G*p(s) is the transform for the M/G/1 busy period distition for ap-priority class, which is expressed as,

G(9) =B (s+/ .- 1 ,,G0(9) )

These solutions can be used to measure the expeeitidg time for end-user requests to each ofghdicipating entities in the
peering arrangement.

6.2.2 QoS performance

The ability to gauge the QoS of a CDN provider rigc@l for achieving effective service from it. TieD.F of the waiting time
distribution (through numerical inversion) for ea€B®N, with independent priority class can be usedlserve the expected waiting
time perceived by majority of users in the pee@igNs system. Since a primary CDN's request hagipriover any peer’'s own user
requests, we can consider using (2) for a primaDNCwhile (3) for any peering CDN. Though these apns are useful for
computation, the iterative expression @¥(s) in (4) is impossible to invert numerically. Thiee, the waiting time experienced by a
primary CDN’s user requests is found using (2),levttie classical result presented in (1) is usdihtbthe average expected waiting
time for the peer's useequests.
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Figure 12: A peering scenario with three CDNs
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7. RESULTS

In this section, we present the performance reslitained using the models presented in SectioWé.consider an established
peering CDNs system consisting of three CDNs, asvahin Figure 12. Table 4 lists the notations ufeedhis scenario. Each CDN is
modeled as an M/G/1 queue with highly variable Hygeyonential distribution which approximates avetailed Bounded Pareto
service distribution (, k, p with variable task sizes. Thus, the workload madeorporates the high variability and self-simiteature
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of Web access. Table 5 shows the distributionshabidity density functions and parameter rangestlierworkload model. For our
experiments, we consider the expected waiting isan important parameter to evaluate the perfazenaha CDN. In our peering
scenario, we also assume that all peers hold time seplicated content and there exists an SLA dovisg all user requests by the
primary CDN in less tha@0000time units.

Table 4: List of notations used in the peering CDNscgnario

Notation Description

N Number of CDNsN ={1,2,...,N

E[X/] j-th moment of CDN's service distribution
i Initial load on CDNI, ;= ;;E[X]

i New load on CDN, “;= ";E[X]
ii Initial arrival rate at CDN

Ny New arrival rate at CDN i = i — 'edirect
E[W] Expected waiting time (initial) at primary CDilN
E[W,] Weighted average expected waiting time at GPN

i-1

* r- r:e irect W, 'r:e irect
E[Vvi]:ird FEW ]+ e rd EW,]
k=1

wi depends on the redirected ratio to a given peer
| edirect Fraction of content requests redirected from GDN

Table 5: Workload model

Category Distribution P.D.F Range Parameters
Primary CDN, Hyper- h)= P/e’ x k =15
0.1 0.9 exponential i=1 k=1010.15
approximating p = 10%°
ak®
f()=r———x !
©9 1- (k/p)*
Peer 1, Hyper- h)= P/e’ x k =15
=0.5 exponential i=1 k=1010.15
approximating p = 10%°
ak®
f()=r——x !
©9 1- (k/p)*
Peer 2, Hyper- h)y= P/e’ x k =2
=04 exponential i=1 k =1500.23
approximating p =10
ak®
f()=r———x !
©9 1- (k/p)*

7.1 QoS performance of the primary CDN

First, we attempt to provide the evidence thateripg arrangement between CDNs is able to asgst@ry CDN to provide better
QoS to its users. The C.D.F of the waiting timerdhstion of the primary CDN can be used as the @eS8ormance metric. In a
highly variable system such as peering CDNs it Ggarsignificant than average values. The waitimgeticorresponds to the time
elapsed by a user request before being servedeb@€EiN. Figure 13 shows the C.D.F of waiting timetla# primary CDN without

peering at different loads. From the figure we text for a fair load = 0.6 there is abou55% probability that users will have a
waiting time less than the threshold28000time units. For a moderate load: 0.7, there is aboub0% probability for users to have
waiting time below the threshold, while for a hedwgd = 0.9 the probability reduces to 4%

The peering CDNs model arranges the participatioyigers according to a non-preemptive HOL priohyeuing system (Section
6.2). It is an M/G/1 queuing system in which weumss that user priority is known upon their arrit@b CDN and therefore they may
be ordered in the queue immediately upon entryré&fbee, various priority classes receive differgratdes of service and requests are
discriminated on the basis kfiownpriority. Thus, in our model an incoming requegttli priority p) joins the queue behind all other
user requests with priorities less than or equpldad in front of all the user requests with pripgteater thap. Due to this nature of
the peering CDNs model, the effect of peering cacdptured irrespective of any particular requedirection policy.

Figure 14 shows the C.D.F of the primary CDN witrepng for different loads. By comparing Figure &8 Figure 14, it can be

found that for a fair load = 0.6 there is abouB0% probability that users will have a waiting timele$s than a threshold 20000

time units. Therefore, peering assists the prinGD\N to achieve a QoS performance improvement ofieBb% For a moderate load
= 0.7, there is> 81% probability for users to have waiting time beldve tthreshold, an improvement of ab882a For a heavily

loaded primary CDN with = 0.9 the probability becomes abot®% which lead to an improvement f65%. Moreover, for loads

> 0.9, still higher improvement can be predicted by thedel. Based on these observations, it can bedstaté peering between
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CDNs irrespective of any particular request-rediogcpolicy achieves substantial QoS performangeravement when comparing to
the non-peering case.
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Figure 13: Cumulative distribution of waiting time of the Figure 14: Cumulative distribution of waiting time of the
primary CDN without peering primary CDN in a peering arrangement

7.2 Request-redirection policies

In the peering CDNs model, no redirection is assumil primary CDN'’s load reachestaresholdload ( = 0.5). This load value is
also used as thieaselineload for comparing waiting times at different parp CDN loads. Any load above that will be ‘shed’ t
peers. A request-redirection policy determines Wwhiequests have to be redirected to the peers. ahis ready to accept only a
certain fraction §cceptance thresholdf the redirected requests. Any redirected refgtees: given peer exceeding this acceptance
threshold is simply dropped to malntaln the sysegmilibrium. In face of sudden surge in demand,|tlael on a given primary CDN
i,il {1,2,....NNbecomes, ;= | — 'drectand the redirected load is distributed among #e¥ipg CDNs. The value of sgireciVaries
dependlng on the dispatcher chosen redirectiorcyolihe initial and new load on the given primarPMCi is measured by,;

= ;E[X] and ;= ";E[X] respectively. ;; is the initial arrival rate, whereas;; = i — 'edrectiS the new arrival rate.

We define four request-redirection policies forleation within the peering CDNs model:

Uniform Load Balanced (ULBjequest-redirection policy distributes the rediedccontent requests uniformly among all the
peering CDNs.

Minimum Load Balanced (MLB)equest-redirection policy assigns the redireatedtent requests to the peer with minimum
expected waiting time.

Probabilistic Load Balanced (PLBjequest-redirection policy distributes redirectamhtent requests to the peers according to
certain probability. This probability depends oe thad threshold for the fraction of redirecteduesis that a peer can accept from
the primary. In our case, considering a peeringesysof three CDNs, we use a probability®fl and 0.6 to assign a certain
fraction of the redirected requests to peer 1 @t @ respectively. We measure this probabilityetlamn the acceptance threshold
and the service capacity of the peers.

Weighted Load Balanced (WLB)quest-redirection policy assig88% of redirected content requests to the peer withimim
expected waiting time. The remaini@@%of traffic is uniformly distributed over all othgarticipating peers.

50

40 —e— Redirection to peers
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Redirection Ratio (%)
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Load on Primary CDN

Figure 15: Redirection ratio at different primary CDN loads

The amount of redirected requests is denoted asethection ratiq which is quantified in percent of the primary CBNbad. We
express the redirection ratio as a fraction ofghmary CDN's load. The influence of different pany CDN loads on the redirection
ratio to the peers is shown in Figure 15. From ftgare, we can see that the redirection ratio (@mcpntage, %) increases with
increase in the primary CDN's load, independerdrof particular request-redirection policy.

The redirected requests are distributed (by thpatiiier) to the peers according to a particulanesgredirection policy. In Figure
16, the redirection ratios assigned to the peerslaown. Each curve denotes a different requestergidn policy and x-axis denotes
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the load on the primary CDN. In ULB request-redii@t policy, both peer 1 and peer 2 receive theesamount of redirected
requests from the primary CDN. The use of MLB regjiredirection policy by the dispatcher assigndtairedirected requests to peer
2, which has the minimum expected waiting time. ¢&emo redirected request is assigned to peerPLBfrequest-redirection policy
is used by the dispatcher, it leads to a distribuinf 40%-60% of the redirected requests to peer 1 and peersectively. A

dispatcher following the WLB request-redirectiorippassigns80%of redirected requests to peer 2 (with minimumeexed waiting
time) and res0%to peer 1.
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Figure 16: Distribution of redirected requests to he peers for different request-redirection policiesand primary CDN loads

7.3 Impact of request redirection

Next, we study the impact of request-redirectiontlom expected waiting time of users on the prim@BN for different request-
redirection policies. Without request-redirectiohem the primary CDN'’s load approachedlf, the user perceived performance (in
terms of waiting time and queue length) for senbigethe primary CDN tends to infinity. On the otlemd, with request-redirection

the waiting time of the primary CDN decreases a&srtguests are redirected to the peers. Howewgueséredirection may lead to
temporary overload on certain peer(s).

Figure 17 shows the expected waiting time expeedniy the redirected requests on the peering CiNgifferent request-
redirection policies. From the figure it can berst#eat as more requests are redirected to the fesrsealize higher waiting time due
to the peers’ own load.

Typically a burst of redirected requests improvefgomance on the primary CDN. In Figure 17, wesprg this evidence by showing
the performance improvement (in terms of waitinge) the primary CDN gains for all the request-rection policies. Here, we

compare the expected waiting time as a functiosystem load under the four request-redirectioncjs by considering lightly

loaded peers (load of peer 1 and peer 2 are sett6.5 and = 0.4 respectively), while tuning the primary CDN'’s loé@l1

0.9. It can be noted that a weighted average valweaitfng time is presented in order to capturedfiect of request-redirection.
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Figure 17: Impact of request-redirection on waitingtime of the primary CDN for different request-redirection policies

Table 6: Reduction on waiting time for the primary CDN under different request-redirection policies

Load on primary Reduction in waiting time %

CDN ULB MLB PLB WLB

Fair load, =0.6 43.20% 44.41% 43.66% 44.24%
Moderate load, =0.7 66.31% 69.31% 67.50% 68.91%
Heavy load, =0.9 90.52% 93.70% 91.94% 93.39%
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Table 6 summarizes the reduction on the expectatingidime for the primary CDN in peering for diffnt request-redirection
policies. For all the four policies, it is also ebged that substantial performance improvementlseged on the expected waiting
time when compared to the non-peering case. Amérbefour policies, ULB, PLB and WLB effectivelyaveredirection ratioas
the common performance parameter. For all these tholicies, redirected requests are distributedngnpeers according to certain
percentage. Therefore, to some extent they exhitvilar characteristics. Whereas MLB assigns alirexted requests to a single
peer. Though results for MLB may show as good perémce as the other three policies (due to lighd lon peers), there is a possible
concern for the peer with minimum expected waittige to become overloaded with the redirected reguéherd effect [16]).
Therefore, it is preferable to spread the loadedirected requests among multiple CDNs rather #saigning all redirected requests
to a single peer.

From the results, it is clear that all the requeslirection policies guarantee that the maximuntingitime is below20000time units.
This confirms that redirecting only a certain fiantof requests reduces instability and overloath& system because the peers are
not overwhelmed by bursts of additional requests.

7.4 Measurement errors

The dispatcher bases its redirection decision ermmbkasured value of the primary CDN’s load. SomMarhave assumed that perfect
information is available for this decision. Howeyvtre dispatcher can have inaccurate informatia@ugthe load on the primary CDN
e.g. due to delays in receiving the measuremeimstefore, the impact of measurement errors onfeetiveness of the redirection
policies can be measured. Let us denote the mehkaeé of the primary CDN at the dispatcher by E[X], with = (1% ), where

is the percentage of the correct load
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Figure 18: Impact of measurement errors on requestedirection ratio at different primary CDN load
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The effects of primary CDN’s load measurement eorothe redirection ratio are shown in Figure 1&clEline in the figure denotes a
different primary CDN load, and the x-axis denotes the measurement erinrpercent of . A value ofO on the x-axis corresponds
to perfect primary CDN load information. From thguire we see that the redirection ratio changesrfar positive than for the
corresponding negative

Figure 19 shows the impact of primary CDN’s loacasmeement error on the waiting time for differezquest-redirection policies. It
can be observed that in all the four cases, forsomeanent error > 0, the dispatcher assumes the primary CDN'’s loaaethigher
than what it is and hence it redirects more requtstn the actual load. The extra redirectionsrirelditional waiting time for the
user requests and hence it increases linearly frer. For negative, the dispatcher assumes the primary CDN'’s lodukttess than
the actual and hence redirects pessimisticallyaAssult, requests on the primary CDN could expegegreater expected waiting
time for being processed. However, the averageaitivg time normalizes the adverse effect in otdekeep the performance at an
acceptable level. Nevertheless it can be concltfuittgreater accuracy is needed in load measureshéim primary CDN.

8. CRITICAL EVALUATION

Although our approach can be assistive for pedvgtgreen CDNs, there are a number of challengeh,tbohnical and non-technical
(i.e. commercial and legal), that could hinder&pid growth. These challenges must be dealt tmpte CDN peering. For CDNs to
peer, they need a common protocol to define thienieal details of their interaction as well as theation and QoS expected during
the peering period. The proprietary nature of a CidNyain competitive advantage in the market maclloff the nascence of
peering CDNs in commercial domain. Furthermorerelman often be complex legal issues involved @nghargoed or copyrighted
content) that could prevent CDNs from arbitrarilgoperating with each other. Finally, there may ¢ympe no compelling
commercial reason for a large CDN provider sucllkemai to participate in CDN peering, given the gatitive advantage that its
network has the most pervasive geographical coeechgainy commercial CDN provider. However, our agoh can be beneficial
and applicable in research-based academic CDN aowiaére the main focus is not on whether such pgevill emerge in reality,
which mostly depends on the key players in comraedmain that we cannot divine, but rather on Wwaetsuch peeringould
emerge.

Although the performance models in this contextsineplified in order to accommodate the system derifies, we believe that our
models provide a foundation for performing effeetpeering between CDNs though achieving target iQa®rvice delivery to end-
users. Since the peering CDNSs retain load-balanmamgrol within their own Web server sets, using approach a primary CDN can
realize the QoS performance it can provide to thd-wsers, without requiring individual partners govide expected service
performance from it. Our model-based approach omant since having each CDN provider communitete it would service
millions of potential end-users would introducendfigant scalability issues, and requesting thirimation from each partnering
provider at the user requests time would introdudestantial delays. Thus, we believe that our apprseeks to achieve scalability
for a CDN in a user transparent manner.

9. CONCLUSIONS AND FUTURE WORK

In this paper, we present an open and scalablemyst assist the creation of open content delivetyvorks. In our architecture,
when the load on the primary CDN exceeds its caéyaitipeers with other CDNs, and the excess erl-texjuests are offloaded to
the Web servers of the peering CDNs. Our contrilouties in designing an architecture for the VOdehpeering approach that
endeavors to reduce setup and maintenance costwbrk infrastructures, while also respecting esdriperformance requirements
through proper policy management for negotiated SLA addition, it promotes extended scalabilitd aasource sharing with other
CDNs through cooperation and coordination. We tedse proposed an innovative approach to model ¢leeipy CDNs. Through the
presented performance models we demonstrated fénetsebf peering and predicted end-user perceieztbpnance from a primary
CDN. We outlined a measurement-based methodologghwbndeavors to assist in making concrete QoSagitees by a CDN
provider. Our approach assists an overloaded CDiMmaeediately stabilized by offloaded a fractiontlé incoming content requests
to the peers.

No prior work done in the content internetworkingnthin has considered VO-based peering among CDigiops research efforts
Moreover, many of the related research effortdhia tontext suggest that only modest progress éas made to define necesssary
frameworks and policies for CDN peering. In additionany of them make strong assumptions on theacteistics of applications
without virtualzing multiple providers for cooperat management and delivery of content in a peegimgronment. Moreover, these
systems have not explored the issue of policy mameagt.

Our future work includes using market models irs tbdbntext in order to encourage resource sharingpaering among different
CDNs at global level. This approach is inspiredthy successful utilization of economic conceptsn@nagement of autonomous
resources in global grids [9]. The use of econotaiacepts in this context would provide a solid bdsri rational agents to decide
whether to join in peering arrangements. The usecohomic models may be the basis for a dynamilicegipn mechanism that

makes replication decisions to utilize surrogateareas which exhibit the potential to generatspuais. Our initial work on this issue
can be found in [27]. Our future work also inclugesforming an advanced system analysis to stuglynipact of other performance
parameters such as network latency and cost ofingedt also includes developing a proof-of-the-cept implementation for

demonstrating the real-time application of our apgh for peering between CDNs.

The methodologies presented in this paper havpdtential to motivate and direct further researchiriding best practice techniques
in measuring and disseminating load informationfqrening request assignment and redirection, arabkmy content replication for

CDNs participating in VO-based peering. Our apphoaicdeavors to improve scalability and resourcersfpanetween CDNSs through

peering, thus evolving past the current landscaperevdisparate CDNs exist. We expect that our a@mbrdor forming VO-based

peering CDNs and performance modeling to prediet perceived performance will be a timely contribatto the ongoing content-

networking trend. For more information about odoe$ on peering CDNs, please visit the project Wigb atwww.gridbus.org/cdn
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