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ABSTRACT

The internet based information system is becoming increasingly important for the
human society. The e-business, e-government and e-society applications are widely
deployed on the internet, and various new computing techniques such as cloud, grid and
peer-to-peer computing, have made the internet-based applications more convient and
efficient. Althougth the internet can result in great benefit, it also causes huge challenge
for both the trust in the human society and the trust between human and machaine. With
the unfamiliar client and unknown service quality, the trust risk for an internet
application has been increased considerably. Hence, a trustworth internet environment
becomes one of the preconditions for further improvement of internet based
applications.

According to the requirements of the internet based applications, we classify the
trust management system into four trust levels: the ID-based trust, the utinity-oriented
trust, the reliability-oriented trust and the robustness-oriented trust. For the trust in the
first three levels, we put forward four closely related questions: how to design a
powerful policy language for the ID-based trust management, how to get a
comprehensive and robust reputation model for a service utility, how to combine the
policy-based and reputation-based trust management, and how to apply the trust in a
complicated network system to optimize its reliability oriented trust. To solve these four
questions, our work in this paper can be briefly introducd as following:

(1) Distributed Proving Oriented Language and Method for Trust Negotiation

Most existing trust policy languages cannot simultaneously support the following
important characteristics: distributed trust proving, complicated access control
definition and negotiation-related constraints. This paper presents the RTP (role-based
trust proving) policy language for distributed trust proving and negotiation. The main
contributions of RTP include: through entending the RT language, it can define
complicated roles; with the predicate Isign, it can define a logic role and support the
distributed trust proving; with the predicate release, it can protect the policy’s sensitive
information; and it can avoid the unrelated credential fetching with the help of the
negotiation heuristics. Both the syntax and semantics of RTP are introduced. In addition,
we proved the soundness and completeness of RTP through the definatation of its
inference rules. Based on RTP language, we design a distributed trust proving and
negotiation algorithm, which can carry out an efficient trust construction through local
trust negotiation or remote trust proving. We also demonstrate the soundness and
completeness of DPN algorithm based on the trust graph. Our experiments show that the
DPN algorithm outperforms the traditional trust negotiation in terms of both time and

number of credential transfers.

%111 5L



i E R 5 N 27 e ST B e VA 798

(2) A Comprehensive and Robust General Trust Model for Reputation Evaluation

Reputation-based trust management is becoming increasingly important in
distributed systems. Although reputation is a prediction about the trust probability, most
existing work cannot assess the reputation prediction variance. Moreover, the
summation method is widely used for feedback aggregation, but it is vulnerable to
malicious feedbacks and difficult to be protected. This paper presents a general trust
model RLM, whose highlight is the use of reputation predication variance to give a
more comprehensive and robust reputation evaluation. Concretely, we define the
reputation by two attributes: reputation value and reputation prediction variance. For
feedback aggregation, we introduce the novel Kalman aggregation method, which can
support robust trust evaluation. To make the model robust, we design the Expectation
Maximization algorithm to mitigate the influence of a malicious feedback, and further
apply the hypothesis test method to resist the malicious feedback. Through theory
analysis, we demonstrate the robustness of our design. Our experiments show that RLM
model can effectively capture the reputation and its prediction variance. Compared with
some other typical trust models, RLM can give a more accurate reputation prediction.
Moreover, it has a high robustness under the attack of malicious feedbacks.

(3) A Combined Trust Management with Policies and Reputation Value

Most existing role-based policy languages define trust as a Boolean-role
relationship [0,1], which cannot support fine granularity access control. In addition, the
current static role management system cannot track the authorized role usage to defend
the malicious role behavior. In this paper, we propose a trust management system RTE
which can combine the advantages of both the policy-based and reputation-based trust
management. The policy language of RTE can support the trust value management
through adding the parameter of reputation value. We compute the reputation value by
the trust experience and trust recommadetion, so that RTE can give a fine granularity
access control. In addition, through defining a trust aggregation operator for the social
network, RTE can track the role behavior, hence, it can dynamically manage the role
and defend the malicious role behavior. Both the synax and the inference rules of the
policy language in RTE are introduced, and we give a demonstrating exaple of how to
manage the trust with RTE.

(4) Reliability-oriented Reputation and Its Application in Workflow Optimization

Most existing work used the reputation to make a decision for a simple application
with only one transaction involved. For a workflow application, which is composed of
many sequential or paremerall tasks, providing a reliable scheduling based on resource
reliability evaluation is becoming increasingly important. Most existing reputation
models used for reliability evaluation ignore the task runtime influence. Moreover, to
optimize makespan and reliability for workflow applications, most existing works use

list heuristics rather than genetic algorithms (GAs) which can usually give better
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solutions. Hence, in this paper, we propose the reliability-driven (RD) reputation, which
is time dependent and can be used to evaluate a task’s reliability directly using the
exponential failure model. Based on RD reputation, we propose a look-ahead genetic
algorithm (LAGA) to optimize both time and reliability for a workflow application.
LAGA uses a novel evolution and evaluation mechanism: the evolution operators
evolve the task-resource mapping for a scheduling solution, while the solution’s task
order is determined in the evaluation step using our proposed max-min strategy, which
is the first two phase strategy that can work with GAs. The experiments show that the
RD reputation can improve the reliability for an application with more accurate
reputation, while LAGA can provide better solutions than existing list heuristics and
evolve to better solutions more quickly than a traditional genetic algorithm.

Keywords: trust management, policy, credential, reputation, robustness,
dynamic role, reliability, workflow scheduling
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R s LA P P 78 SR s B s AR S (109 B0, 4, FirstAdd  HUEEPE AR 2 th T AR 25 00 3L
R SR AR TS, RE PR Uy 1) 25 7 R BRI, A7 ES e A3 (R 1
(AT TG A LI A o (1)

(1) BB BMLIT S 1 P ALK FirstAid A1 Hospital P57 22 438 10 B A
FARAT BRIE VT I, Wl SR — R ) R, CABhAS L A AR
fERAR?

(2) HIFIEN 2 T T E R EARTE e I B R AR R, 55 ZEAT ARE I 1)
P SRS RIS AR UE P (a0 s2 1 1+ Hospital 7€ IO V5 1) 72 1 S RN FirstAid 9145 1
fHATAED)?

(3) MFEIE VT A HILE e, ANFER LT Yes 5% No, 75 ZARYES A IH
T o5 AN BRI, DASCHRRE— B (PR BRSSOy, X ELE RIS
LS AERPS N T R E VA NI H Y IR DS e S

(4) HAh, EAEMESR O T — &5 ML, B, 7Esefl 1 R L
#J FirstAid A1 Hospital [FyH BAZ HidFE.
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2. ANAEHEAEFE MRS

AT R E S, WAL RN RS S 8NS5 SRR
ANFIBIHL, I EAR T R AEAFEBEE S, HILRERSE ] RefE AT SELL
T H RS IR AT RERRSS I HAR R IR S A ELSE (Bl A8 1 SO
B B PT RS TR RN FE RS, SLH (I 2 B R G AR AR 25 16 ] SR
B, AE15H LGRS S nl B MRS, AT BRAR B IR HOG T R G A & FIF AT,
S ARG R T UL E— P e f R R At P2P UL R G, LA
AN SO AR AN T 5L 25 7 5 Mk IR 45 il A 20 9 6 T EL 8 Uk 8 AN L 1) O
BBy —P), 2005 4E2E N KazAa PHGRATIN 100 NSCAERIGETH R, S
AT ORI LEB P48 T 50% LA BP0 T Gnutella 2248 AN Al {5 SCHFDZ
M OS2 AR — A HAT N T R Ge v BE AR T 2

3. BIZETY RLA FATE )

I3 HIR TS AAAE o — N G, R SO0 AL R . RGBS
R OB SR SR G R S KA, T RRREEA R R P2P Mg, BT
A 7] 6045 #5157 4 (Free-Rider) A1 %% Y5 I 15 114 1 (Tragedy of the Commons)[a] i
AT AR TR B I R G5 S Al L R = i B8, AR D BN A i B¢
P f e IRz, HEESE T U Goutella AAREKRIRZ P2P 3L
PRI R G BB AT DR URI AN A o BE U I 1 1A 1] B i W9 2%ty e A — Al
Heft A A LTI, e P2P W RTINS . BF9TER W], P2P i Al
TE T ShAE T 090 288 285 S AT DA L4 1A 5% M LB D 7 PR A7 (PO i 8 i A, 3 a1
H A ) BT RO B SO “IEFH AR FIAEAE, LR RS = I
BRI o anAe] S RO B S DL R GRS TR L S AR, sk
— AN A HIG RGEREEI T | BEUR,  FRUE KRR EAREK

DA b = A i) AR e e T E IR P B T T8 W PR35 AT S IR f . 58— NP
KAnAa KR4 F P 5 00 (AN R EAT S U0 Il 4], FRAT T & PR T 5 0 IR A A Il
R JE TP AR [ T AR G 1 R G e AR N, B BR T S 3 5 R S
R AR I R SIS AN R WAT R, FRATRRZ AL TAT ARG AE R . (5
R NS MEEIEA 2 —, fethasBle . BoRBHE . RS 2 8 &k
FEAERBAEH . e RKIHLURBE VA FUM . AR ATEER . LR ATF
1), SZ RN RSENIT, JCHEEZ e e ST, B B ) H IR
MR RE, NS AEREAT B AT IU IR ZER AR ARk E V) o AR b H T v LR
P AT AL T ER R B B AR, (R AR BREOR WS I I 1 2 Pk

1.1.3 EEEERED




Il 7 8 275 AR R 2 5 A 5 25 A 18 S

FER IR MBI, T D& MOR 5 AR LR, 5 AR B T A
—ANHEER L RHEAR N NEARE AR AR, SRR I T 5 0 (1 U7 A 5 S
AR PRI T VPN 5 AR B R

1. 55T 5007 il 32 ) 45 A7 2

FoT 5 0 U7 1) 5 i A AR/ B 32 B 0 5 0y AT BRI U MAE AR G R I B
N2 HA 30 27 LT, LUAE Cauthentication) . #374X
(authorization) FH 1t (audit) AIERIK AAA 2L SR G LN F 2%
SRR, AUE RV ISR, RO R ) A E B R . PR B
& REA MRS U DR UE AV BEVE B BOR o T AU T A I, &
Pl & 25 . 5T AAA BRI BHIEY) I dE v JAL 2 20N, 3
BIF U LA 55 U5 1) 28 T SR L U7 Il 2 R ABE 2R 2 4 4 BRAE T 2 WE 9T 3 3, %00 E
S5 R AR BRI 0] BT B S VEBR P T A4A, R PRAE AT BV BR (1) ARG
i 1) AR R 7 PO,

WHEMARGIEEE THRP X ENRGE. BVIRSIE RGN T HIRM 1) &
G A FER B, M, T HUE T R i AR G R P A oK
Yyl ) 32 A0 e BRI n) TR K45 AT A B R B B LTI e 5 il R 32
PORGEZH P EMRGE N Y= R 8, B RS ZE G B RE WA %
Gk, AR T A XV (Discretionary Access Control, DAC) B/UR15
Py il#] (Mandatory Access Control, MAC) i85 ELAT A4 (17 1] 425 il ks
Hi T DAC HI MAC e R 2R 24 el N A AR R BRI, 1992 4FiE, AT
L Z ML T A DT M) (Role Based Access Control, RBAC) i #[33:3435.36]

BT 7 el 43 R T2 SR A T 7 AT B, AR A A PR RS AR T
TAFAE R PR, F AT o A XU Rl R o B — AN R U AL 4
ViR 5 B AR S5, U7 AR AT A B O 16 3 A Al X AN B 9T L
ER R A, EHEAD 80 AFAUK 2 90 AW, HIL T REMITZ X5 MiE K
2 YA RFFAZ YR AORIFFE T AR, 00 ZR 4 1) 3 38 H A e AT v 1 4
A S O BRI Z IR L o

oA Vs ) AR IE T DA S B b A B 7 SR T 1 A O H R %8 H
FEFET PRI (M R AR T AR dr AR R, RSPl 2 Xt ghat,
TR FABLE SN, FARG ORIk S5 T7 AT R BB, S AN & DA A 2 ALK
o MILFHEAR G PR (Trust Management) [IRESU, Sie SOl “FR
F—Hh & — 7 VAR IR IR 2 A SR . e R IE AT T AR BOSBE I: 2 4x
TEREAEIR R Pl (5T B R G A SR o — Bl 2 PRS0 IE (Proof Of
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Compliance) [a]@: “HEiUFLE C EAAEUEIIIERAE A W e AN P”, Hp C 2
TSRO AR WER I ARIE, A J2i K7 A AT A, PR IRBUT A 55
o AS AT B —Rh I 17 20 VA R GERI VT 5, T 2R SR T AT 4
TR, BEMSAT U BE A2 AR BLIA]

2. BETAT AV IS AR B

i e 2 AU BEOQYE A9 FH P 1R S w A ) A, 5 AR 8 BRA T il U ]
(AT 0w AR ) L. P (AT D mI A i 2 FH P (KA T R 5 vl APl S wl F440
TR NS R 4% 2% MRS 2 1 3 R B IR o AR ST 22 A WL AT LA ok ]
JU S OMEAE R, B AREAL BT AT AR AR IR, 9 U AE BT A T BRI
AT WD, K2 AT I VA AR I B (AR TP Mtk b 5 ) ] DA SR 212
S BT DRI A5 A L, AEABRIAT N I AT RE R AN ATE K. filtn, RELRsE A
BT W 20 1 B HL R R R 80 A A I S ) P 7 R, P A e A R R 55 4
RRAREISE, WA S g Em 1, ER AT A —E S .

AT AR AR IR SRR T fh . TP A AL B A 2. AE TR
R, AR EAE AN P AT AR E R, BAEIR 2B 0 A5 206
TESCHR™, Tosang JEIXREE SUEREI: A5 268 06 T B N SR o (KR e
SRR R T E RR R IEAEE B ARG . IELL R FE LI RE
TR U 2 N A RGN R SO Agent /PO,
%a: Web E@EE’(%[%’%] %D};&ﬁ%gﬁm{loallm%o

1.2 AXWHARRfEIERE

BRI AR F] B LI R A, AR AE AR B v 5 RGN A SR 2 AT
K53, IR 2 HEE HAR SRR AR W AR AT TS Wil 1.2 Pros, BA TR LR M
ARGt RIZ VKB A AU A2 IR

Lo BT (ID Trust) o RIS RS 6T ZEORIENR 55 508 A BEg ]
FLSE Gy H O AL U5 1), BIERIE SR T P v V7 ) o 12 MG AT
TR TR RGN TR 6] I RCRZE s 7] 2 AT

2. MRG5RIEAEAL (Utility Trust) o fESOMEIERIIEAE L, B A IE =
(K S O R R AT RS MR IR 55 S5 I A5 ARG A6 J0a DR P TE R A 122k 55
JEYE, BRUEA P IR ST IRAEAT Bk B, E ARSI, Rt
ER ATk I 55 T3 B TR VR H B DR B A7 At IR 55, IS T {5 A7 A R 552 it 200 £
2RSS T e PR BL IR AE A B R ST Jm e IR 95 I PR A A EAK SR IS5 AU RS
L Rt RO B AT A AR A

% 7 0
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3. [ A EEME ST (Reliability Trust) o fEARSS BYEGERFERL L, w{F
ARG IRAE ST B PR S5 (P T S, R 7 348 AT 25 Re S 70 OR UE IR 45 & P
ATRe &, WO 5ER. B, 75 BEIdr, FREeah Ok 7 i DR 2 B s A7 i A= AE
FH P s 2 A, DR e 45 R DAL g 25 2

4. [ EfEHEFI{E 1T (Robustness Trust) o [ 7] Af 5EPEAG AL LA L, Af
& RGEE vk — DA PSR . iU, BRI RG kA T — e,
RGN AT LA SE B 2L PR R IR 55

=R T i
BT XA N AR A il G

/% ....................................................................................................
N 4 B TEAT ARG ARG AT SRR AL, i 1 S
fe AT (4T
B

it fRfEm

L T 4%
-, EFEREE /N (51T
L S
- % S >

. .

P ] ETYmE | 5 o
B I \"/ R
Eﬁ e (=47

il

1.2 M RS R 5

FHEIPUMEERRB RS, RECWRAERTMEB T S0 E
N ARG R PRI, SRS B R IRSS B PSR T ] SEPEAME
PERME RSN RGAT A RE L, DA T RS N EERE . 515,
B B A2 A AR A5 A AN PR A B () B, i 1D g ) S PRt
WS AE A S M AR R G rERE, DI e & TR EAR R
BB N o ASCRER BRI BT =N R IR E AR THET, W 1.2 i ks
VERIDUAS I Bz, ASURGEE T 0 DY A i

1.2.1 £ T B REME TR

Sy SR B2 BE TS0 IO U ) 4 U SR o 025 T S SRS AR AR B,
AP0 3 A ARG 5 2 A Sl ) B EAT U7 i) BB B RO T R R R, o
— AN FEWIT T ) 4 B AME LRI (ATN, Automated Trust Negotiation). 54545k
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TV R EIB R TTIEA LG, B IR AU I A5 ARGl A5 F 7 a) 28 1) S 0 1) A8 B4
B, BRI RO R T F Sh AT R P,

H AT ATN [RIBIFFT =B P71 A5 AR5 ) 20 A 28BS T77 DL R S g
B KB AHIR 7 o A5 AR UES 3 A1 2UBCE WO 7 A AL S8 145 A 0 75 A1 4
A U B B R 5 7EY, Bauer™ VM A b 43 A1 2 B 7 7k EAR B A5 AT B it 5 32 v
O RE IR B —2e Bk A, WHEAESRIE T A K. ATN KBS E 5 N A n]
53 A BT 0] 958 1 SR RIS AR Bl o S, — AR 0 SRS SR P 2 B T )
BEATHERD . Sems 8 5 10 W PR U7 e 2 s SR mes ) P A s A PR R B2 BURN 23 045 23k
1758 S, SRR IR e ) B oet . FH IR SCHRERIUBOR o P 7 SRl 5 e ({5 AT
RS BR3P I8 A F AR B E B R 258 BEEE R REM FdRF A,
— AN IRE AT BRSNS T 5 AU A SRR B V) ) P R BE ), ReRELRAE
FEUEBRURAE B, BERAE AR E H R IF Ae SCRHME A0 A e .

H AT — L8 57 T AR R SRS BRATT H AR A EA 7 TR H e i, nPYiE el
X say HHFEH T —MEAEI A 2CUE I EE, (HZEIEA SR B 2R I B85 U [l 4251
AU ATAE 1345 JRAR Y s NLLi 78 SCHRD i i —Fhoge 9517 ) #2544 e RT(Role-based
Trust-management)if &5, SCRFSEUANAIERL AR 240 €0, (HANBESCRIBURAS B IR
P15 JLiPOE RT ¥ 5 A0 FEah Ol n &5 (5 T0E BHoAR ST RERUSAS SR, (HIX P
T A BE SRR AR o0 A AR 775 BLBTE T 7352 B AAS BEXAR AR 40 A1 5K
UE B 75 LA R S 2R B R0 IR FS AT B i SRS S A i S, B2 b — A1)
RE4 T 1R SIS R IR T 5

122 BT T HIES0ETER

SENLAEH A AL, SEIL AT SIS AR, e T A R B AR S
R FER e (522 D AT 2 sk R AR R — A R SRR I GE e W
LN, AFEAE W DUE I YA AR BT IR VR E B S LD 1 HAR S AR
P2 RIS O TR U SRR AR, UL T IR A5 2B,
WHE PR, Bayesian AP DL KL TR (45 SO VA A1k
fEAE AL — A UM E PER A THE . BAREE AT — DRIl v,
{EHAT R IX LSS AR 2 s T BER A THE M 50— FEm v Rt i %=
2 CalfEmes) fhvt 7 22 nf LM R 2 S T HE A LSS B E 2 MW 22, e
Fa ARG LUEBIREEMEM . B, — AR SS BE RIS 1 55 D R
90%, —AAGFHPE A HizS IR T AR F S, IHRYE B il
SCRFZBHIR MR EEHE A 70%. IUAT BUME ERAG ANBESCRFUPAN 8 A XHixfa &
T VHEL R I ZZREA T PPN, OB AR AN R R (DVPAS & A RERTE H Q4 52

%9 m
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THERIAERA T, DB AN REA A€ 1% 2 KRR B ISR I AR 2 VP A B Pt (2)
VS E AR B THE A SO AR A e RVl B I, A A B
IO GIAi] 2R 2% £ 28 I Tt A i E A5 2 SE R AR (1015 25 VP A o

AT REMSIREAEE S, MR E G e e G e A B R HERE ) . R
TR BAT RAFAT I AT RSB A R KPPy, WSRO 7Y AT =
RV, XK ™ AL R G PHRACE, BB RAR S TERE. H AT
R HCTAE A AR N 2R Ay i8530 58108 A S 32 VA AR 25 5 06 T A 2 R R
i S TR POEA I, AR 2RI AR I T AR R A A A TR
S AP0 A0 S g A A5 R VSR VR — AR B VR A 2 A R G —
BG4 JRR AR ANIRA S s T — 2 A B IS0, iR 4k
PEAESERR N o oa] B8 OV S o TXSEIET AN 725 1) P AR A I 52 AR 2 i A
SECAN T, Jgt BRIE T AR R 3R 5 5 12 Z R Bk P I 5 AR R S RF o SR AR I
IR S AT B G, AR IX R IR SRS TR BAT GE v HEI B R (AL, 5
PEB AT R

ity B, O T RENE A B S Ax i AME AR PPAN, BRATI R EERT ST AN
NG 1 W RS AR R S SRS AR I T 22, IR IR S R S L PR A
(22 (RTS8 H BE A th A5 28 0P s 2. Qo] HPBEZR TS0 (1) 5 PR S AR A
Betsts Wi B %8 S A8 HI PR AR N 2R 5 057k, ASCRAS R BRI 3. Qi
T RENS B 5 MRS AR BEA T (ot M RO BHE, T B AE AN Ry 242 SR AR iR
NAZEREOLE, BRGNS 8 A AR S A o

123 ETREMEEMESHEEEE

He TSRS A AT FHBEEAS AR, ATRURATRMER R . JE TE B AR —
PEVERS, 2 BN B ARR ST I R REVETIUN, HXP TR IRl % A4k 4T
NG RAZC T ANBIE I o T SRS AT T3 25 (10 W 015 A 5% 28 B AR 3 A A
Pho — 5 ARV RN 2 AR e, AAEMSEA Uy ] #2055 R T A AR
FET ARSI AT . KPP VRS AR R RAE L ol — HAHE EENEN, &
MBI AEAL . 5y J7i, B TEEREERRLE  FEREEERR, B
P NG ARIEANE TR, IFaR bR AR A AL o RS AR B A e A
MUNFAE IR EANGERR, ARV R @ S — AR A KR,
Mt el U B SR FEHE » F34h, MR RIE v LIRS EAE R AR I 2 BUIR
RURER KA JEa S, I AN Re e SR 20 U K R AT il e AL, JPEfR AR R
FERPRERE BoAh 7 BRI A AL

H IR 22 B S AR BRSSPI 0 BT, G T ARG R AL B . X128
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PSRRI S, EA PRS0 SO DN R ARIERECR, n[US8 0 5L 1.
(EBAESCPR IR R, K2 B D0~ ™ A B RES S BIL S AR 5 (M5 AR5 22, bt
22 KREPEHANE — A2 BF M B0 4R, 1A DUDOEAE 808 AIE . 53
b, HRTRZHEE T A O M U AR E — ME S AR BER, EAREH
B OB A FS A E B ORI 3 EUR BN I AT 2 JoTk R
R, IF O AN B RAT PRt T A

DAL ] 25 5 T SR AL T 2 (M P RS AT, Beat R & 1A AR B
BUHL, B BATH H bR S RSO e AE: 1. AR T A f i SRR
B SIAGEERIE, Wi R S R R RE s 2 . AR A
EI O RIAT AR A B . 3. Wl Jd o A s 2 E, A Sh R A
A FPREREAT N, Ber I A (U BEEOR, 1 98 AR SR A A BB ) E

1.2.4 EEAEEMNEEREREMKL

H DS EAEAR S W TARRZ , (HR3E T AR 5% AR I B T WF AR X 2
i, = AIAE P2P MAL L 4 PR T AR 252 R, (R IR T AR
KM RS s S 2% R GU R T SE PR, HOR 2 B0 T4 25 (0 Y 1 0 L AL ]
AN ebay 5%, AE - IRIFHFAZ LN S8k, HRTROR 2 Bk T A5 A Y
AL SCRF R R N T R G ] SEVE AL DPAY o 10y T VPO BRI A0 nl S, RZ )
Hi A% agent [ ISR IS 2 R GO BRI VR DT S AT o AR L (5 2%
FRGAFAEPA ) e 1K 20 B0 2 A S0 2L SON eyl i 52 v SCR R R R 5
AN R, S BV AR, AT T ARNEIZ AT I TR CR/ND 152 .
2AERZ B B MBI B R G, B E A B BT VR B A A1 TH]
(T SEvE Olizhae) , ertlor SO BRI 25002, 220 T AR NS AT I ) () 5%
M o

St b T 2 ) BG5S A5G R N F TR A il L, AT DREAIT 98 Y 1 B 2% B H
AEEPE DAL AR AR, IFAIT M AT AR 250 M 2% A M 3t 1) m] S R EA T DA (R 5
IEABLE] . BRI R S 1 e A SR e B RS AT ARG EA T A
L, IR AT A SRR A B AL, RENS SN [ BRER DRI N R ICR, JFfE
FEMARL Al SE P e R s 2 TR BT A5 B Al a5 AL, $RINE R TR0
PEMP IR R A s 3 ST AR 3k B R A 2 DA AL, 6 AR G 1 B e JE A ey 2
AT YA DU 3 e O AR MR AT vl SE

1.3 W EETER
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B BN AT B DY AN SAB AR W ST ), AN SORE 70 Jall 8t AT
RS SO EE TR R

L B P o3 sk DR B A AR S i =5 A ik

AT R K 22 0005 A Mg AR 1 5 TGV 5 AR W i ) SRAR LA T SRR ol
P BATTE) H AR 2 B Y — D DY REA T A5 AT PSRN E S,  & - AT SR K BE Y
A RE )y, B ORIPE AR B RURE R, AR B E HE R I e
FHE AR AT R

AL — Bl (w45 A 23 A 2 E BRI P 5 (1) S s 75 75 RTP(Role-based Trust
Proving). RTP &5 M EHRF W R 1) X RT & 5 AT o Rz redn e, Ml
RTP & 55 15 in) 45 1 SRS BE W ZELL RT 15 5 fhiA a8 1 sm Mt sl v Ble CE 241
OUERA O SEI A, 20 EBFHHIN Isign 8%, AT LLE SGEHHES A
0, HAZFr 2R B (0 @ AR S 008 SRR, Bets SCHrE AR A 2T . 3)
T E AT 0 8 SIS 0 release 151A], AN ] BAFRHAME AR5 B A4k, 14t
IAFATAUE AR BRI S H o 4D AT g sh 84 M prove M1 find i8], AT LUE
SAFAFE R A A, AT S S AR I E R . SCHETEHA 4T RTP iE
TEER G, 8 T RTP W5 WA UE R, 25 T 0 5 I SRR Ik i
TIE SRR AR AN e A

h TARBLRTP W 5 M4 DI, ASCGEHH — AT RTP i 5 WG 0 A =
UEBH B 75 5592 DPN(distributed proving and negotiation), DPN Ly il ik A Hu (5 AT 1
P AR RS AR, ] DAy R 58 s A7 20 A1 2 A 45 o D Al i A5 ARk 45 R
TSR S e R, BT A RO AR P (S AR UE B URS B, IR S 5 AT R
HHER., CEBEEEBS 0 T SRR IER R e . AT S5 R
W, BAEGE R P 7 VA AL, DPN B REE A Rl k5 A 4 37N [A) R A B

2. vt AN A TR 3 A 2 R

REEE RGN A GErH i vHE, (HIUH R 2 HE AR A % 18
B Im 2, DGVl TS 2 VPl A S e YE . AR 28I TAERH
I ITERGAEZ B, BT VES 5 B2 O Bty HARMER: 36 e
DA s R A

H T REREAT B AR I B VPl ASCAA T M I Ze 1 E UK
B RLM (Robust Linear Markov) {52550 o 245089 11 = 2L 0Tk (o 45

(1) RLM AL B PG 2 70 s H A 2 A VBRI R o 7 2 4 i) — 4k o
M, M REMEAS B B AT AT 2P . SR 2t B [R1UH 5 % e S5 2R A 0] 1)

%012 0t



Il 7 8 275 AR R 2 5 A 5 25 A 18 S

Ak, Mk T — A SR BER R

(2) BIRURH AR /R 2 UEM LR G o, W w7 2 XA S
, RIRBREG TN LR H— AN A IEA SO AL IR 50 . %% P Re e
SCRPRIARYE— 20 R FAUH M R 8 1 0 5 AR DAHRAREE: 5 I it Bt

(3) il T — M@ BB T v A TR FIsh A S5, BRI
56K M EM (Expectation Maximization)Z #1175, "Efe B3l A58 4 1 & 15t
7 22 NIIRAE — AN R BHE BHE R /5 EM JEAl [, BIAgE— 0 R Ik
TR I () SR Ty v, n] DAHRP U R R B B . SCE I AR AT, ik
W) 7R R

RLM {5 28 R R & iR G T8 Ak Tae il #g . S 3RATv %0,
RLM J2& 55— A LUPPAG 2k o1 7 2 05 2, " ReRg &5 Hh S TRl 1) 15 25
PG o AT R 7K 2 SOBEER  J7 1k DL BB TR RS Y J7 V2 1 A R A8 B S At 1 it
JFRE A EH BN RGP AR S, B AN RES . 5Hh, CERE
I 25 B A AT A S EG 25 5, UEBH RLM {5 25800 (R A 0t A P At

3. Wb Bl T RIS E A IR S EEE AR

ST CBEYED RIS TEE MR P E S R ARG 0 oAb
PEPEAS AT IS 2 LS RS AT I AT, 2P EAS AT (R Bh AR A M AT LR
AEEAEAE AL . R, HATKZ BUSATE PR GO I E 0 &, AT (51T
KA, AL KAV DI RE . BRI IRATT A H AR e 455 55 1 5fng
MEE BRI MEAE, Wk — RS A B, B RENE SR MR
DS AR BE 5 RE0 SCRE (5 25 IR R IR A (00 S 2) 34 IDRE 52 () B U U i 4511
3)E AR BETE 5 R0 SCRAE A M E TS, 4)SEI A (R Sh A 3, Tl BRER AR 10
AT A, AR A S EAT R .

XS BRI HAR, AT T AT A O SRS AN 2 R A5 AT B
%4; RTE (Role-based Trust Evaluation). RTE {5 AT 5 0& 15 5 W oL A6 36 T A o 15
ERRIET T HINMEEESE, T RERE AL A5 AR TE 5 T SCRHME S 1 2. RTE
2 E T AR EAE L AEATHESY,  RENS SCI B0 U5 0 A00RLFE U o] 455 I # AL o
74h, RTE HSENETE 5 M USRS AT, BENS SRR 2B I M S5 AL 3 F vt
SR, HET AT DU A (U ER BRI s, S A R, ik M (sl N (R AT
Ho CELG T RTE SEBSTE T B MHEE ), 40 7 RTE REMEFE A,
a7 —A RTE RGEATIR G5 B A7~ o

4. PRl R a) SEdE A AR BB AR AR R A T I N
MATHEE TR RN IS LURL AR o, K2 — A AR, e AR

%13 0t
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N TIA H AT IS AR R HE DL SCRE S 2 N H R GE 1 Al SE RS AR A PEAS . R,
ARSI H AR A2 05 AR R OB P 288 S AT TG0 BT — AN AR A2 2 AR
I 50 TR g G, 8 B RIS R 245 i 25 3 FH AR L R0 e DRI, ARSOfE
TR RSNV 3B, B T T A5 A R T g w3 ) R R
HAh, HT HETIETEENEERGE RS 208 T HEZHB R ZR, ok
FEEARE NI v SEPEPEAS o DRI, ARSI FT AT A5 A DU A A b
F AR MY IR a] FEPE AT VAL

BExT ESCHE R SGBAE AR N H IO IT B AR, ASCHE SEHR R SEVEIKS) RD
(Reliability-Driven) %% J5{5 28, RD {5 258K F 5 IS [RIAH O (1A b 2R W ok s
NBHIRIMEE, MIMAEAR BB 2% B RIS AT I R ) 52 . thah, SCEELZS T
RD {5 2 EVARRE S HU PR RS 2 00284k, FF ] FH >k A 7R w2

JeF RD {2, SCESSH T FORTIE I AR AR R ik LAGA
(Look-Ahead Genetic Algorithm), ‘& RJ % LAEJ I (A A1) SEVEAS AT [F] i 2E 4748
A . LAGA HAMWAEENF A 1. ST ASEE MM B9 8 K5, LAGA
AL R Re AR S LT 58, B A SR I B AL AR Sl R i ) s 2. A —
RO A AP LA AR T (SO 5D R AR Sels A B2 7 IR
BRI, T RE T R ANV AR DA A IR A SCHE ) max-min 3R
AT R RE VR o AR SCHEH Y max-min SN JE 5 — AN REAEBHE S VL B AT P
B CTARRUR Koo MBI RIS, LAGA BEWS ikt S BGA 5% B L0 8 7 5 il it
U371, L o 8 o 4 i PR S Y0 8 B e FR ALl

1.4 ACEHLRZEH

A L, B, AR TE, BB MPUA
AR T SRAE SR = WU LADNE R RI A, R R . %5
T EEAR LR

FoTONEER, ECAHIENTE St AT 100 A ik R R L IBE R A B A5 AR
IFs i, 4T BRI MR Pk, IS A EE M k. R
JEVEANI IR T A SO =N JZ KR DY AN 12 A5 A B e o 6 DU AN AT il L
[ AT AT AR R TT S LA AR RS20 DTk . A b 2 10 SR AL 2L
Ol

o RO AE AR B AR OCBE S A LARREAT T . A TR AERE 3G UK
EIFEANE TN 7320510 il TS R GG AR E KNNR; 04 T AEE B
(R0 SR B AR SS o BRI T S A SR (S AR B, Sl T SR A5 A4S [ H ik v
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S RE R, ST ARG BN R TEEMGAE, 4T T
EYENINEERELE: DIRr S W R AL L TSIt

o = RS PSR A ACUE TR B i (045 A SRS 75 5 RTP 15 6438 T RTP
WS TR S AT — AR e B, 2 T 1 5 HEBAE R . SRR 41 T RTP
WS TR SR, JFIEM] Tl S St s et 78 RTP 6 5 126G |, A
P —MEAES A UL PR 5% DPN, IR0 4 T2 B0E I M R e Bk . B
JEARTE R SIS YU T RTP 1 55 & DPN BESG S ATV i R E e e It

FPEBC T AL R S A RLM. 50 HE T RLM {5 254
MR BFERUSENZ R R RGN TR R R 2EE RBER T
2, JFUEW] T E R R VRS BOR ISR o 7 A R IR A R S 510
Bili, AFERGE T EM S8 8 ERAEFE DU BB R 10 S Al ik, JF
IR TR R . fm, AR T 780 st B, IEW] RLM BB K47 2%
PEL AERATEAT 1

B MRA T M SCRHE A I T g TE S RS FEE RS RTE.
SR S HUEEENE TAONEERRIES, N TIESNEEAEX, Jf
3 T A AT A HE S . R T RTE RS RTINS, BiE
LI T SRS L LB S0k e, AFENH T RTE
ARGUHEAT I BEIR VT ) 2 1 5451

FNFREH Pl SEPEIRAN ) RD B (E B AR, JFAE BLAEAS et b LA
PR LS o 18 e AR A R 5 SR RD 5 2B, 45t RENS SN ERIER
R A2 RD {2 50k JE1 RD (538, 38 ST 1 [ ] S PRI TR) ) AR 30 i 15
. SRJE, AFSEH TS ML RESE LAGA, vdl T HILM &AL
B, IFo b TEAININ R R 28 . fe)m, ARSI M T RD A5 2B 2
DAL DL BRI LA R 58 . LAGA SR T BE AL IRAT T3 Hh A 56 4R e ot
MK HE o

FAEFREL AN LA, I NP1 LT T RS
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FLE EEEEMBEXMRIE

R RGEREEASE KA IEAEER, I AFRAE A AR TR DL S #7321 T
[T . AT E SO EAE LGS E A S AT B AR, R R dd PR
AW BEEOR B 5 03 SOMORIE A7 0 152 (M AR5 B

21 FEAEEEH
211 51F

N T RES LS (B S AR S  NIR, AN IR WS AR L PR A Sy
R=ATT DR AT EAT R

1. f5AERE X

FAEE N ASRAL DA R, et R 2] T JUoE PEmE
BIANAE — A AE A7 LN, BATR S AUE 73— 07 R R4 S5 54T 19R
7 NS BATT R STFAF AR 47 B2 th HEAER B2, SR
B TRV OE, WAL dhats, TSR, BRI AR, A
TRNEER, fePrilie, TR, HREAUREA SR N USSR, T EEAAR
ZeVERNZ T PR MR 5, H AT AR A DN SR THEARE A — ARG iz
PESE M S eI A EE_E b N AR

FoEE A, HETAAERR & FoE o PRI R EAEROE SO “ RN
ST RENE . BV BRSSO — IS 5 o Mayer! PREAF AT 5 R <k
TR FH AT I, A5 A5 B A S AUE X 7 RS, AN RE AT M Al
TR T o 10 S B AR IR TR, SIS AEA T X 32 A
B8 I — kPPl

trustor _ Trust u trustee
5 1 > O
Expectancy: Belief in Willingness to
expected behaviors expectancy take risk

2.1 [FAEEERM AL
ipe 2.1 Bios, Huang®% N4 e X “EAER—FosiRE, easE=4Jr
ffi: (DI ([FEEHEIEAGEE RIS @QfF&: e TRE g
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R 5 Rk 2 B AR R 25 A Bt e 2 07 18 3

MR I, fEAEEAAE IS T, G EE: SEE EEAEE SR
REf R

D.Gambetta PYA U R E e “A5(T (BAMEAE) &5 5 — 5 el —H
RSEBRAT A B AT BEVEREE, PEOT A IZAT A AT IR (BUARAAN ] e 4%
AT ) ZHTAMSZAT I B SAT I A s LT AT o e A T
BAERD LA EZRHE: (1) FME, AFE AR A —HY B LS MRS5S
RIZERE T ANE] s (2) PTRETETUN, 1545 R RE T R 7m Jy 0k A A AR 2 16 ] Re
fliths (3) BRICHIR, BARRXHYIMIFEA T T M. Zih L&A E e X
MHEAT JE PR BRAR,  FRAT RS AT e R

EX 2.1 {54 (Trust) : FAEEAER EI RIBOR € E RSO, #8577

(Trustor) X} 5215 J7 (Trustee) )5 F e 55 J& 1 (service utility ) 7E 1 SE 1 Chonesty ) «

Z4VE (security)  AIHEPE (reliablity) DL n kit (dependability) 7 IHI[K—
P EMEE . (GRS

AT e SRR SE TAGAEAR P IR) CRERE TR BO FIAS P CRpse B R 30A5D
IS TAGALIIARMI S (BA5T7, AR T BRI RS Jm ) WA TS AR o
PN Q) AN 7S o NG T2 A YW I Ky 3 DI & -0 F k0 B G S S ]
M EHIEWAE ET SRR RE ST ReMERIERG T A TR 4 (IR e 4
) MR SS; Al REME O R AR T SR IR A5 I R IBCR s IR QT A B2 A5
Ji RS o AFAEA S IPAS R SRS b, 1S 1 PO g R S S A, i
HE AR — s S AR AR R (SRS U — AN LA S R o (5
FEE T LIRS, n] U BN, ASCHIE AR & LA .

SEX 2.2 f5AEE (Trustworthiness) : S AL #AE 7R A5 T (G AEFE L)
RN, WAL S (R AEE S ES0N5E.

2. fEAERITE

{E AR BN AV RS AR PEAS A Al (5 e T () d5 R Pk, B B AR C R 1)
AR AR IEPEVE I o AEBLSE S eh, (SR BhaS PR A BE AT LA H SEAA ) A A
(endogenous factors, BIUWISEARI OB, M. ZIR. BN BIEEH51HE, WLl
FH SEAAR TR 4 M K] (exogenous factors, U0 SEARRILH 4T K+ SGmE . P& 5. 5
AT AR PAY DRI ¥ g At = e ) R s (B A 5 A 20 50 1 0 B 2 SR A AR SR A
2y, MAMNA AT CLE RS R, ST DUEAT I EACHERE, n] DUE B EAT,
TR R, H— I ZRFE RN A RFAEAE 2 — AN SIS E W, KAE
(I TRDRE B vhe T HERR AR AR A o AR DR N RTR AR IE 20, AT BA A R i
PAMR VAN R B, fEAE S AT T LA, (S0 5 SRR SR
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[R5 B A KSR B 2 S
Al 2.2 BEAT T

Endogenous factors: Agent Exogenous factors: Fuzziness and dynamism
Internal factors Environmental influences natulre. of "“l‘“:
Psychological factors ) < Conditions and rules Illlpllcltness_m trust
Personal characteristics Behavior constraints Asym.m_et_l'y m trust
Knowledge, Skills Policies and regulations TI'““-"‘“MFY In trust
Abilities, etc Agreements, etc Antonym in context
Asynchrony in time
Gravity in relationship

B 2.2 (SRR R

G SR SR B AR AR, 56 % I MBS &M R %, &
SCHAGAT I PE T E A F

(1) FEMAEE: F5bEE LN SO AR L, B245 7 (trustor) AN RESS 28 b
FIWr 245 J7 (trustee) IBNA A, HREARYE CLRT 048 B 2 S HE AR AT V-AY s (54T
SEAZAT TR ST 7 0 —Fh WA, AN ) ) S A 2 HAT AN [ (1 0 s A o RV
TR —%2f577, AFE_ LTS0S, FHFEN B CLRARFEAT A, AR, 4l
Ak ) T AR P REAN A

(2) B FSCHME: [HEMAARES BSOS SR, S ET
SCIRBE TR AR AT ) e 2= J0 = L

(3) AXFRbE: R FEERRELME, AFEB, AKRR B WBELE A

(4) ettt FEXR ARG E2LHE, I AFHEB, BEE
C, N—iERMFHER ABE Co RAMTERLER EMAREKIT, HHEARA %
fLihtk . HERE 2 LRI MG AL R 7 o, SRR R 0 — PP AT . SR [2]
T TE AR R U T RE ) IS AT AN A e i, M2k T A& s AT A1k
Pk

(5) IS0k 8 SEARZ ] RIRHE AT DG R I PRAL 245 S 2 AT I R) S 20k,
YR R) R T 2 N TR AT P38 (S AT B I R R HERS T ek, ok B2
RO AT EEVENY, SLUi s

(6) Z&IMTE: BAEEEFZETT I ZFE AR, 222508 k052,
e M2 EMAE RS NS . ARG ], 050 3258 1 PFAr T e A 45 0
FOP= e AR RS A B R 1 33 5 55 22 AN U7 THT I DEAY

3. (1R

WRIEA R bR, (AT AT LU AR 43 0715 . Zucker! V0 X 56 [ 4657 438 1)
ANV TII R, B =25 (D PR REMGEE, exaTH
FUATRHM PRS2 FETHRHMEEMEREE, ek B TR 2 WREE & M A
R (3D FETHUMAELE, ok B TR eI 8 05 . IR E AT
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NS EARMEARKIA G  h . IRSHRBEAE . DT I fE A, QB
AT WF PR ET CERUEE B,

SCRR[OBEH T 538 — M a5 S5 4E (Identity Trust) FIAT 4 {5 AL
(Behavior Trust) , SHMEES LA O AIERESEEA G, AT MEES L4k
(R EAT G IR AP 3 b JE TR A5 T S (K45 AR AL R 5 145 25 A AR AL X M
PG AT BEORTE R T XK R

H3% Donovan Artz!' "5 N IR AT, EATARIESRBUS IR R 43 h: I TSEUEMIfS
B TAEZE MG T A BV G AR E B MG, Ja8 X PR S
BE MG, BVEEAE, IRRE T @ B P AE 205 07 o L& 177 U
ITEFEAPAT RIS BRI AR 20U, RIENEEERAFIEN N
PR, FAEEEIBAHER KRR, BMEEETUMS N 0 801 IR,
LA R R R o EFMEERRA S HYOE TEFRE AR SAT, FEEH
MRS AE S R AW “2” 8 “/7

SEPEAS AT, 0 3= AAEAE R SCH A, AT R AR 1R 7 VR A IR A5 AT 2 1) 1R 3R
BORPPAL o BAPEAS AR Ry, A5 AT A FE A0 2 AARE 8 AT 8 1 M mT ek 7S
B T 06 I E B B ARAT N I 45 SR AR ASWHE IR, AR TR, sk
RS AR R R 0 HEAG ER RMHEE ST, ral TR E 5%k, £S5
KRGS H Z ARG R R WU, AR AR 250 BE AT LA EBRAS,
0] DU R HERE 3RS, I B 3 AR I 20 56 (R T DUIE I FLAHE R 7 3RS . ik
PEAG AR BB T SHARE [ E R, AR AR — R SR AR . e {5 ATk
ITEAEE K, WLk (52 uE KU 2 ok gy vl 45 e, 4145 H[0,1]
ZA) ) SE A ANE SR T R o PSR P G N S E A ERIA
FARES LI FAEEENE VAL . (5B VP2 BB B AR L, DR R
PRGBS RR (S PPl B A

AT AR VA A 22 A AR BEAE S5 B Y op I AR, IEAEAE T
L1300 e gl o 0455 R DA 0 — Tl IS TR PR 00 o5 2 A7 A R B A g 149200, AR IR Oy
HAEEE T —MEE, WMOCRIE TARIMEETTH, EEERGT A
PLHAER) . T H, S8 XM I A7 O FR n] DA A i &R RN e = AR S G, SE
PUSINAE BE AR B AT EE B, H2 R RER M EEs =, h
S8 R AR RIS A 20 SR AT Bl X A5 AR

2.1.2 MHBHRFIEE

KA, LA R 2 Bt 9 AR H X AN SEAR Z TR R A AR R R BEA TS
EOEBHE NIAL WA, NATTHG 28 2 S5 e PRk & b I i AR NASAE, Xmiond
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] 877 Rk 2 AR R A7 it 7 A B 1 27 A 18 S
RS REH TERk . N T M RS0 NG it , M2 RS0
EAEIE AR T 2 . BT I R AT M 26 224 T B s 2K, Ay AR IR
FRRENE . SEREE AT T PR AN, PREE M 2% RGN A . AT AR A R 45
PEo SR, H FT R e A AR R E 59 PR T BT R AT R E AR

RE MR AE RG-S Caf Bk, (H2EBR e M2 R 58
IR A WINIFAR , FEAME S TR ) AN VUEA RN B AL 70 FACH1,
Anderson J. P. 5 R3RHI A5 R 48 (Trusted System) FIRES LIS, 1T REERA{E
PE ) g — B2 B 5 AR R M A )2 00 . B ar BB B R0 n] (5 2 LA
IREME M IEA FEA: 1SO / IEC1S408" bk b 4R Y, —ANalE 14l HiEs
AR IAT A AR B AR AR S T nT TR IR, I R AR o RO AR P B B
DA — 5 Py THRTIE R s Microsoft. Intel. IBM R HP 2528w 241 (i ]
ST H S (Trusted Computing Group) PHAN : T i — AN SE ik B e F e e H
PRI IR 7 AT S, IRREASSEAR R al A5 11 W PARES IR AR, TR A Al L
IR 1 PN K AT VS — B eT LLRE IS SRAF I A FE 22 0 vh 6, IR a s N RAE 4t
SHLIORERE, SRR RS BIEIRFE A . 24! Algridas F Laprie 25 A
W 2 58RI MR O RGeS HE IR IR S5 AT AR RIS AR I, SRS RE S 8 f HY
PN B 1252 (10 A0 26 k™ . 10 i 25 Rk

MIHZEAT R (R FA B, AR IEEE A R AT A5 (R 28 R I 248 R0 AT by S L 45
SR AT AT BEMS AT R R a W, AT 48 R a VA, S AT el
HAR S, MR EENZ S —4late, M I 75 ZEORRE Ik 55 1) 2 4
PEFIRTAAE I, VU IR A W 2 (R W 2 R a5 0t o ANRl T2 e ml AR
PERIR] P AL G B, SRR NI, RIS I 28 A0 I 2 m] {5 10 H AR
TRLE X =ANEEARJENE, G I 2 ARG AT I e AT R 2 8 B A L3
A

WK 2.3 s, RGGEEEBYEY FET LL A EEE B (HEE R
BERUE AT 5 i sfems i =AMt 0 AT BRIt Ltk i A 7 8, B
f s SR, RS/ b B L T IR SS A, 56 P
287 RUEAT G 59 PEAS D S5 AR5 DR A s o An =X m B A, B 8 4 H I T e
AT EH 287 R AR SE e, W2 A ST I 25 s SR =07, BRI TA
RE FELFNT R R AT R A S R, T A 3R A A O 5 H o B AR B A7
XA AT Ja, 3 A A 55 RN Sy L0 1 B Sl A P 5 BRI AT 2l
SO IAT 7 S Uil ], R RO 1 100 %1 R A B 4 I 4% 5 U 1)
A B 4 U IR, N TT B8 8 0 Po IS S8 AT AL 5 0 1 Y 2% Moy s o s, )
[Fu) 45 P20 Gl A L AR ) 2 T B AR IR R e g9 P, IFAE 4% B R A mT A5 PR
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P ER, R IEAETE S IR Y R BUIRSS s AEAEAT O, BIVAE R 4 it iR R
%GR, RIS ARG AR AT IS5 BE 110 538 N 1 48 LA S OB (MR 255 g
B, BIVARE B ORI R AT EPERI AT as R, SR AL R M 28 AN [ 200 IR A IR 55 o

(T fE B R % . " 17 o
ErRzagm] AT N T T

N J@i%‘fﬁﬁlj e E:\'>| HHEFE |
EScrE e eeammmmane bl SRR |

Bl 2.3 (FAEAR AL B R

SCHRI7TH S ARG RIS 80E SO “ IR — DA RGBS 5 RN RS
7 S TUAR B0, WARHAEZ N AT al {5 (Trustworthy) )7 .
CARERE RS DI A R W4, BORGEIRA s R AR R
SEAE TR SRR IVEE 2 N, HAZ DR R T SO A DT R BB s 20 fig
A R ARSI AR, BRI RGN DI RE A RE M AT FER, X T2k
R AN 28 . RGUERAE R R I R G R B AR 2 e 7, oz
SR GUIRAT AT SR Al HIE ;s 3) AT A R R R GERIAT N B A
TRGMERTEEZ N, B RGN L RIAT A PR SO 50 TR AT — 2

A ET ARG AR I B, AR M4 R G E SN -

EX 2.3 (MERAWTRE) WR DM FETIMEE REREW IR RS
1T A & L 5747 Caccountable ) « 7] T[] (predictable ) LA M £ 1% 75 2411 Cendurable ),
MFRZRGE N5 (trustworthy) ¥,

FEBATIE S, RGN AE B SRR g REMAT A2 e N, HARS
RN H C AT S R 5T, I T B AR B SR By AT O e SR R LS
BEATAM QSRR G S . HIR, RGN a5 2R R G108 B ATl #E
EV R genl LU OE AL FH QoS CINFTe]. R Wi EE) B RIMRSS. 34, W]
fE IR GEE T ORI € IR, BIFE RS R e s R B IR m, Rk
SRBENS PRUE € RN QoS k55 .

2.1.3 EEEE
T RENS A5 AT I [R] 1R W 8 A5 b RS AR S R A TAT R B, A5 A8 B (Trust

Management) USRS B H . B IFEABARE AN R AR5 B A e 3
PE, RG22 T EAMEE W5 28 =TT e M i 225 B BRSBTS
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BAIH AT&T S M. Blaze 25 AT 1996 EHHUS, S48 “ XM Mg
TE IR RS 2 G0 . e AT UE A T BB AU M 2 A E G AT o8
R o HETIHEN, HEEHMANAECH: HE22ms. Rk, M
T 2 4 I B S 53 A A O I 22 4 TR 55 o A7 A48 T [R5 ) v it ] AR Ay 22
ATUESE C RS UEIHIE K ¢ W S AHRREEE P” o 7 — NI Web RS
WA, IS5 T7 1R 2 A RS TE B T AN RS AEAUR, v 25 7 Bk ] 4l FH 2 4 SR s
X E IR GS1E SKR AT HEARAL, WAL XA AN Z A4 A S A5 =7 . " {5 4T
55 =77 UL RR i FC AT (R A0 M R R B Y A IR IR 85105 SK 8 2 T] 1R 5% 3 R W 29
WK, BRI E R PIEHEE K T7 . Ja, IRSS T AIBTaE If « 4x
SEUF A 19 A2 A Hh 22 A SR, IR AT R (K 2 4 g 3 . Winsborough 25 APVFRIX
RAGATAE PR R G My 36T HE T (capability-based) RN R GE, BT B AR SS J7 Tilst
R SR TTUR R E A ERR S AR, Jovk S BA AT LB A G R . Li 45
AN$EH T — I T 0 15115 FEHE 22 (role-based trust-management framework, i
B RT)PY), A3 T AT B BB i 787K

5 B2 2B IR T 2 AN 71, 76 e A A Uk R U7 e 428 1 S s ik
TR R, ATReMt B 2 B AR URE B . HIMER A Z N 2T M
BRI N HH, Oh T S22 AN AU AL ZR 1A 1 B s M L, T —
FRPod A7 RTS8 H BER . Bhas o iU MR A 2R AL AT R R . 1K
PSR R T B A M 7 A, IHKEEDh i 7 A U R R b THf
e b3k 5] 8, Winsborough 25 AP T A 3045 (T 1) 7 (automated trust negotiation,,
AR ATN)RIE R, FERCN ST — DN EHER U7 W, Sl E Rt Ui )
SRS (AT LR, IR SR T Ry A shih @ s s R P,

A R TR S AR B AR G B AT R ORI B T Ok
AR B 4 HIE R R (HAFEE AR 2 iy 5, #a L,
41 D. Gambetta, A. Adul-Rahman %5 A, Y AEATZAEFPERP, E—Rgat i
B, AEGHAARNNE, ENARREERRIS, R TS5 T U A S
{TAEHY . Povey 7E M. Blaze & X [MJ&Al I, 454 A. Adul-Rahman 25 A$2E H 1) 320
TR AR, g5 T — AN B SR e X, RS B
[ FRIARE . VPAS RS ST RN 2 A PR SE b1 — i A1 75 ) i HL Ak R
o 76 et orsp IR0 (ST B e SOh: APPSR S sl o H IR
Xf Internet N FPE AR IR RN B BEVE L MBS TR AR SC I IESE BEA T WL AR | 9
iy S MRS BAT R o UESE AT RE ARG AETE . XS TEAL . AF 50 5 (S 1B .
I3 Bk B AR A5 A 75 SR AT (S AT VAl Bt S R 7

BT 2 B T CUREL, B A S A BRI EEA PR T 10: (1)2E T S A
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FARUEP AR B, e N R B EAE AR BE R AR A B (26T
EIFARE R, XMV R U RR B B RPN R 20 50l 41
NIV EERERE S &5 % NINE PRI (B

2.2 BT SRR 5

BT S RS AR BEBOARU T 2OU K “5i 22 42 (strong security) 7 LT Q1
B G UEBBUEGL IR0 TR R 55 0 Vs i o Sk TR AR 1Y
V7 1) R SR 1 AT TR SO CIRALH], LRI 4 1 9 oK (1 g ub A o4 =¢
o I T i S ) A T SRS AN AR UE S A5 AR B R A

1. fEfEiE$

fGAFUEF (Credential) : £3 2844 (5 BRI PR A (5 AR UEH (AR FRIED
n] fij Lo~ A <Key-info, Policies, Signature, Validity-time>, 47352 RSEARM 2
PIE R RIS R WU SEAR IR 25 44 LA SAT B A] o A AT A5 4 20U AT A HIE K
PEFIANT] Dyt o F MRS AR, ASAFUEAS AT 23 2 53 0045 AUk~ A0 i A5 ATk
Foo BAMEATAED EEN T TR Z2ZON SR RS, EF RGN RS
HAETCE AT PRI GOHAE RGN X509, J& P A AT 15 I 3 2 N 1 5
R 5 TEER R G, BB RES S ARG MPCE R, AR
23 SPKI/SDSIM,

2. PR A R

WAL TR & 575 (Compliance Checking Algorithm, CCA) JE{E (L& RSN
G PR, FAEEE RGN EAEIE L H CCA SZHL. Wit CCA
LIS CCA THE R A 518 5 R I8 58 ) AT 18 BT & 15 AT BE 1A% 0 1) 7L

3. M

R (authorization) > #5434 HI J 42 A (KE 15, ARHEUETS L@ A, o
S BE Vs ) B IR o P O SR EAT A AR RO, ol e g == 52 24T
LRSS, HADHE RGOS I I3 B E . AR T SO AMIE SRS B R S,
S H P RS 2 BT P 3 B U A R P R4 . B, 7E MACPY R G,
FI 50y FARR N EBR, RG0S AL IR BN 5 420 JE 7 e s LB o AEJE T
JETENUE RS ELAR G, XA B ERBOUZE B R G h s te. B,
{E RBACPTRGiH, RGN IR, I IRAEKE HORIE S — s 1 .0

4. L
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YR S M NE S TG AL el VAT 9'S
ZFG(delegation)® & — Pl 5 2 (1) 22 4= SRS, 5 B2 JEAELR: 2R 48 v 1) 5 B SRy
PR AL HAR BBl e ik, DUE AR & 42 XPAT— 22 TAF . LAt A AL,
B Af I 4T R A AN N R BE A A AL AEIXANINTRI B, A8 A (B i) a8 ) e
S PRI, IF HAT BEOAE N 8] B ) — S8 A PRI TR) Fr Y RT Rd B4 PRI —
HHE ) AT OB R AR ) R, DA A B, I ZB RIS R ) A 3k

5. iy A) 2 ) SR

D7 )75 I 5% (access control policy)™> L FH SR R4 B YA 2rv 1 7 AR 424K
Yim), MIMREYE SV O SR R e . U5 1) 325 SR vhse T AE B s s AT rg
T R IR LEE S DL A B E P B FR 1 S5 7 o MR B R IR 11 2 N FE R, Ty m) #2531 3R
W E) 43 g ] B TR (T RIS ) 5 A 5 TR o 1] PR SRS S A & SRS IR LA e &, B
I R BT el 5 E P M R .

6. [EAT A

AT W i 7 (trust negotiation model)™™ 71L&y pi W5 #E £ A5 ATk & P BT
SRR 5 B UE O RN 1) Fa 1l SR ms 19 5 =Ko (ST B R 2R B, vl TP X7
B AT 2061 7 ZORRBE TG A7 [l 45 SR A5 5, XU BN N B AL DR
HATMK IR0

AN T B e AR AR RIS SRR B RIATE S, RN AEAEIEH
ARG B, BE g LR 6

221 REEEIEEIEBHIAIES

EAEEERGE MRS — 5L B & HR SRS SR . IR
AR AR BLARGUNAZ L SRS, REREAR R 105 et 7 A B AR R PEA R AR 4
Xt YR A AN G i AR ) T 7 1 SRS 1) S R B R A A B 5 SRR RE T (1
HLERE

g I s b SR 1220 i 1 1) 2 AR U BT R S AR (K (5 AEE T4 . Seamons
S N[361E I b DU el S hI SR v 5 5 40 A A b Al SR T 5 2 L 1)
Ko Horp ORI 2 9 LR P, U AE A S0 A ST, AR R W
FESARAIIAE FEFEAEUE TS o B, JESRNEE X WRIRA I ACM I b, 5
APRAS R MR S5 o AEor A A, T A ACM MUK (A5 AT A5t
BEVT %Mk 55, IXHUETS T RS E AR .. He52, PTEuE PRIEAE R
AL A T ANG T EEASBEI MRG0 XUy ) 2 51 S igs (1 9 7 A
B, Leithead %5 NPT AR AHIE FE li o] 7 6k G S5 R 1R Il 1, i 4
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Il 7 8 275 AR R 2 5 A 5 25 A 18 S
SR Y EE TAE; 10 Skogsrud %5 APPUMEBRIRSHIFGA T ATN w2 i S s 11
SR, FERIT T SR 1) A i A A )

RT & 5 &3 T (615 % 2 (role-based trust-management)ifi 5 15 . RT &
ST PSR TR (principal) 5 i fi(role)o AR SE HHAMARE P A YIS E— L]
fscfh. MRS, RT EEDOR KBS M4%S, W RTy, RTy,
RT" 5 RT’, RT, /& RT (Ml & FRBAKRE M. —Ahte SCHPH sy
Al KB5S TR, HIBWIESRER. WAk, w3 A DY

KA1 AreB, EXEAERBEME Ar 180, Rl Bemembers(A.r).

K 2. AreBur, & XMAE B MG ZMAE Ar B8R, Bl members(B.1))
cmembers(A.r).

KM 3. ArcArn, € XAE Ar WEFA AT B.r2, Bl members(A.ry.r)=
U Bemembers(A.r; ) members(B.r;)cmembers(A.r); HHH B & A& A 7 ; A
J&—ABEFE A {4 (linked role).

R 4: AreBirN...NByr, AT Ar KBRS T 0% (B L4E
FIET A % 51, Bl (members(By.r1) N ... N members(By.r)) Cmembers(A.r).

BEAR, RToIESZHFR L IRSE, W AreB:Cry, Ko A G0 r AR 2
645 B, B XRHZBURZEFELS Coryy BISET T Are=B.rNCurao RT) 7E RT, 25
¥ T #ENE SR e, B ARV NSOk AR M . RTT T Ol SR BB A
ARAVE (R O 5 1A {0 17 @) W FFHR T14) B (separation of duty, fijFK SoD)>,
RTP i 5 FE A T RS 2T, DUEHE 62 FISE R,

222 nHAEEERHEERE

G APE AR AR B A R i, Wl A 327 76 o0 An NI kAT 2 08 1915
FEUEBRAEEE ARG BRI EE 1) 8. Ak, Winsborough 2 A\PWE A5 AEIE
FSC AR In) @ 5 ok B SKOT R T 2 AME AR UE ik ER P51 0={C1, Cor ...,
Co} IR IE R, R i R R S AR UE T G #E T ATFW, WK O Rwes
PR P o AR BT R BEAME B BIG DR EORYERIS, — > BRI [ Al 2
TMRT 2 X 4% B e 91 1) A2 ko

F 266 5 AR AE B R B R U8 1) 3L, Winsborough 25 AP YRR H1 W 7 SR 1)
M, BEEGEE RGBS, JHEHE =AW EA: et g
PEF R ME . P ehe T PR R SR . — PR BRSNS BRI R T AR 2
P v 0 w4 i TR SRS PR P R A U7 i) P SR R S AR s Sy — b
SETETE RN, VR U7 735 e A2 5 1) 07 I 428 11 SR I A < s P il (RS AT e 45
AR IS TEAT 2 9 e 1 2 AR L SRR e g, i
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MEEH B, kg2 2007 20, WA #5 E 117 ) P28 60, AT RE
MR TE RAF AR UE A 4 e o X PR 1l o S s 42 o1 FR) 1 78 A T B S 9 5 A 1Y
R ekt zP,

Yu 2 NPOEstE BRI HEmg BEATWF ST A0 FERN L, B T IR R e, %5
W B T S 2 ) [ S, AR B LS T SO i i e A1 s TR AT I R
FH T D S 2 — M AR R RS, R SE A RAR Bk 5t o ARSI D
T, BAFESRMTEESIOTMANEEE DR 2RSSR A T IIRE IR,
V1 SR A o A S 7 R A IR AR CHA T R 845 AFE 5 11 17 3K 20 L v A TE 30 3
FAEGONMITEOLTS R — P S RN X AF AU B g R, SO IX AR AR
FIE R IIRPELED, BRI 22 4 e P A48 2 S (R R, AT b Ok
PR R . et Yu 2 APOURRERA,  HilkorRms 2wk Hog s, AR
HIEH Om2), Horb n XTI RIPMEATIEBEH , tHEE RN O(mn), n, m 57
59 A T AR PR AR T R I 42 s s B H o kAt Yu 25 AR5 PLR A I 811
W72, TEPE Ee L& Rl b, 8 26 HH B R B S (disclosure tree strategy, i
PR DTS) KA HI A IR AE . AR, 5 R A0 S P DL A= BSCET A9 i A% SIS e
R R s DR UE W 7 7 BB D[] 5 i PR S I I e D1 v S s, gl o A I v 1) L
BRAEVE, B PRI ORIE T 0 RS 5 AT BL KPR e B e £ B 7 a0
SV, U0 [ 3) P PRI B SR S T TS IR FR 5 i B SR, g AN A e — AN )
T i R SR IR

fEATUE B I P A WA T Bl (5T B AR . Hoh, (SAEERM
A7 At S S A5 ARUE B R B VIR, AN B IR AF 0 SR LB o 48 R 5
PG R . R SCHR[61 103 T RT 35 5 P S AT 15 B Ay
T RL SRR A IR E AR [P 4

L. AFARUEAS I 0 A A7 fis

IIATIIAEE N UEAS (A7 Ak 5 SOHIE PR A B AR K SR P r R,
AIEBIVAER H K, 5 2 WU EE R K2 FhEAS, eSS (A R4 T 5
MAEAFRUE SN, A BIIE AR AL R, XA BB IR, $Emi bR AL
o

£ RT AEASH, RO BAT W RIAAAHSE AL KAy £ (issuer-side) 5 #2 1K
Jif#fifi(subject-side), EBEMSERLIAT AR W AT AL A OAEREIIPRISEE, 23547
3 PP PIMETRIRGS, EXFEA 6 Fihdla . ARIAGHRE TR MO
e R, DOGE R RS PO SRR .

A B AR ARG, M OREO ORI LA RS W4k
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Il 7 8 275 AR R 2 5 A 5 25 A 18 S
AT IXRELEOIRES, PR R ORREHITE L. DM HEARIEFER
(well-typed) ) 1 T4 I8 Uik AL -

(1) 324k A [AIE 2 AT issuer-traces-all 55 subject-traces-all A7 TE = ;

2) Mt Ar BAL r MR GERE;

(3) EHSA A Arlr: M1 5y [F]I issuer-traces-all I , A.ry.r; 4 issuer-traces-all;
M 115 1y [FIBY subject-traces-all B, A.ry.rp A subject-traces-all; 24 1) 4 issuer-traces-all
M N REFRA, 5 r A RIS ro 4 subject-traces-all I, A.r.r, K55 R 4F
A, HAB U, A e R (ll-typed);

4) AORIAERMAAE N N JHEE—A £ 4 issuer-traces-all, M H AR
F RIS, fiN.. Nfi 4 issuer-traces-all; 4AF7E— f; A subject-traces-all,
1M HAB I Ky R AP, £, N ... N1 4 subject-traces-all; 4 FTH 44 55 K UF 2R AR,
fin . Nfe b9 REFRA, AR T A i) 2R A .

2. AUk P i R L

oA OE B A I SL AT . AL R A Sk A SRR
5 A MEBRRSAEEN B WA A PIEHERR: EPH A KA, =i
T A M Ar 55 AR BEEARILEE T, AW F28: ProofGraph 5
ProofNode , DL A& = /™ % B 28 : BlinkingMonitor , BintersectionMonitor 5
FlinkingMonitor. ProofGraph HA VUSRI AL 5

(1) nodes: ZE4 I A7 I st o AT AT IS Ay (A ST A (3 ik 305 ROt
s

(2) edges: 4EV T ETA AL SCERE N AAER A S HA ARG I, R 0 REAS:
RITHIARPRE, AL BT R A8 i 5%

(3) B-proc-queue: Ji AN EAS . 2RSSR IR SR ) AL

(4) F-proc-queue: HU A AbERAI] o 2RSSR IR T 8 S5 A B ) AL

ProofNode HA 7511 I A% & -

(1) B-proc-state: J5 M AFRAS . RS =Frlig(E: ROPEEAOBH SO
ST, BT RN, RS 475 iE B-proc-queue BAFIIN, RN EE
REALEE s 2475 s B B3R BAR BRINS, IRES A CUARBE

(2) F-proc-state: T [MJAMHIRAS. 5 B-proc-state IR, WA =Fhnl ik
i, 5 B-proc-state & XL,

(3) B-solutions: Ji7 [n] 2 & SEAR A A5

(4) F-solutions: Fi [n] & FSEAR G

(5) B-sol-monitors: J& [\ AW RES, HHG )G nIERZ LSS A8 SR A3
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(6) F-sol-monitors: {7 B X %44, 5 B-sol-monitors & XA,

SEAE AR B SEE A, Wl S A AN R PR, DAk B B ) S
EEUERIHATAAIER H W, v R0 AR PIE T8 AR =M, M TiA 2HE 15k
RILEGR R H K.

2.2.3 #ARA

1. PolicyMaker/KeyNote

PolicyMaker & H B AR S —/NE T SIS L B AR SE, Blaze S8 A4l
2 H I B IR T AT A AR 1R, PolicyMaker [0 & — AN 5
B, BB ELG 5 AR AT HLS | BRI dm N il LR —Je4(ALP,C), S A 2
A BPATHHRAE, P 2SN, C M SR BEi k. Ay By & T DL (i)
L) Yes/No 451k, Wl LUEHE— B IRIRAE . PolicyMaker #1155 A A W
M

keyl, key2, ..., keyn REQUESTS ActionString

I ActionString AN PR H IIE R EAE A, keyl, key2, ..., keya
FEVHRIT I AT . PolicyMaker [1) SIS A1 G 1IE o BT 5 Hfds, W5 02 —Fhfiid 3=
IR B s 4k, BAT I B

Source ASSERTS AuthorityStruct WHERE Filter

HH Source 2 Wi & MAUZYR . Source 4 POLICY (OCHET) I, Wi Frhik
% ; Source A AP, Wr S R FEUE . SRS AF it 15 A58 BL5 [ #A M, SR Source
XN AR 4%, AT LA A7 it . AuthorityStruct (8 T #EZ B F4k 751, o
TARTT LR AP TR M o Filter & T 1 SRIRAELZIGH AL 1 55, 7T DA fif R
PATHIRE 1 5 A, 1 Java 25 .

H:T PolicyMaker 21 KeyNote 575 1999 F4f IETF #5524 RFC2704 #5
HELO), KeyNote 1) SF s 5 RSEIE I o5 LAT AT 05 L, il & KeyNote 5
W 91T, %SRS AT T Library B TA AR ZEIRSS Alice.

Comment: Library delegates all the rights of Library to Alice.

Authorizer: POLICY

Licensees: “DSA:5601ef88 # Alice's key

Conditions: app-domain=="Library”

Htp Authorizer FBtAFl Licensees FBtFALLT PolicyMaker H[f] Source FI
AuthorityStruct. KeyNote [1'] Conditions “FBtX] PolicyMaker ] Filter M 75K
fajfl, DA—Afaf B o¢ T AR B M Rk B Sk . KeyNote FE1E) Authorizer

%29 0t
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TBAEANH, JFHEINT Signature 7B, VAFI Authorizer X AHT 5 12544«
KeyNote-Version: “2”
Local-Constants: Bob="DSA:4401{f92" # Bob’s key
Carol="RSA:d1234f" # Carol’s key
Comment: Alice delegates the read action on computer articles to Bob and Carol
Authorizer: “DSA:5601ef88” # Alice’s key
Licensees: Bob || Carol
Conditions: app-domain=="Library”&&action=="read” & &cat=="Computer”
Signature: <signature of the private key of Alice>

KeyNote & HIEKTT AH BAEEYE. WL, s 5EirgEs IE%B g
LR, R MR 2 v (96 AL PR A T B AL 5 . KeyNote f9 A IV A8 S
& PolicyMaker (1) 14, 301 E LT Al L P TS5 P, JEA RUARR 53k

—% M\ POLOCY Fi&K 7 A ZRIREE -

2. SPKI/SDSI

SPKI(Simple Public Key Infrastructure) #l SDSI(Simple Distributed Security
Infrastructure) i )& NS IS H . P IR 50 2 A AN T X509
4 Je iy 4 1R R RO IE Bt , P9 16 BAMEAE 2 4508 4 TETF [ RFC b,
— Pk A SPKI 8% SPKI/SDSI,

SPKI Zk7K T SDSI (KR4, JRiiB 44 7 i EARAIRR IRAT P 4L, SPKT (1)
TR NN BN, FRE4T “KeyAlice’s Bob” JE 184 KeyAlice & X114
A3 E ) Bob, 1] “KeyAlice’s Bob’s friend” #&7~x1% Bob & X 1144 745 ] H [
friend. JRii4 F AT 4 R AR R, T R i 44 20 A (R A 50 3R SR B
KGR R, RAIRKK R EEA it

SPKI HiF 15 £ 4% 4% B UE 15 Cauthorization certificate ) F1 44 FiE 15 (name
certificate) , FZBUIEF A IR A oo :

(Issuer, Subject, Authority, Delegation, ValidityDates)

IR Issuer Kt Authority “FBUIA R ZRIRET Subject, Delegation ¥R 7E s 17
FUVF Subject K Authority P ZYr4 HoAl F44, ValidityDates il -5 ({4 2N
Bto SPKI HJ4FUEH &R A DU e -

(Issuer, Name, Subject, ValidityDates)

AU BRIE T — P FIZRHLE]: Subject RERMIITA AFEHAT Issuer
& X445 Name, ValidityDates i3 AT 0N Bro M4 R ) “ 445
7, ABLAE AP S B AR T, BEE A R A T U BT A
WELE NP
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3. REFEREE

REFEREE /& Y.H. Chul*?45 A\ fi# vk Web 3 U 22 4 i) BT T 4% A A4 31 2R
Gio BRI HARELES B —, (Hi% R 50T LU e 38 b S B A AT 4 BEAS AR Fir 471 1
IR

REFEREE XH T 5 PolicyMaker AL 584 W] g #2 (1) 77 A 3 22 4 55 Wi R
AR, 7 REFEREE REEHT, 2RI HI 2 EIE R R I8 — Beft e, (HfE
JP 25K REFEREE £ (1% 20K A . REFEREE (1) —SUPE iE W56 1E 1 72 LL %
SR, FEAIAIR I FE 2 A M B2 A SRR AR P 2 M I SE G, F2 07 L 2 REAR
P BAATE Sk B HCER . S UE AN ARG ¢ & 4EE. 5341, REFEREE Ref8 50 1E
AR AR I 22 A M RN e A SR, RREME AL B — 645 5 22 445 1F . REFEREE RiE [
— BOPEUE B IE N — 7 T B A AR A R T, S — 7 T3 BT S AR
WA o T ARV 2 4 S AN 2 A SRR PP o) 1) 1 2 O F AP AR ORI e AR i
4k, W27 F| REFEREE [¥156 10 45 S n] G2 A A B o

2.3 ETTAEENGEHEEH

FEFAEERMEEE BRI T “3% 4 (soft security) 7 Ji L RAFE YR AT 7] il
FEIXFGIL T, ASALIE I T B 5 S50 H 0 28 He sepR e At iy ) it i szl
RS g 14t RS o« B EMBEITERAIRIE T4 22 G U7 R0 B2 4540
W fEVHERFAUE, T ESNEEME, EARRZI7 S RDGE D 4y
HRARG N £ agent RSt H:T web IS ML EE . (FCHR[8], Josang ¥f
FEE SR RTHEAD NS H R REECE T3 () KA AL Abdul-Rahman Al
Hailes™ 7528 52 Sk 1 BT 402 (8 A4 A5 R B3 7 S0 AT 29 06 1% 32 4447 S 1A 73
HA” 5 Mui 25 NRR A58 5 SO — AN FARFE T 5 S0 AT 0 = A A L R R R AT
YEJU) (/0 s Chang B ZEORA Sy DL 525 1 2 SCBEE 78907 18 2 1) AR B35
R, A AT TRAE B E SO “ EARBIEE 0 BT SR =07 FARN AR
BINEEE, PLURWAZ EARR BTERr L7, oty e EA00 T 441
—MEAEVET

LR DL RS PO E 2 e 3, AT IR A5 7285 3R -

5E X 2.4 5% (Reputation) : 7SR5 2 R IR & I BRI B R SORSE T,
BRI ISR TP, AR R SR 8 £ AT S, 4 %
TR ASKRAT A — P . (5 B

SEX 25 f5EE (Reputation_Value) : 1 i I{E2 B2 FR7E40 5E M BOM_L
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PICAET R, R E R AR S B AR O AE P B

AT 58 SCHR M TARE WIS TR UK bR SCHISGE s simifl 1A 2 R s 52 «
TR SRS SR s B TS BRI R S RS LIAEAT 0 A5 B I AR AT A
WOLs BRIE TAFZ B AENLH: Ml R G h s i A5t TR AR G 42
FfE s, WarReE RGN R

AT RN, S EEIFAEN . FEL M EE S,
R TRZ b, w52 g R AR fESCHR[43]F, 1B X
HEE KRR G T — MRAFIRIE . MRS AR AL 2 b 5 1SR
DAEAT M B ist, A5 & R Guiefit 17— Pl dh a4 iy SAEUHE AR kA,
A7 BT 55 1) 5T R R ] S P AT HERE R

AN E SN ARG R B, K5 S i AR5 2
RBHE R, fJa a2 AR

231 EEEEMGEEEE

{5 B A FE 2 FE S AT S SO hR R B . ARk IR 5 (5 B2k
B A BRI e FIERATR i SCHR[131]8 B 45, itiX =7 1 N 30T
N4,

1. A S0 FriR

N T HENARE, WSIEAA @ EH RN S0 hs . AROHEEK, FEA
GEnt i B AR MR S . STERIOT & A S S AR IR T AR A . Sk
AR« B 03 2 28 AT S5 T T 1 22 AT T VPRI IRAR T . R 3RATTA A L =
T S S bR IR T 74

A. ¥ 1P HohbAE A FRiR

XS Ml 5] B AR 7S 1 R T, AR IR A AR KR R IR X TP
L3 B (IP-spoofing ) AT A ARMESS, 73 4h ISPs 4845 43 Fe4h 1 Al i 1P Mkl P2PRep
HE KA Rl G bR

B. HAEEF T

ML SCVRAT N R0 R, AEIERRWT TR AT ARG TP ik i SRR
oL, BTG ZINVEES A A YRR R BEAS R S B E o SRR
R RURE AT B A AR, AR HE LD 2B I N BT R O bR s 1 R
T REEFOIMA M AT AT /L IFH A E OS5 5 T Ui
2R, Tl PR A SRR I MR IR . KB R A
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] 877 Rk 2 AR R A7 it 7 A B 1 27 A 18 S

JE R IX A J77%, U EigenRep. PeerTrust %%,

C. LU mE S As R Bl

Douceur! " R 1 AT — AN 2RI SEAR, AR AL FE 4 s il 1 1Y
e PSRN S A FR IR NSRRI — A B AR D R ABLSE . Xk
1S53 B AR VRN LS5 5 e — 4808, w] DA A B % 2 R 2 s Al
47 RUE AT AR I SR S BB AR R BIAT A o AR R IR A (D)2
IR R BAC s (R B EE H €MD NG R, 0287 A S A i
P21 . TrustMe K IXM 7 EA BT 175 5008 S i bs iR

2. AFEEATEAE B

AR B EE TS MV R, & T il A PRI R AL IR THNE € PP
M E VY . EEERGEY, FAEE BRAEmIE A =Mt g

A, HAEBIE TR & ST .

X7V R 2 5T S DTER, W AR AL A Sy, (R BEZ 1 T A

(3% B AN A AEAT A X 43 B I BT S R AN AR A SCIR[ 71138
CORC SR X Fh 75125

B. FAFfili Skl A5 € (355 VP

XM IRRE RS 2 Y KB EA G AT, AT R S ok, A
AEA 2% 43 RAFAT b (K45 S AHT N5 1. Managing Trust VR HI 564014811 7
20, FAE Al S 1225 T R EE VT

C. BEAF# IE I A VP SCA7 filt S (0 P4y

RXFP RN A TC S RUAT O, BRI AT . AR IS
B AR R 22 R 9 2 4 5 10 7 3

3. fRAEAE R Ay X

fEARAE B A e By SN Z 0 AR S oL SR e A A A it
T 73 S IX PR A At 7 AT 4

A, b A7

VP2 T H R 400 eBay Al Amazon! 2 REM M E T AGEEEH AL, H
AR BRI B A8 U5 3G, Tl B A5 AR A8 PRt S BUAS AR A A .
BAYey . HALRUE RO TR mR, JF BRSNS A BT SR K 0. AR
117, HTRE T BB OB, 7E B2 RS (Bl P2P UL R G XK
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MR K, ZERMRAEG B A E P EHIRIAE T, IRMEARIN . — 7, 4
PR BB (1) A7 AE AR A K — S (AN PR e P oA, AT B4 R4l
Fr B A BRI, XBRERAHRFEAGIZITH—A B R, 75— J7m, %
Tt RKZH P2P LRGSR, R PBENEE KRR HAT . X
RIRE U R B REE T, EPIRS B3 A KB EEEE BT
G FES R T B, nTRERCH RETERESN, FE S 200 B0 ) 1L

B. A XAtk

DA RAFERE T REA G, FI N AR A B RS B4t oA s o0 B
o En PLdE— 0y =l .

1) EAAE A S5 He 3 AR

1 AT A REEIRSS S, SR TG A 1 B
BE . VF2{52 2400 Develop Trust. Limited Reputation 2548 K H X A7 .
KRAZFN T, AP A AR RN, HERE A R MR ATAR Bk
TR, AR R R &l A S AN EAE R, kSRR — g
AR, AR BRI FHS NS B

2) BAHEIEN SO B S TR

I3k R-Chain ™ Ak 730, 15 A0 IS i $RAEMIRSS 25, R ) 1
FEWRE VP Y R BT ORAF . AR WEERICY AL AR B,
FAR YR BT AR B AW, 22— Rk, ORI sy 1
fREARITRL j AHAr G, P Ab T B SR a5 RE B SRR ERAATT B 5 (Y IE TR
FEAEE e AR EAT A R 505G, R Rl e A AR B I,
WRETREAEVEr o XA ) M Py S LI #E Lo (5 AR 15 B ST L,
Al IX B R IE T SRR 11 R AR OR IS ISR LIS AR5 B A 2%, (HAZ ik BR %
SRS Y R RAE XS FE T KPR 2R AN B Y RAEAE AN I R AR e R
TR PG R .

3) HHRFE 1Y A B RO T R PR

XFAEAE LM ARG AR (DHT) KA KRG IR i —ME 1T
5 AR R G e RO e VY, AT AN R RE A BR 0nT DLSE IR
B RN & . W22 A%, U PeerTrust. EigenRep Al Managing Trust #{K
FXFh 7 SE UG AR S 0 B . Tk A PG Ay s, Al A M 0 AN S A7 i
IR BB AR S, DR B A4 PR a0 B sy 849 2 38 (54
508, BN SR T WS AU B g skok, R4 K2 ik gy
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RAEAE RS AR BT AR VPG ﬁﬁﬁ&ﬁ%ﬁﬁ@ﬁ@ﬁ%ﬁ%ﬁ%ﬁé
ARG, WIAEHEA T R AR B AR TR S, JF 2 o A
RIS R PriiEs #Mﬁﬁ % R R SRR REPEARA

232 EERIGHEERAK

H T SEMUEAETENY, 1 AR EECRA VRN T R E AR S, AR A T
MY SR E 24 (B o 3RS BN ATE AR I S 505 B DAk 1) B
AT A HEAFE KT A HEFE BT VRS T MRS B8 — AR AU R
FA 5% RS PeerTrust. Managing Trust. FuzzyTrust™ M AT —Fh 532, 1
NICE. REGRET. EigenTrust fi /5 —Fi 77k, RHEEW AL Las, B
ARy R, H 2 Db iE AR

A 5725 R AT S 7 U E v Ao s, — (52 R %
TEAS SRR T LAUT 1) B AT AT 0 955 30 M A 5L, g il il, (5PN T8
MEAERE . XREERETEMANET2REEFELNEERS. £ T2

FEEERNGEE RS, [F N2 RS rE W SR F 2GR, BI5E
WMFﬁ*% K H XS 2 AE BB 7 B2 RSB H N RGP0l 5%

BURAEAE 0 A B ER, T B AEELE T Y 2 A R R AR T T B A 2%
%Eo~“%%T,ﬁTLL%ﬁﬁﬁ%ﬁ — RGBS BRI T,
un eBay; oMU R A i, )40 BigenTrust. PeerTrust iXpyff P2P
HE RS, K DHT W CAN. P-Grid K528,

THh G E R G R E G B AR e BT R AL
ANEBSEAT AL IR A AT B T E RV, AT A A e R HAD
i RAEAGATAE B AWIE K, JERUE AR R MRS TTL. WOBI A s Kk 115 U
Wi B G A EHR FEAT W N AR (D WREXRTIE B MELELR, IBAars
AT B S BT S Ay (2) K TTL, W% TTL KT 0, JI
AR SR R AR AT 0, R TTL k1, R+ 0 WIATEAEE, AT LA
RI, KA ERTTENESE RS, LEETPM ST HEEE R RN 7.
R, XSRS 2 RGO 3 TR G B RS, TR EEE R
[R5 25 R G000 3R R G T s A5 AT A5 AR s A R sk

Wk BRI, FRATAT LRI RE AT AS SO T AR AT AR B S SR T
JEEATAE BE S RERAEGM Ty etk R, 5T 2RETERREE
REGREN U ) B 58 3 E A5 SR, nT DULE 9 2 v gl 37— 3500 4 R B AEAE BRI,
E%@%ﬁ\gmﬁwﬁ%,Eﬂ%ﬁ%%ﬁ%ﬁﬁ%%&ﬁ&%f%oﬁ%ﬁ
B A R S TG AR K R, 3] B S 3O ) m R AR
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2.3.3 FEHEE

AEAT T (A AR RIS TR 0 P G L 50
RO

L TR AR AR AR R A A 1Y

JRI AR B AR MRS R E AR B LIS VP, A5 RS AL
B AIARY S B HERR S . BRI S, JRE BRI R R, R
FRERD, FETEMAM RN R0 TE 2 E kR D, HAEE
RO IR HER RS ZE, JF BAE ORI AT N I BE ) B AFAE — B AL . 2R ) 25k
TR AEATAS B RS A4 P2PRep. Develop Trust, Limited Reputation!’*%%

P2PRep 72— M) Gnutella $2 H K — M5 B L0l B4 RURERNIL =
FUE RURAE R o A T SR A 5 2 R0 B R 25 AR 455 1 7 VR sl A B A 1 B¢
PR AE RS, $H T — AN SR SRS B 2. TR RS
TR 2 H0W RS WS HEE T R XM AR T BUR B T I E A B g B, fEdE
OG0 N HER AT REAR 2D, IF BOR 2 BN AL . JF B, S fEA I SE 1%
T R I AR B AN S O F A, P AEAS IERA IS AR

Develop Trust J&—PMETHES MBI, & T EAEE BBEER L, B4
WRYES AN RANES, M RO A A T SRR RN, B SO
ARSI, AL N IRSS TS R PSR, 36 T Rk vl
BRI ERAR R AL JEH, W RN DU T BB VAT B & B 1) B AR
R, IR E ][R BS . Develop Trust I8 T — AME AT s BWEESE L, 1
AR R A EG14F (referral) [ 7RI MAETT s CILAIETY £ (witness) 7
AEHFRPEN Y R A HEASH T S0, MRk WUETY s, A FREL
SPIEAR AR VSR TR G R AR AR A ) S ARG N e T, A A BT R AT A R,
FHA R T AR IE, 2 TRERKZHIEAR WMA (weightedmajority
Algorithm) K N AN ST 8 AN WEE R Bte WMA 5L IR VAR AN [RIHERE 3
(RS 73 TS R AR, AR AR S GAH N (R HEE ,  IF AR P8 A8 B 45 ok 3 &
() A AR, (R A7 VR TR XA — AN R R an R RO 2 D A
Haid GOFHD RSBmO, T2 1 S IR HEE 1 sl ] B Al 158 1R il 43 ok A

Limited Reputation A&%1%f P2P ST =4 th (5 BT, B4 fi4Edr— &
o W B AR S SR B AT R, AR AR B SR R I AT R 2 S A4 S
HIASHA I, R R A5 AT 55 [ T IR S5 AT B 7 VAR AT S AR B RS
HA R EgienTrust [FJAF ],
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S e s % N 2 e A L R e S VAT
2. FETA MG RS TR

A Jr e B ARSE A5 0 TR PR AR B HERE AL I 68 T2 AR S AR 2R VT
FE IR T A R SIS E ALK . eBay! SR A s 25 MG I T, B
SR FH 5 87 B IR 2RV SR T s 43 0l ) L TR () = 55 PR R A TR () = 55 PR AT ]
AR, ARG IE T PR 02 SO VPR D BEAN S B VP . 27 R LR R A6
ANBEA ) 20 Y {525 . Epinions. Amazon KRS E L, MHTA T
HE VPN P EIME .

EigenTrust. PeerTrust Al Managing Trust X 2> i 4744t Wit 34 715 1145 & A7
fifi FISCER o X AR T VAT 20 A 75 3 (DHT) KA RGeH (B4 jisr il —
AMEAEAR B Y RURAEAE RGeSO e PR, AR AS R HE A e mT
DLSEIRAE 255 BN %54 » EigenTrust 42—~ Stanford K224 P2P AL =42
H I E S E B RGE, HRANEAREA T SO AL« BT RO N — A4 )
BARE, 2GR e T P28 b B 1 o PR . BEREE 2 i 2 F BUE
A LSO N IREAR, PR, B AR KRR ) 2 A T ik = TR BRI AT
SR FH IS AT R RHAERE W] A5 B A5 R T I 5515 AT FE J7 120 Ak B Ak 30 B 4] A 8 S 4
AT, BHAEWRRE, AfeA RUe R R4 10 Mk 55 R IR A A S i1

PeerTrust J& — P& TEAT IS SCHAESE, 2R 5 —A H I N A5 (AR
RURJE AR REARE . Tib S SEAERE, € X T =AM AR S5
FIPIAS B Y S AR 1, B 2 I et W U e e 1 45 B, )
(/Y R R P AP ol NVl 7S R 1wl YAl P e = - ol . S R NP N
RN AN AR X 23 555, #1AF BT ST 135 B Z2 A S il 1) /8, JF 4 b 1%
T E DY I TA) PR B A5 A T 7 V2 R A B 5715 A ) B A S WS AT A XU
EHE L 1R 7 VR AN REAT 2% (R ARG IR 25 511 i B3 3 SR AT AR 5 JEAT Bk I 4 4847 0 7
Rio PeerTrust A FHAN ANAHBLRE BE 5t () 7 VR vH T s IHEE v {5 B, A BEAN I 5K
HERF, BT RBURHALLEE () 7 ik o il A H AR BT s RS AR /N e, S {5 A
B BAERAE o

TrustGuard®*'fE PeerTrust [F%Eal FHHT T BRI, IHE%E THRHIRS
Hr PID #EiA8 AR, $RH T DRSS E AT EBAL, XTI K R
SRR RS I AN A5 1 e 2 A STAR AT AR JiE 1EAT B (M 4845 AT 4715 - Managing Trust R 1%
W2 TR T AR R 28U DL T 2 ISE T, RGP R 2R ERIL, T Rk
IS, AT (S . ManagingTrust /] P-Grid 58850 A G AT B 2.
HA AFARB RO T A B A ARE B EE T R i B AT R
T LUN B RIS B AR R AR R S A AT A5 R S B SRt S MG I - 19 R
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] 877 Rk 2 AR R A7 it 7 A B 1 27 A 18 S

MU S BES O AE I T35 19 R AEL O PR A I8 S 1) 7 S At 2 T 219 52
PR S it U e A A

FEORE T JRI B A B2, 4 JR {55 725 RE A B DN 4 1T s S Bl 3R G A0 9 AT W
% DICHAERPE . O LRy, AR T A RAT AN o L T(5 265
DU A R, AR5 2 57 e ME— (S 2 0E, AN TR E S, B
SEAG )T FH 190 285 $0 b B AN B Pk AT R e 0 1 22 S e ik 4 — BUW il . &R
EEBRM RN ST, HTH T 2RNGEEER, 2RESNFERE S
PR R R TR AR . AR B RAE AT A I B A O 4 R B B 1
B K, {540 EigenRep A IR IR 4 Jry s AR IE 2 SR bk, HER AR
B oM (n NARZMMED , XAERAFERE LRRE] T BT i dE. 55—,
WHEAEOUT, AR EE R 1) SR AR SRR S0 B R my 5 A B 1

3. R E B A

N T FRAT AR B SRR [P AR A AL K o3 A, A4 LA B S AR v R e T

IDINITRERI I e /Ny

VI 2 AF AR BRI ] SR 0 5 A AT EARE T, a5 P i 13 S AH
i SRAFIME MBI 155

g ] 5 (R U AT E AL 1) 7 9 2 43 9 6T 1 TR PR 5 25 VA A AT ) =5 45 VR 1B AT
] FRLA N, SRS 1T PP sk 25 ST PR A R A A RV o XA B A
7 eBay 5210 n. o mURREAN NARWT LB AR A5 20 e i Jst B, il S0 LU i 4,
ANBER R Z 5 s E S . — ANk (R 52 A 0 BT A 1 55 PR BT 3841
KRR EEAEVEZ s AR, %W Epinions. Amazon. X425 EE A3k
R A (5 PEM BEAT B, S5 A R A &= duE, i,
HEFESR AL O HERE A5 LB IR SS v B . VP I R AR )56 . P 250
LR R I 7 B A ST 7%, Wl PeerTrust 2 ARTrust %%

2) Al AEtEA TR

A REVEAG TR EEALFE W Rl Bayesian BRI BRI KR AT (maximum
likelihood estimation) A

Bayesian R4 LL T ICHEIFNME NI (@M EE & m) , FIH%
T beta AIAENESSE B (PDF) o Jak (PG E2HE 0 454
A CLART ) A5 ZEAHT K 35 55 VR K3k A o (5 2B LA beta PDF 24 — o4 (a,
B CaFB4rRRHE NS EEM I E D MIERRIR, 83 L beta PDF
ATREME TR B RO, AR AR — /M ZE B4 (5 /0541 Bayesain R4
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i E R 5 N 27 e ST B e VA 798

PR AEZ VAL T — A& BB IR, — MU N RIS T2 2%,
BIX) EigenRep {5 ATALALTHELAA M A A4 =i /¥ 18, Despotovic #1 Aberer 4%
NI T R S KA SR A B PP RS R (T AT R 0. o T4
AT PE, MEF S I T RO I, (HBC 4 O i S
P55 T AR B BT A IR 55 o — N NEI S EL AR AR,
EITIEANREA B A AR I 4T 4

3) Belief 47

Belief #i7[{) LA /& Dempster-Shafe iFEFEIS, fAiFKA D-S HEHE PN,
ZHAB T NS R B E AT EYE, 315 AR R Bk AL 3 i A 40038 11 5 | B 1)
AN, AT AR SEBRAN A o HE 2 07 10 27 AR R I R 6, 2 B AATT AR
7 Belief BEAEIMIERE F, A. Josang HE—B3H T BB, S0 « i
M (Opinion) KF R FMPANE, AXFHFM EMGEEERZEZEE” o £F
MZ R, SRR RS AR R ARk, AT LB DA R AN E ()R] BEPEAE Ny
IR N L B G R T7, k, B 0] UE R M2 H oo
AR RE.

4) FET RO S B

fEAEAE AT DL 8 = ERBORIRES:, 1 SR eR 280 mT ARG ) i 3 A
AMfiE S . D. W. Manchala 7E3CHR[115] 3¢ H T L T B B PG TR RY , 1%8
RIAE L INALAE AT H P (Weighted Trust Surface) FUBCRI{E AT FE (Fuzzy Trust
Surface) MMEEREFE R IR LMAEF S TG R R W, B0 E

BORTZARAE R, TR S AT AL R B R DAFEAT R o AT RURROR KR B4 . ]
BORIHERR AT AR B4 B0k, 4h2a%E. BORIEE LT Zadeh SAHERRN)
(Zadeh’ s Compsitional Rule of Inference) , F KM HRAT AERE B ) 8. SCHR
[8714F P2P A1 Grid 14 A FH AR 40 1) A5 AT AR R A BEATL A o

5) kY

T8 A Bl AR KB I AT AL IR AR T B AR BB (52, IR RBIAIPRZ N
TAR A,

— BE R R AR PR AN AR AT AN R AR (S AR, RANBGE S A
AL T A 0L . 2538 AR 2R 1S 0 DAL g1y fUE 25 10 BRI A AR .
Google [#] PageRank!'Ifll Advogato!" {5 & Sy m T-1X —J. W, —4&4
B WA Z G I — N A TR WD — Mt R . 7E Google Y, i
] —AN W TR 22 B R4 O PageRank B INAE H DOk, 1 AN — N TR R 4R 22
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FE] Bl R 25 B AR R 2 0 AR B 1R 22 A 1 S
BRI 1% M T [F) PageRank.o Y 28 AR ELRAG 2 sl H S AL I A T —
AN, XA F- U BEigenTrust B8, TF5 P2P W 4% H 15 G S AT AE W G AL 13
TR S AMEACAHIRFN R A4, BRI PTA 1 SRR A 2R e E

2.4 INGE

AFERHE AL AR A CAEREAT T4 A2 20 M CAT (5 52 LW AR L,
ARFEL T RATAGAERE L, T TARAE I IEANE BT KB 25 T or S5k
I T M2 RGUF AR E CRTNTR, 08T TS BRI SE . BT
RIS AEAEUE B GRS B, AE 9 T eSS, B SRS S AR A5 1 4
B FE MR BT, IR T =R I TSRS A B AR S AT
PR, ARG THIGES, 4 TEEE B IAE AR Tk,
DY SR IEZ L E 2 EitE
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i E R 5 N 27 e ST B e VA 798

F=ZE HRSNDREEEMEES REREZX

B o3 A1 2R 25 I T A 1 23 A, SAer i o0 A QA o 5222 4 3l 1) B8 U 3R A T
Vi I FACE B, A 2 H I R Hod — AN E W7 1) B SR R
(automated trust negotiation, fHjFK ATN). HAESEMEET-U5 ¥ HI 5 R M LA,
B RE R A AR AR AU ) 5 o SR () A8 LR, SRR A SR T AR T A
AR, HAT, X ATN (WP E G 510 (5 TR 15 1 43 2
BRIV LSRG E F AR 0. ATN SENgE 5 1N A 7] 70 b BT
(e 2 ) S AN AT W SR, — IGO0 T, SRR TE 5 3 20 B 0 00 AT ik
[52]

15 AR A5 23 A RCE WA J7 V5 AL FE AL G2 IR A5 AT Py 75 R 20 A1 Xk B P A7
B30, Bauer® 0 HriA A, A SR 7 vk EAL S AR W i 5 05 s, R RE e ks
B Lk SRS AR SR UE Y s R SRS IR U Il 4 ) S R FH A €
XA PR 5 B Z 4T A5 B AT € L, A1 10 )R IR B8 ) 88 5 ) W FH PR S 4 sl Bl oK
R R e RN Sk K e sl kY e A RS N R P b i R R R T LY =]
HA8%E . 256 LI =J7 e al, PR Fh s o8 5 5 s K S5 U 1) 42 11
HIRRE ), RE ORYME AR -BRURE B, BEREAEIES I E H R IR SR E T
oA R A AT 1) H A5 .

H A — Lot 50 TARER SR 3RATT H BRI A J7 S g vk I8k, an SOk [54]
W e X say AR H T —AME A0 E R, (Z VA S R 21 R
[ 42 1R A5 AR R P4 AR Li 78 SCHR[55] 0 $& HY — i %% U5 U7 1) 428 i1 3 s
RT(role-based trust-management) i 5, SCHRFS BRI 2 M A, (HARE
FREUBAE B YT LiPOYE RT 18 5 10 SERE 30l in 28 (5 AEUE P HoR S R U5 B4
1, (X EEARE SRR E AT A AE I 77k BL B AT E 2 B LAASREXS
15 AT 23 A 2R B 595 LA R R 28 S U 07 Il FIAS AT By v SR S b T S, T2
fife /D — AN Th e A TH R SRS H A TE 5 .

A B ) A5 AR 43 A 2CE B A B ) SE IS 1 S RTP(Role-based Trust
Proving). RTP &5 ML il F: 1) X RT i 5 ATt Fzhgedn e, Ml
RTP 5 [ U7 In] 4% I S W& Be i ZE L2 RT 5 5 A R ) DL /L, v LLE LR 21 A
OUNERA O S EIN M. 2) BEPIEIN Isign 1%, A LLE SCEEHET A
o, HAZFr 2R A A (0 2 AR G A 008 IR, Befs SCHr S AR A 2T . 3)
B RAE AT ) 55 SRS 0 release 1510, AN AT LAFR MG AR UE 15 B AL #E, 124t
MHEARUEB LR BRI S H . 4) A5 AR Wi SEug s 84 0 prove A1 find i3], wJLUE
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i E R 5 N 27 e ST B e VA 798

SUABAE e JE AR, AT a5 Ak B E B R . CEHEIEAIN 4 T RTP i
T HEVER R, 8 ST RTP W5 FHEEUE BRI, 25 7o 5 10 X REIFIE B
TIEF A EEE A S

A TARDLRTP i 5 A IRE, AFILSEH — N ET RTP i 5 EE A X
UEBH B 75 #5292 DPN(distributed proving and negotiation), DPN &Ly i ik A Hu (5 AT 1
P AT RAE AR B, v DAy R 58 A5 A8 0 A sCUE B 55 o Sy AR kA5 ARk 5 R
i SR W R S e SRR, ARV mT DU O OR P AR UE B RUEAE S, IR AR
HHAEER. CEEE RS 7 SR E R R e . AT SRR R
B, HEGE P 7 iEAH L, DPN Bk RE8 A7 Rt Jak /5 A 4 57 I8 [A) R A B

ARFEH 1 AT TAE, 25 2 1545 RTP 5 5 IAESEFE VL. 55 3 71
Jr4H RTP 15 5 (MAE RIS o 55 4 R824 — A RTP 5 5 15 1550 A1 Uk W]
L. e REAE TAE.

3.1 =Tk

DSV 0] 95 1l SR ARk SNSRI SR AR, SR TR U7 A AR (1) 4 AL
FIZHLAG B, STHR[S5~601 AN [ 7 T (B S 4517 K A €6 BB b i e ms LA T+
15 A W 7 SR A2 Bl s U7 A A SR AT O 28 T B A Y 2 B U i) 428 1) SR g 1 7 2K
(O, G5 Wy i el R v e e 1) ME R U ATAE 1 REUT AGARIE TS 4k —A
L5 TS A P RURAS SRS, IR TR B S O 5 TR
HHRISE [ CUAERY, W5 R R 32 A e A ATAE 13 N A2 S M 112

SCHR[55,65,66]1 RGN T RT RINET, 165 MO H SR A (L AL,
4 Bob.Fridend /524K Bob & XM 044 Fridend FIfA . RT iEH5IAT 4
FRIEAT ¥ sdeng, € X T S8t Bob 19551 K (Bob.Fridend(boy)) LA
NOEEREAA 400 Bob B A IF) 22 Jifi(Bob.Friend. Teacher) 25 iR Th g s K [ /A €4, AEALIR
G 3t T 55K o ZIE S B s AN B 5 AR R P I A AR . TP
78 RT 15 5 I FEA F i i A5 Ak 5 00 25 BEAGT U 1) S (1) U5 B3R 4, (HX
PR A R e i e B R BUE A UE I )

SCHR[S110E X T AL G 3 A N BB, A5 AE1E K5 AN I A5 AR UE B #15
K EAFATFUEAD, AR AR UE A 8 IR SR 10 2 SR, ANl 2 T [ 17 3K
J7 RGEEER, E RIS N o W ASTEAR, IR AE TR R, Bl
MMEAE AT L CAS i RT & & #i & i) M N CAS.trust«—CAS.honor #!
CAS.honor<Alice, 7= /& CAS ¥ Alice ANIEN H CLBALTI R L, BEAR A 01t 2
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R 57 Aol 2 e AR A2 I T2 48 S

AT . 2 Alice 1] CAS KiF H CU& HAS TR I, P Z M AL gt i ik
FEn R« 1) Alice & 3% A ilF ¥ 3K (?CAS.trust—Alice) ; 2) CAS iR [A] B 5k
(?CAS.honor<Alice); 3) Alice & i%i% K (?CAS.honor<—Alice); 4) CAS & [Fl{5FiiF
F5(CAS.honor«Alice); 5) Alice KiEf51TiETI(CAS.honor <—Alice); 6) CAS TAIERK,
W KRG AEUE B (CAS truste—Alice). 11 3.1 FioR, WhEaarEiBocb B 1~
B EAHAE K, JE VB P 4~ o)A A5 ATUE . T RTIEF M
0000 SR AR G5 () 43 A s Eh i 7 i BT ATAE PR S AT 15, i
LRI AUITH AR, 5 ERARESHEE.

RGBT RIAAAE QT R R 1) $ZBURSS 2L 214 T TARIRES, XHE
B2 RAT AW A H B4 . XA FEIR 4IRS Kt , AFEEEEEgy
R 25 28 ek 87 P SEAR s 2) (ARG K7 1al AR R BUE AR I, AR A] RE P A R Y
K2 BUBR R AR PR 35 e SR 3) AR AT sk 7 AT AT I A e T, H4
A 2405 SRR ULEC I, HaeE H ZBARM A EEUES, EEIEKR T 8k
R ARG PERE R

Bob 1 BRI )2 CAS PRI 2
Bob.Re~ CAS.R CASReCASS CASS«A
Bob A CAS Bob A CAS
le_7 BobR—A ,
? CASR=A | wiBobR=A
7 CAS.R<—A > 7 CAS.R—A >
¢ CASS—A | Success
? CAS.S—A <
CAS.S<—A
CAS.S<A >
< CAS.R—A M
G AT 3 Al 2CUE B A5 A7 B0 A

Kl 3.1 A5 i 7l
S, CAS IR AR 5] CAS.truste—Alice 114518, H i TG ET
PR IR Ss R EATUR T2 4 45 HEA I SR IEATUE M, A Alice FiT CAS
AT TIRZ TCERIACH AR B 3.1 A7 R/ B2 A5 AR P s b S e 40 A1 2 B B (1
RIS GRS T il KT J1 e S I4EEIE R, Bob 413K (?Bob.R—A)
FL#z M CAS KiE(?CAS.R—A), CAS H B TR 20 K ATk B Ik [=] e 1)

RV Lo SR ARSCHRE 2 AT CE BH (45 AT Wl 7 B8 v 2k
SCHR[52,54,6 710 18 TARAE M A U B 732, SRR BT IR 25 77 i SR 134T
JIFTRE SR AR I, AT A5 AT 28 4418 SR I8 A AT SR 7 S AT W vl £ dH

%43 it



Il 7 8 275 AR R 2 5 A 5 25 A 18 S
PeerAccess 45— A T SCFHEAE AT NAEITE 5, (H'E RBESCHE RT P S H
A FER A, B4 A NS AR I A SE B 77 LujoP il it & X say
LSRR AT TGER], JRg th— A SR WIS, S8 DO R 1 SR EONT
5 AT ARSI 5 4507 a) B A A BE R T T 40 A SR WA R I PERE SR T BBk
RE RGN T H AR SEBL] S ) B U R N AT, ARSI B AU
SR, SkBA g kW A vk i) .

3.2 RTP EEHELE KiEVE

ALE RT W 5 WAL BT RIE K RTP 155, BRI RUE RER SCRHE
FER AT AAEY] S AR B ORI LRI R A s e A5 AR UEFS T BLA Y
AT SR L) (¥ $ 25 44 1O, TR A5 A 15 0 S e L) v R PR 4 — 10 5 3 A T
o ATTE SN RTP 1 5 Prs fiiR R HIAEZE, X5 418 Y i K 1) RTP i

5k

3.2.1 RTP &S &iR4ESE

KB( Knowledge Base)

CRP PH

(Credentials ]
Release Policy) (Proof Hints)

SGP

(ServiceG overningP olicy)

CS PS
(Credential Set) (Proof Set)

K] 3.2 RTP 5= Ja) & - 7 HE 48

TEAF AR R T, 1Y s (principal) R s — M EEFEEL Agent. ‘B ] LA — N AHEK
7N, BB XHE AR BT84 8Ok B AEATIE K KRG PTA T S —NMES No
BN AL A A A REBATRE KB(Knowledge Base)id i Py, RGcH A 15 5511
Ja ATV I AR B A R G )4 SR AN UREE P o BRATTI H ARG AT W i 3R G0 w5 22719 )
JR AR KB SRR VT M4, S ATUE A SR, B4R A uE IS A LL &
FAEM A= ThRE . R IRAT RS KB Wik le— NEH a9 gk, Wik 3.2
Js, EasE AR SRR CRP, RN S AR PH, JiRk557 A 4%
HIH SGP, fEALUEAR4R CS AR 4R 4 PS. Hirp CRP M1 PH #Jk KB KIS/
PR NG, SGP Kk KB 17 I 5 S . 28B4k
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I3 ok 2 R AR R 2RI A ot 27 18 SC
® (A RUEFRORNE SUFE AR a2 1F, PRI A AR IR B RUE(E &

® UL WJE AR H S AT i A I A HE RN, R S AR, I
2RI

® IS5 Uy In) 7 MR AR Y s SCIHE TR E g U Il P2 R o
® (HtRUEHEME PRl M MOl B B A S RS
® A RENE B BN e R IR TR A B 12 R

TR T B R ER AR EANT RTP 155, K 3.3 41 1 45— 155 Org ()RR
SREE, XEBATRAAS I EDW S X, LT /N4 CS 7N H
PR AZ I cs1 Fon Alice A& 10 FH 51 Reg M1 52 . PS I ZRAT7 4516 psl F i Alice
F{E Bob & H OGS« MRS U7 RN s1 B 158 3 53 A A AR 43K T 1000 11
RS2 TS Org IS5 2 MUE B LU M5 S IRE AT 2 1% 15 B AT
s3 BUAE Carla 1% 51— AN BT 5. BATIEBREBORN c1 Fox, HA1)E Org 11
DR HEA $2 MU AR LT A, HLRRAR S TS G 4T3 IEBJE &R pl
TS ATUE T sl AL s2, ZEUFIIHE AL Org ME(EE, IETHEIZA 2
Alice WEE# . p2 FRoRZELEWIFENZ Alice IfE4E, Zilln) CAS Kilk.

BRI CS HLF) PS
csl. Reg(sign). honored «—Alice psl. Alice(Isign).trust «— Bob
HLIIY) SGP

sl. Org(Isign).honored < Reg(lsign).customer(score>1000)
s2. Org(Isign).trust «—Reg(lsign).honored.trust
s3. Org(sign).honored « Carla

PLAL ) CRP
c1.0rg(Isign).release(s2, B, A)«—(Org(Isign).honored«—B N Org(lsign).trust«—A)

PUFIE) PH
pl. Org(lsign).prove( Org(Isign).trust, {csl, s2} , {Alice(Isign).trust})
p2. Org(lsign).find( Alice(sign).trust , CAS)

Kl 3.3 # 1 Org ¥R EB AR E KB
3.22RTPESEX
K 3.4 45T RTP &5 1) BNF ik, FIHMEREH B E - Fer 2 K 3.4

ZECAAT RN TR . RGEPREANT A AR AR ZE Knowledge-base(4),
B =R AR 2 s AR S5U7 IR R, A A SR SO R B JE R R
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YTy e s % N Ra S L B e VA9
1. 5505 1 L) SGP
JIR 5507 ) KO (5) H Sk ERAT 2 A2 ok, RISk &8 4 — AN f, BRI R T (6) 1
PR, —Hf U — AN RbRoR prin, Koz g TSRS M (o 51— MoE
AN S A A f s AL AR, Fo BT AR TR
AHAE, W s TR SR A . 58 A KR IR 5 U5 1) FE 2 s T —
MR, FRT (f <X) (i <X A A, < X)

<set of X>1:1= 3 | <X> <set of X> 1
<list of X >1:=<X>|<X>*“"<listof X > 2
<conj of X>:=<X>|<X>*“N"<conjof X > 3
<Knowledge-base>::= <set of policy-expr> | <set of cred-rele> | < set of proof-hint> 4
<policy-expr>::= <role> “«—” <policy-body> 5
<policy-body>::= <prin> | <conj of role> 6

<role>::= <prin> ( “(sign)” | “(Isign)” ) “.” <role-terms> 7
<role-terms>::= <role-term> | <role-term> “.”” <role-terms> 8
<role-term>::= <role-name> | <role-name> “(” <list of field> *)” 9

1

<field>::= <field-name> <relation> <constant>

<cred-rele>::= <rele-stmt>*“«—"“("<conj of policy-expr>*)”" 11
<rele-stmt>::= <prin> ( “(sign)” | “(Isign)” ) *.” <release-term> 12
<rele-term>::= “release” “(” (<policy-expr>|<cred-rele>)<prin> <prin> *)” 13
<proof-hint>::= <prin> ( “(sign)” | “(Isign)”) “.” (<find-term>|<prove-term>) 14
<find-term>::= “find” “("<role> “,” <prin> *)” 15
<prove-term>::= “prove” “(”(<role>|<rele-stmt>)",’<grp of policy-expr>*,"<grp of role>*“)" 16
<grp of X>::=“{"<list of X >“}” 17

¥l 3.4 RTP 15741 BNF ffii&

AT ER DT RES, EAWMRE: HEERELMONEHEETMAD.
HEB L ALY Asign).R, EHHAET AL A(sign).R, o 4 K775,
R A ATl A (LI (R (8) o A LTI (1)1 FH A (LT R JE ek i A3 5 1 42
Mk, Fom—ANERME, Wl 1A 2 M. A EIi9) it 4 B8 i A (44 R
—HJFVEIRA R, BP0 R FEE A, BUE AT RO R, S e
[Py & o it JE PR A AR S Ee A B Wil 1 sT B, Reg #2715 &%, customer
4, score 2B IEIE A, 1000 28AE, “>"REHEKRR, PP KHR R -
ot s, f,fi- BoRAOEE,

WA B JB T HEE L MM A(sign).R, RN A B INE B BT HOK
IR, WA B JE TIREAMET M A A(lsign).R, FoRHT midd miR S
WA B JET A EXMAEI R, AEGAGAF R T A O S AR A, M
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] 877 Rk 2 AR R A7 it 7 A B 1 27 A 18 S

KA A LT RBEAA AR, BMEAER AR B 5T e S 5ok 3 # %,

G AF AT E SO Ut R A o I RHE A (8 R A LB A 08 X R B4,
ARAT s fUR B SRS B AT VA S AR R AAT,  IX 2 0 RS A4 A0 T I — ik
Ao B 1, B s2 R EAEUET sl DA 458 psl, Org v LLHE i
Org(lsign).trust—Bob K458, WK s2 B 2 38 A 00 50l 1 2 %5 44 i (o )
Org(Isign).trust«—Reg(sign).honored.trust , W I & &5 & A 68 & 7, H
Reg(sign).honored.trust—Bob FAE X R T tHE B I Reg o8 H LA A Reior, A
AE HH e SR A 2

2. fEAEEP R CRP

IRZAEOLT , AFAEIRFR I8 W i Ay B Re = M5 AR B I AR J& I Ry 5 AR E
PRFUERE B NI RS SGP M, CRP FLUAT CS Hh S ATAE S )% H AT
BRI, AT PAH Y R A Rk 2L A AL AN A DB AR UE S TR AR 7R
R A EIERA, )AL T R A DR S ATE D R

{5 AR PR TR (1 1) F R TR I RS T S A W 3 20 s, BTS2 — AR
S5 U7 A E, 2o A 4 B A IS5 U7 ) B0 35 2 I, R TSRl I 1 4
AHEVE R A BT R (12) 1 78 X5 M 2810, A(sign).rele_term 1 A(Isign).rele_term
3 IR TN H A A4 A B T 1 U7 R U, releterm S2 R TSR 0T o B TECKIL I X3 (1.3)
H release H T MSHF R, SO 5y MWD 4. B, KR A4
ATLLE Ry 545 B sl el BRI A (5 AR IR U7 i) B0 K — AN 5, a0 m]
WA 2 FREANAH SG mA5 21

— A AU BESS B AR ZET ) SGP R e OB, 4 oK SCE B 1)
BEBEY, RGEER A RS BB T ARSIl . REGEAEVE T g A0 e rp
(1) CRP ML K CS H B AFUE A SCRETBOM ) . CRP AR THORE B 2R S d
TR R B RN B 3045 2], IR S — 17 RTP 35 5 #EsE N Rt . CS PEE
TE A5 PR TRORE ) L fig MBS R SO A 2, 2o e U I UG )BT ISy, R 4
BN AT LRI, X FEAE AR UE 2544 15 R SRR AT 5B T8O W) 5k Be A A~
RGP GG UE AR5

3. UEW] A AU PH

UEB R RN (14) A S A AR R AR, A 4E 5408 RFHIE
JE R IR, R R TR (15) AL T find FIB 841k, SEEFE A0 R A5 4,
FoRWIARARIE IR SR T R F5 10 A SRR IR R Ii(16) T
prove MBHA N, SHOFEM O f 8IS N ERE BB RE, HEE PS
M e RS, Ron BRI (g A 0 f BN RE 8 AR 5 (KB,
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WA RNEE PS, UL flE TG RS HIPTA M. PRt R AR
BB 2 AR p1 AT p2.

3.3 RTP #EE M NE X
3.3.1 RTP &= H#EMmM

RTP 155 /23t T Datalog © SRS AR R TE 75, Ak — i 8 10 24 2 5 2
RTP i 5 #0&E H . RTP 5 5 50U FHEBEON fhoE 3.1 254 .

EX 3. 1(RTP EFHEEAM) M HE LU N4

1) SEf#EE VI(Variable Instantiation). WIS KN ¢ e Py, P, K555 A HI%N1H
Jig, x h @ h— AR, b MRS R E U AN R, U Py > subyg, subpd K
RO BRGTIE x I 54 ="f < finAfu"s [ifi [ NI, W
subyd="(f <-b)<(f; <-b)A---A(f,, <D)"s

2) ftiEH: RL(Role Link). 1R MM ¢ =<A(Isign).R;<~B” H g P, , N
P, ¢ ¢ =“A(lsign).R;.R; < B(lsign).R;”

3) B HEEL MP(Modus ponens). WIRBN @ =S <« Sy A=A S, "€ Py,
S, Sy -+ S, FVi A FEHEF EAS, - S, e Pyy WPy S

4) ZZ 4 HE SD(Signature derivation). WIR— N EHEZEL MW @ € P,, W
Pi=>d¢', ¢l @ XN AL WK — AR A4 S A IR )
$'ePy, WPy ¢, ¢h¢ XM EHEEEL N,

5) EBEOMIN 1 SR1(Self Releasel). 13N ¢ e Py, ¢ =“B(lsign).release(y,
C,D)yS;A--nS,,”, WP ¢, ¢ =B(sign).release(d , 4, C)”.

6) EBIBOMI 2 SR2(Self Release2). Wik {o,w} < P, , o="B(Isign).release( ¢ ,
C, D)< Sy A-+-AS,,”s w="B(lsign).release(@ , D, E)<~S{ A=A S,”, WP > @,
@ =“B(lsign).release(y, 4, C)”-

TS AAREERE R, SNV S HE RS — R A R, T T
FCE DY RO ) BV L AR o A COE IR IR A R Y 1 A4 45632 B W AR
HACHE R G, W B E UM R WS 4 BN B4 HEBRN AT
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[ P N 2 S LR E I VATES'S
CLAIIE , W1 — 4k A2 AU @ FEFEANTT 55 4 B0, D) @ Sof B (138 B4 R @
A WAE; WR—4 ARSI @ 7275 50 A4 E, W @" XTI H
BN @ AE A BRI, WAL, HEA AN AT A BRSO, H
HHHE S RN A 2440 A BRAS 216 WY 1) LR RE 44 B
CRP F0U) R SRt ) gt BB ISR AS 21 . BRSSO SR 1 7= R 2
WA B R AL C RATI w, W B FRVFTA 1 05 A 5 C B3I B HI#2
Bl ERETBONNI SR2 7F SRI HAEAM F3E— 0 I TERIE B IR AE, &
JEWTRAT 0B BT £ C RATHI @ 25715 2 D, [FIRFZAL D R AT @ 25715 1 E,
W B VAT 55 A K D AR E RATHIN @ 1 BI85 C, LME C Rl S5
Ry Do XFE D AR E AT @ [F3 Bk nT LAV 4-C-D A&%, dEmiik D 153
B B IR AE5E LT LRI NGAMES NG, 42y g e uk W n] e X 3.2
Ziihe
EX 3. 2(HEFIEH), AJRAIHE PLE A 1A HES HN @ 1 HACHAFE—
AMESFFI PP .. Pt P =P, pe P, Hrb PP (0<i<n) i P YifF A
HEFAAA R phit PO, P PYRRN @ F A T HIERFS, RIBA P> @

332RTPETEX

TEX 3. 3(EREER H AR W). %13H)%F P ¥ Herbrand S((H )R w k41
R R T AE(VEHTE H 38 BT M o 2) 25 J5 7 - BB 1) 12 5 o

FIRPER) H LG RG T T T B HE NS, WMARSEH AN, T
e AT AR E AR, KILAIRER H SR w o smRET I Aok &
YERAE R G AT 1 S I AR W g o A SRR H s fdRe vl e SRR 1 i
BRI

TEX 3. 4GNSR ) AJRSNINEE P IR T2 — A8 5700 R iR 1)
EABT={I,|Ae N}, Hib 1, A2JRARE PAE A WS HIRES .

EX 350K |=) W1 NERE PIN—/MERE, 1,72 PAETT N A H 3
BEA,

1 ) ﬁﬂ %%mm” ¢ Z“A(lsign).Rolel.Rolez (-B”ZEé?/}%ﬁ/E% E/‘J%JHLJHU , I |:A ¢ %Effﬂ
Lx; I PIEEA H HER w, 3C(C e N): S;="A(lsign).Role; «C’ecW H.
S>,=“C(Isign).Role, «B”e WV,
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[R5k 2 ARSI T e -2 R 18 3
20 WERHN ¢ =<8 «= Sy A NS, 7 — A VAT AL R E R A,
I |=, ¢ B AR 1, PIOREAMERE W, o Sew, BaJi(1<i<m), S;eW .

3) WR ¢ WAL REKEESELIN, 1[5 @24 HAHXT @ AT 54
WA RN RN BAT R R IE LM @', [ =4 4

4) WP R —ADEEELHN, [ [=p ¢ HHMY P REd 4 41, H
L=p @' @ 3 G XS IZHRE A N

5) WE @ E—ANE, 1=, @XM ERPeD, B =4 ¢ M
FRAERE THE A 19 ni2 D IRisy,

SARIRE P, I =P Y AMCYHERET M Ae N, H1 |=4 Py X
DUN, BATFRMERE 158 P IR, 30k P o B P ORI AT s K R A, A
T SO R G T R B AR PE T LA AE T A M BB R R AL P
NP E B

I I L(BEAE AR ST AR AR P, 1 55 A RN &, i Py > ¢
WP =pdo

WERR: Py, wEIEWFES P PP, PP=PgeP!. FIHHLT
H(0<i<n)5E AR P =, P'(O<i<n), RIGFH PULL PV 5708 1 B00 25 i
B P rhoh L. B P E) PUSATHE SR B R

1) eI, WA AN B AN @ X RRE PAE A 15 SO R, TN @ (1)
T S 45 RBIAE P WA HOS R o DRI S8 T 45 280 0 R0 U % e e PAE
AT RO E

2) FERE . RNy ==A(Isign).R; < B FIFLM @ =<B(Isign).R, < C X} il B¢
PAE AT RN I, Ryl @ AT SEGI ' Rl ¢" HILTE P, rhifdgAS H g Rt
Wb, ERER G E AT @ =“A(Isign).R;.R; < C* W HIAE P, AR H IRt
o BRI o =<A(1sign).R;.R; <—B(Isign).R,” A H..

3) FREHEE, RN =S < Sy A AS,, " WNEEPAEA TR NE, S
S S A GAEESZEMLE S F S So W RIS, HS - S, MBI
P PR H SRR Wb 35S RAE Wk, SRR ¢ S, SR E T
JEo s b dE wrh, BV S AERRE PAE A 15 R EL
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I3 ok 2 R AR R 2RI A ot 27 18 SC
4) A2 AR AT ERETEORE AR £ B A o SCRRAIPTE SC, - D e AT I S (R 4
RXSRE P O3 B

EIE 3. 2( A S5 tE) o SHERSNE P, 1A AT @, WP |=5 ¢ N
Pi— g,

WERR:  ARGEHEBC A2, BRSO AT S (5 A ) 1 S
PRRAE P UE W AR Y, DR b TRVR T RS o SR AT B = HE BE Ik ]
5 —PrigBaE g —#F, T DUEE —FrZ AR R PERIER], R, X AV
HARRETT

3.4 BT RTP 1B S WEES Ak HEYE

HAAIL RTP 8 5 H%F 2L AT 40— R RTP 18 5 S AR 5230 75 A1
A UE AP S DPN(Distributed Proving and Negotiation) [ 5.72%, 30 Mz 515 1 P BE

3.4.1 DPN B £k

DPN #3440l 3.5 s, recursive prove BRECH: H 14 H A543+ H bRt AT1E
W] SR —MEWEBSIE, HIsMERIEAS SGP M—FE A7kt h
FRFS be iy th AUk WY H BRI 1 A0 DR ZE A R0, SR Bt iy 2 e, o ti A e W]
O 44310 5 H s AHIC B0 AT 2 fail W4 5L o BR B 20T H ARSI I 25— H bR
HATIEAT 3), AN HARA N, EYRUEH IR [FI(1T 2). proof locate PRI%K
BN AR S AR £, At oA AR R S kR A SR R SRR s SR AR
proof locate PR 1% H K FH P FRUE B 778 AN HESE (1T 10~19), FIIZFEiE
WHAT 5~9).

A MR A 7 PR AR DL REATIE ], — o 2456 — A HAR AR FR P I (T
10), HFLUFWHEHPRAT 11), JFREREHS S RSN AT 12). 55—
TSR — A B AREE RT3, VLR /S A HERAL N AT (S AU (AT 13), Horp
Rules 1 P A R UUHC IR AR & o S oR HEBERN A (F | RE, PS, RS) %4 45 QL 1k
W JE RN 7, ek tn SRR S S T €0 £ ORI 0T RE & X AR EAH
MR UL PS FIREACHEBHN, B FRUERZ Y fE T RS M t. FiE
UEHIAT BT BER VL AC H A5 S8 M HEEO N AT IR (T 13), e i1 HARSEp14k
(T 14)FFEIHUE (AT 15), WEARUEI B AR ELIE L e HAR(T 16), =7 H bsAl
FOE H AR ERUE B Dy I (AU AR SRR (AT 17), 5 AT — H ARk B RIS S 5%
HUOWEEAT 18)FSARVTHE T — 4 MU (AT 13) 0 Tt SR A b 110 99 Al s 0 U W 0 07
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J g, IR [FIA SR ERAN fail 1 (1T 19).

S

=

O 00 3 O\ WD

11
12

13
14
15
16
17
18
19

1 rule_set recursive prove( list goals)

if(goals = [ ]) then return _L

[h, b] « first(goals)
server <— proof locate(h)

if (server)
if (fail € (a <« rpn_client(server, [h, b])))
return a
B « recursive_prove(rest(goals))
return a U B

If([h, b] € KB)
B «recursive prove(rest(goals))
return B U[h, b]

foreach (h, Rules, P) € PH
p< instantiate (P, b)
if (fail ¢ (a <recursive_prove(p)))
B «recursive prove(rest(goals))
if (fail ¢ B) then return @ U B URules
uncmpt_rs < uncmpt_rs U @ U B URules

return uncmpt_rs  Ufail

PAEBR A, AEBIRY), kAR

[*F—AHER, h Ak, b AR
(AU R KX, 1% ESR AR/

[*IEFEUE B */

8 FH ZE FEUE W O AS A BE*/
PRI, A5 IEUERE, IR [FRE AR */
[AkEE B AL H b/

/%R [RAH S R U */

FARMHERE, HERE KB i/
[AUE R H b/
/*3% 0] KB H) AL */

FUCTCHE RN, o) F A/
/¥ H bR S */

PERF T HARHEA TR R */
PR H bR/

FUEB Y, IR [A] KB R £/
[*UGHEC AR, A0SR AH S Ha %/
[, IR AR RN fail 18/

Kl 3.5 DPN 43 A7 Xk B i 502

proof locate pREMISEILUN] 3.6 72, WEREFAS find Jo AL H Sk ) £

O UCES, R ]S A RS s, AR [EA . Y proof locate 3 [H]—>Y
& server ], recursive prove FRECEATIZFEFEEUE A, SBIE T e A H A
rpn_client(1T 6), AHUAREL ] server ALK, HEEAF server (PR [P R A4S T
RAREE rpn_server MBI 3.6 47, 595U H recursive_prove BN H ARBEATE
B, Jlid negotiation send PR CKE I B 4 AL FEAH KN A2 A2 75 B2 1) 1 JE AR
PPk KI5 SR T . negotiation send BRI U 41 15 AT 1E 5 RE T RS 16 2 25Kk
IR DAE AR UE R R IE &, AL ESRIRUNAGE A%, XFERe e (it
MHEARUEE B LRY

1 address proof locate(h)
2 foreach (I , prin)e PH) 2
3 if (" =h) return prin | 3
4  return L

1 rpn_server( client, q)

a<—recursive _prove )
negotiation_send(client, )

K 3.6 S FEE W A R 5
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IRl 75 7 25 AR R 2B 5 A B T 2218 S
3.4.2 DPN E£ 4R

75 DPN S3krb, RIS 8 A O TR MR, BB R 4
JR R AR E IEA K . DPN S IR L ol LAY RTP 3 5 MU R E A PERS
FPRIE

EH 3.3 (DPN &EEMIERYE) - EETI RS, Wi DPN ke ik
FIHLLES S WAL IR, WEES S 75 RS2 IERIIT .

T U] DPN SAR e, e @ Mg 3. STik[61 15 A5 AT F AR
& EEETIY RERoR 0, RN RN SR R I, SCEER 2
WS BUEAT B A EA R e B 51 3.1 SCHER[SO AT A =RUE W 73k, JF
o T R AR AR UE U P A U 5L, A3 e o 3 3.2,

513 3.1 ((SEEKEREMEEE) « 5 A B TMA0G R (R<A) K HAY
MZERNPE KBy 5 8 A AU R A4 S AT B A — 4 AT 1 A I A 8 R IR

A
2o

SIEE 3.2 X TR A A R )ty e f 1 FH 1R o0 A XS AR B,
RERE— MEEERE P ST IR B g500, e ae /e i iRz P 1)
o3 A A B IE 4518

SCHR[O1 VRS AT UE B R EVE 5 A AT R J5 AR AR = MA, T DPN
S H FR A L) H bR AR ARSI, DA DPN S 2 — AN i ) 4 & AF
WSS B 3.1 WA, fERGM R RARE P A, WRELR S: ReA BT,
WI7E KB, R Al A MM SRR A —4 M A B R 1% 4%, /e it DPN 5% fE
WA LS AR U 4518 S oL, TEHEIEE 3.2 vl 40, BESR DPN Sk Aems 48 4 R 4N
W PHIER] S oL, B AR SRR A XA, DPN HE M RRIE B 4518
S . PR LIS E] DPN SE N se ek e 7

SEH 3.4 (DPN HER5EM) « AFEEDRAST, WERER S KoL, W
DPN SVL etk PIUEHI S5 S IO I o

3.5 LR T

DPN S35 PR s 0 D RC i) 2 4Rk B, R b FR AR A Amzi Prolog W HRTE &
KSLHL DPN 535, Prolog 1 5 A5 B[R IR BRI Amzi SCHF IR W 28 8 45 {1 S AR
. TR DPN Bk rERE, AT T NLLIPJE T RT i 5 464
AR ik, KRG 1484 Backward 503k, U5 A A (08 T A IS8R5 ARIE
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] 877 Rk 2 AR R A7 it 7 A B 1 27 A 18 S
Foo LR 1 N, IR P I BCE R AR . RS A )2
WK BB A O EAZ R 3.7 Fis. —ANBIEOrg) 'S 55, fH5E
HPRTE G R TR FE RS, 5 (0 B D (Reg) LB IR 55 2 AL 45 R 244K
H(Uni Agent). P55 (Org). & i (Reg). KZACHE(Uni Agent) L S EBEAN2 )7 90 5l
1247 B G F P R AR E R I & B B R AR, AR 764 rpn_server
H1 rpn_client.

Org
Staff Honored Reg Trust Level 1
Family Friend Trust Honored Trust Uni agent Level 2

Staff Student| Level 3
Kl 3.7 N H A g i ]

MR VLR 5, PRR SR e DU R D0 N BEATPERELLRS . CIOARARTY AR
AEAFGEUESS, C2) T RGAF R JZIRINA KRR, C3) WRGEAFHR A )=
RIATIRR, C4 WREAF=DZRMPAMERR . EERANMORRT,
A HEEAGEIES, SRR AR . SRR 1000 NHT
g T =2 AORAT AR MG, b01R Org WKRE T AM OIS . Wi
45 TR A CZIRANE], e AT R 5518 K 70 5 2 ORI Q1. Q2 AT Q3
KBTS

S AEDU R D0 B 2 R IR S AR R SR AT AR PR RIER, Zevh PR 5
AP B IS AT I AT R TR A B B 1] 3.8 ATE 3.9 P AEANGAFAR AR UE 1
TOLE, PARPSERERS S — SRR AR AR SR A AT R 9 AS L, #o8 3 IR R
VSR U e — AN E IR, Backward SVRAZ BG4 X, 1 DPN 535 18
2 e RUEATE K2 8w, DPN 5% e Backward S8R0 EQAFAS (TR
BRI, AT AR R BRI — )2, DPN 5548 Bk H0s /b 2. % Backward
Tk, MG R MEORRN, B 15 MG 2R A R RN,
BESGIN— R A AR, R IRED 2. WAGAFEATIE B S 80N A kA |
RBOBD LB AT LRI, G2 AR AR UE TS 55t DPN SE A 2. XN EIE
LW BE AT A SR AR U S
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—>X—DPN Q3 —<— Backward Q3
—*k—DPN Q2 —aA— Backward Q7
—+—DPN Q1 —=— Backward Q1]
0.12 r
. 0.1
2
~ 0.08 -
=
=
= 0.06
=
ZE 0.04
=
0.02 r
0
Cl C2 C3 C4

4 3.8 WRREE IS AT IR T
3.8 Woskids DPN 5Lk Backward 50548 BB gk, SEL N R) 4 )L F-
JRLEGIEAD, doemdib 50%. IX BT PIRF S 18472808 B SR A LR
PRIE o TN PIRP VAT BB [F] (%, Backward 59413217 I a] b DPN 57
P, IXFE O DPN SLA 347 5 2 (R UM DS BCEA TR BIE W o i ttn] AR AR
o AR S R D L DS S ¥ A o

OBackward_Q3 @mDPN_Q3
@ Backward_Q2 BDPN_Q2
@ Backward_Q1 ODPN_Q1

| |
C1 C2 C3 C4

K 3.9 PIRH LA AL

| |

3.6 /N

VR bt 22 I YR Uy ) B B B2k —, AZMEIE i R T RS R
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2 AU IR 42 SRR A AR P Al S, R RE e A BCE AR B AR . AR CT
WIFFC R P I [ 5 AT AT SRR AT B R ) RTP 1555, 8 m AR AT 20 A1 Gk
W5k, XSG, R AR S B G i BE H %R, &=
I T RTP 5 (TEVRANTE SCUL S Y & BEAT A5 AR A AR B P T A B0, s
RWIZAL R S RTP 155 (D) BE HEUAR S B ARV B 5 A AR RESR T

MATAR 2 N e AR IR A 4 (s D0 R TS AR, AEIIEAE
UEFSREBO NS I 15 AR UE ok BRI S etk o 125 AR, AR /E RTP
155 A1 DPN SRR L, SIS AT UE 15 I3 BORSCRE, 0 Bl A AT UE 15 A2
TIETERINE SRS S AMEAERI AT AR T ARG A 24 L SRS AL )
B TR IRBOR s PRAEAS AR B K — S0P SO F AU i RGUR IR 3R, Al Hs
T REIX 7 HIRIRIE 5 o
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FOE ETTARENEEENMRESITERE

It 555 L WK P9 1 2 190 28 3 A PR T A i, T 1) O 55 £ 194 2 T2 P LA R i 4l ) 5%
PWILE ARG 2 HE, IR S, X EZ I R g s,
S AR BA AR PEAEAE S BUIR S5 8 28 TOiR IR 55 4R 18 R KRAT 5 IR ALV
P IR 2 AR R S 1 AR ™ R XS AT 342 15 28 48 A e 55 e
S a5 1 R AT LA BT O TP S R G5 DL P R R IR I 2R .
T RGNS VAL AR 55 BRI A I A e, 5 B A5 AR BRIE B Db FR 27
ARBTG5 E R RMEEAENRE . LA LHPThRE, €
AR 2 AU T 2 R oAl sUR SR > 5087 88951221 g Agent /607N,
%ﬂ: Web E,(JH&'%[‘)Z,%,IW] ﬂﬁﬁg\%w&wé,nm%o

HAER N LAT IR PR RIN AR AR G . EE LR,
B ) DU R4 AT TR 5. ARAE VPN 2 8 B 20 D3 K LA AR VPl AT AR 9
1525 S RS AR VRN O T e TH S BB 5T, S TR TR A5 20 B0,
AR ] PR R AL, Bayesian ARALCYBL KL TUEHE ()5 AL OO S, AL
EAE A — A B LA E PER A THE . RS A L — DR A VA,
{EHUA RX LS AR K 2 2 T MR AL T E ) o0 — 2 b MR Al 7 2.
2 CaE R A TE s 22 m] LA (5 25 A THE A B S5 B E 2 T 1 22, EAE
FEARGP A LU SR E M . B, R SS BEUR E S  SR 55 R A
90%, —MIRSFIHIE 4 5z TIAEAT T RKNFHSLE, JHRYE B 29
SORFZ GRIR AR ZHE A E N 70% . BT A5 BB ANESCRAVPAG B 4 XHizfE2
METHE R ZEAT PPN, IR RN A R (DI A BERTE B Car R fE 2
METHEIAERA T, DAt AN REA A2 1% 2 KRR P AR I AR 2 VP Al S Pt (2)
VS E A RGBS THEANE A S)OBUAGR A e A A B I, 4 A B
IO Q0] 2R 2% £ 28 I T T E A5 2 SE R AR (1015 25 VP A o

KT R R ARG H AR 2 LA R AR N () 5 Ay 580881081,
(A% AR G B A5 2 R O T XA L, AR 2 05T A3
RETHAE 2 ST Al A5 BRI R S5t R 1) B Bt 4 BE T B i iR Ak
RE B IR A5 FEN O B TR AR A P A5 OO B e AN AR B Fry T £ 1591,
XL R BEE S AR B B AN B RTE A R G L R AR
RIEIOI08 - p F B — 2 \ S B (S B0, XA B B 4 R 5 B B o )
HEZ TCVA SO o ATV IX LR AN i 1)l A5 BER B 2 BT LLXE AR
J RLAE T AN (R 2R 45 5 VR Z X @ P HEM B 1S RF o BTN IR 5 ¥ 7 oy ddk
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I3 ok 2 R AR R 2RI A ot 27 18 SC
I IRGER A, AHIX PRI ZRE S T i B G RN BRI 2L At, A D O R A

N TV MR EEE, RENH T P 2t 5 /~-BHR RLM (Robust
Linear Markov) {5 2884 . 24500 (1) 3= 22 oa ik € 5 -

1. RLM BEALRAS ZE0PAl 275 B B A 25 Al vHE AV 25l oE 7 2 41 i) — 4o
41, IR ZNE B R E UG BRSBTS T — B 5 2Kk}
RidFe .

2. BEASRH R /R BT VAR AR 2 I A5t I S it 7 ZEIX MR S 4
RIR & RE TR LI — A IE 0 B 05 2R AL (15 o 2R BT RE 0% S HE
BEAYFE— 20 SR FAARH AR (1) 8 T 43 A AR A 5 A S I i

3. Wil T M@ AR 7. A TR BT I sh A28, B
46K H EM (Expectation Maximization)Z 5l 117775, & fe B3/ A1 24 1 15 g
T 7 25 TR — AN S BHE I Em ;. /8 EM JEAE b, BIASEE— R 2k
TABRCBARTEG 1 SOBAST I 7 9%, RT RARE— DA S I R B

RLM {52 B MR IR RBER G TR i T gt B . J3RA 150,
RLM & 55— 0] DIPEASE 2k 1E 7 205 20, e Ree 45 ol A Tk ff 1) 15 25
PPt J34h, AT -RIR & ARG J715 LU B R R v T7 1 e 8 HIRABIEE 7= X A5t )
Wiy, Jffe A FEHIE L RS E R 25, B AN ROE S

AT FE A AR TAE, B RIM (F 288, 38— A RR2fE
ERBERGTTE, FEIUHRE EM ZHUHE LA EE TR 50 1 S A U 7 v,
RLM BRI SIS BT A2 568 T, e e AN E (RS 4 o

4.1 fARITAE

S Uk

HEARGUE PR B I B FE AR VP R ST D T A BRI
{525, Song %5 N7VR| FIBOHIZ SELI R PPA (526, RIS A5 26 A —4LR b
RN MHFP R S ME. 1T Bayesian 2 RGP, (G2 MG R Beta
BER AR . RAGVANSE: B IEREE R o AR IIET IR 45 R
o MR Beta MER D ATRREL, IR MEZE T E SO oo+ 1/o+ f+2 - Wang F5A
PORRLAR 25 5 U — A =S & dl(b, d, vy, I =ANSH0 BRI 2
Ry BHRET R A SAIE S R . S35 00 Bl = AME AR T LUR I, A
TR B AL — DB LA E R GE T . IX SRR s T 52 Al THE I 5
—AEREEE: FEET 2 P FERA T RLM S22 b, (52 PP b
5T SCAAEZBATVHEAVEZAL VU7 245, H RLM RS e [A] 0] 9 2 HEA T BRER VP
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fitio

N T REMS R A E BT, A BRI MR G 554 25 IR AT R 1R IE A 45 S OR
SR U, S AT B AN KSR A T AR A 5 B, TS AT eBay .
£ Bayesian {525 240 Vb, (52 OBV S50 A RAS B IR TE R &5 SR 4 S A
REEREL EATEE AN T SR SR RE S o BB e FIRIRATAT LA
A Bayesian {5 2R A AN LR —MAT NI G U7k BARARINI 7545 5 R
B R, A S O RS A R B, LR D6 e B R 1 5
AR /R B R BER A 77k, E R s e 5 7 22X AN S $ s s 25 I
TR IR MR, AT i S RERE— 20 IR A e v I 4 AR LA 5 s i et

N THRTE A CRE B e AT AR, —ARRET AUR T REAE
HE RGP IR RN R0 Sk, ARZ W50 TAER A R0 AT (5 B R e s X
PRAE R AR FE P OB . 63 TS AT I S i T 4 P B0 i, Sk 1 REAN T A
(T A5 235 I R AT A R T A5 B, e AT TR T AU A R B e o X Mn]
FEJT AR L R OL R R RERA R R ot — AN Sl R R 1 R 45 T 3R A
REMEE, HEHRRERBIRZ LT A OSSN TR RES R b, AT
ANMRFEBLE R AT 45 5 Il PSM (personalized similarity)®® o1, & 7 PRAhsk A3 A v
(525 BRGS0 W o PR B BT A v KT R G0 F- ey S5 20N i AH
IPE. PSM J5 kIR B A& T A W T B AE T 5 v ST R R G A S VRN
KPP RG4S SR A AT A B AE S B B A AR MR A o e 1A mT A T e 46
Yu % A2 WMA (Weighted Majority Algorithm)BU1 J51:, LA Whitby %5 A2
HH PR = B A BRIV o X RN T VA BN I R BEE — S S, XA S B
N AR SR E . ATE, FRATRA EM S0 DU L TR B B0 (1) S Uk 36 7 vk
KALRHP U )BT . 734h, EM Sk a] LU 32 0l i 5 S5 AT AR v S AR
S8, Ll NN BT S

4.2 RLM {5 &R

WP EENEERG U R AE BT TR . RGEH T
EA AT A A RO AR 2 BB T, T A5 2 R 20 U P SR R I R 5 2
ASTE (1) H bt 4 Bt (A5 2 SO . BB VP AN 2 nT LAAS R B b e i 21047
RVPAL AT RN S, 2% PPl Al ORI RIM A5 2B PP A 6 G A T 2P
fitio

USRS O T mAT A SR IR, A — AT R AR B A T B
FEZ T AT A MIRER G A THE, IR BAT IR e HE R 3R E A2 DAl
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B AR R, Bl IH e 2 VE A2 SO A He 0 764
rep={(R),PY» (R) MMM, PR HMIIORI 7%, SRmE2
VM (R) RME S 2CSA R 2 I3 . FIRE, — 10 T LUK A O3 PEA
RGP R BURIE S IUE A, PRI Rt L A
B RSRHHID MRBOTZE (R E72)

T A SO, TRV T LA 970 B B I
BRI R A28 R & BRI T f, = e )s 2
Hl €, 4P BIRORR MU A R R % o AERCEI R 5 VA %15 AR S
(526 REATAN T IR o 2% P AT VPR, JLRRROL T, 28
R A L RO 2 I ZESAT o (0L 01T SR R £ LS 0 R LA A
SefAE L, LS BRI EDYE IR 6, DRLCHE R 2540 H 1 S B 2 R 25
AL R CEABAEE S o TR PRI AR BB M9 R 0T 5
B0 0 0, DRI 035 26 RN FUSIE 35 262 T )56 5 300

z, =R, +q,  where q, ~ Normal(0,0,) 4.1)

XFF AR RS TR, BB LR S A B R MBI RS . AE STt HE
B, AR AV A o PR K i I R 8 ] A, RIS 25 AR e 1) A o
5 CHrifs B i) RSN LMt CGRrREEGTHED M (F2 I
WO PoE. A THEPUZA T, AR 22N HAK I 2ttt B AR RRE RS
s, IR HEMIE R, BRI A B R P e v 1 R UA RSB ok i A 2%
RS A, T AR GRS A U RT LR JR3 s AL () VR AT ALy A T 4
N A UALAAL B, 19 R ISR B R, vl A — B2tk B [R5 R e 38 -

R, = AR, ,+w, where w, ~ Normal(0,W,) (4.2)

A IR 1, W, RAEEHIMEE £, AN41 M42 8T —
AL EWRESZE ), BRrp ARR IR R WA 4.1 P, b 15 Y s 528
ARG HbrAz R, XU B R R B A5 2 S B, R R iy BEAHE T
NS HE 4.1 AT DUREL RIM S BB R T N ERS B /R BRI R, A
RP RGNS R, & ARFIFPIRGSAL B o JATHY H AR MBI AR A3 2452 R, 1A
THE, JFPPE A THE R T 22 B, 1A~ il R R 8 B AT
AR, MBS A, O Mlw, T shZSHE, FFREIRIEEE B, RORAE
FIIT A4
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Reputation
State

Observation
(Feedback)

K 4.1 RLM {5 ZH 8 ] 451

4.3 RIRERBRE

7E RLM {5 2R i, (520 R IS AL FE 2 R A5 2 S B 2 VAl 16
R RIRKSUEPE T LRGN m i RGN AL T T, e A4 H bR &R
GORS MBI Z TP, T RLM 520 B L MEARE, DR A R R
IR B YEPIT VLR IR BRSSP IF AT (H B IR & . KRB RGHEERETT
VAT DA G 2 R, 15 /NS T ZE AT FERENE [ R A 2 Ak VHE I 0y 2 B it
ITVPAL . SEE SRS, T R/RS G TIERENE T 250 i )7 22 k7 il —
AN SRR, n] DU B PR G v I R R SR HE SRR, AT BEHR TR
572 Rt Bt o

TEIBAT RIR B B G 20T, BB ESE 4,0, U w B 2, EATH
R — 15 AT AR A U AT o BN R, R FLSE BHE R, M JE B Al v
PR AE BT 22 P R RAGTHE, <ottt i . SRR RS UEETT
FAE WM E DR AR E R, RLM {5 2 BRI R AN R 7K 2
KRG LB LI A3 4.3~4.7 5& Lo

R R

R/L =4, <Rk—1> (4.3)
Pk, = Aszc—l +W, (4.4)

(EHER TR, SO RLM B U7 S B0 (2 28 58 8 R, RV 2 A7
KB N T RS RR BB A T, A S AT THEL (R, ) BEh 0.5,
BRI E AR FUEVE A S RIS 5 TN B e (5 R ORI 467 22 By B
0.01, X FRFA VA WA R AL (R, ) (e AR RES,

EHD R
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S, =F+0, (4.5)
! P, /
Qg}:Rk+§£@k—Rg (4.6)
k
P :%Pk’ 4.7)

k

RSB, BERE RBHE 2 z, s MUEZAGTHME T 2. A
4.5 P HAEEEIHMERRE T2 S, « AR 4.6 1, (HE IR A THER AR &
BB 2 (2, — Ry) LARAR 2 BT =R B8 7 2 I ELR P, /S, ki, M
AR 4.5 ] LUK —AME 2 B 5 77 22 O, IRK, B4 B[S, TN,
NI B R 2 A AR A 4.6 P E IR EAG THE (R, ) T RAR/N KI5 o
DRI AT Pl AAS 2 LR S BE

SEFE 4.1 7F RLM {525y, QU528 St f) (Wi 07 22 LU AR 258 A5t f, K,
O >0,, MATER/RERBEEG, F25REf 0 B ARG THE (R) 1520
KLl £, e

o
S

SERL 4.1 YHTER/R 2 R G ik, BATRT DRI R 7 22 Q) XA
SRR AT 2 BRI SE B 5 o XS T R MR AT 19 RLM AR e 4% S Rp
BE— B IEARY R UARPUE B AE B Rt iit . e A 4.7 1, 27 22 vEG
{8 B AR (5 205 7 2 R B 5 2L R Q, /S, R, TATTAT LAFS 2 R 1 ¢
TR 7 ZE VA 1 e

SEE 42 WRWAE G £ L, AR E SRS RS
(A4 =AHwW, =w,) , (ARG fAERARGEETT 2 (Q;> 02, IBATERA
HEORE T, 4 RLM B BIR A 52X A KBS, A5 £, ¥4 S B0 1E 207
A BRIV 7 22, RO T8 045 25 0E Ak, Py > Pos

EH: MEANDEERG A, EEMEAEARSY, B
A =AW =WMH0 >0,. AR 45 HATUKI S = S, , M

|

0fS, > 0ufS, , WA 47 WA, KK GEAE RIS Py, Bk

4Rk,
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B HAR 0T S0 B 1 2 7 i 30
4.4 fHE RLM AR Y

TESRGARE R B IR 2RGS0, BT e B 3 &S5
B4, O Mw, . 55, FEEMSEHHELRET, 2% EEA REHE, AR
S HRAH R HERE ) ey « AR 1 25/ 44 EM (Expectation Maximization) Z4§ H 3]
RUEEE W T— M AREE BN B, 25350 BL A 38 BRI (1) 5200 o
2, TATPEEA A TR 1) BRI 7V, e n] DAARBTRE A AR5 2 ME
NAAEE R BT Z WSS R T

4.4.1 BESHRE

EGEVHEN B T, BB ZE00T L Expectation Maximization (EM)
FEATRCE . EM S8 — M KR Tk, BT LAgs th 28 B N1 5 2%
flithe J34h, EM BRI DUIRPTHE 8 2 A5 2 SOt i) Bt

XTI R 24, TRATTI H ARt e #6518 10 2 20l LU LR JR 4 4 A 16 ]
Bk, B AR B TP AU X BT REVE log p (R ) » ARIEECE T
gEIRL, R BEME R R R R XN

log p (Rl;N»Zl:N ) = Zil log p (Zi ‘Ri)
+ZiN=1 logp(Ri Ri_1)+10g ?(R,)

TEAREARA A Ry TGO, U T EAR R 5 kB o KAl BB X Hon] fig
PRI HUE. Hi TEZIRESFHIAE RLM B R AT, FEIREAR T TRk
fit, P AI 4.8 ARef HBGE N BUE 7R BEXIX ML, AER EM £
Heflivt Jrik e EM HAE AR 4.8 Wi KA n) @il AR Bl — M5 ZHIR BB S AT P
KRR ), B 3 EAHE Expectation 22 B M1 Maximization 2P %8 . {F Expectation
B, EM vHSECH A 2R AT BEME 0 A : /E Maximization 23R, EM J5ik
B R SR T R, AT B RS 2 RS R A R ] e

7 RLM B eh, — AN EEURR AR a2 {5 25 S I L 2 (5 28 it 7 21X AN k. %
JERPEWS 7 T N Ge] SR S vt LLASE DAL 2 BE 6 45 21 SE A T e A5 25 0Pk o Ol T g
U ARIAE 2 AT 2 BT SRR SE MR, AR TR GE EM 7R RE, 39
PRI — BB, Pl SV AMER RS, =z ] BM ST
K zAT — IR & =PRI AR, SRR A AT

Initialization Step

(4.8)
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O,=c, A =LW, =p
Expectation Step
=W +0 4.9)
(RY=(W,"4(R, )+0,'z)/%, 4.10)
Maximization Step

A = RXR I (R D)

(4.11)
I «—« 5
0, 72,.:1 (z,—(R)) w12
LSRRy AR )Y
Wk - k Zi:1(<Rl> A1<Rl—l>) (413)

TESE IR B, {5725 IR e 5 T 22 B AR 2 ROBUT 72 € o« FRATTR
BORTIAE 2 RS ER AT G ZOIRAS A AR, PRI 2R T v a4 o 1.
X TR B A T ZEIHIARAE B 5 T RS VAL 2 0 (5 AT A58 1 BAR TP AL 170 72
MUSERBEAREN, B NAZBEN 0.01, NN 10-45%), fES) Expectation
AR, FVEMAE S EE R A At SR E A A THE (R, ) o /E Maximization
AR, SEARE SOHE B 2 AR THE (R, W ZE B S S HUE, D
KAF RS A B AT RedE

76 EM Sk, i@t PAF E B, Maximization 53] LA H shiddt — ARG 2
Bt RLM AR (K520

FEH 4.3 /F RLM {HE B, L — AN R 2 SRR SO & ) R i
BAE, MRA SN ) R T 22, A5 EA W IEFEEZE B, EM 2508
SRR o Al 20 B SO (5 2 BB 2R ) 53 0 B /)N

WER: X T —ASEEEE R £, R DUEARESAR T A R BHE 2
Zyy MBA—BIGOUR, ZRHE B S EZANTHE (R, ) B ZE K2 LU A IR
RBHEZAE R XA TE R (2, — (R, ) T8 EM FIAG BT f, e
— AN KRGS T ZEZZHQ, (A 4.12) o EH 4.1 SH—MEE R R
Tt 7 ZEOR, BN B AR A A VB S IR o PRI T AN AR A B
BAE BAR AR 2 R, BN B 2AE B VAl RS2 K 25 B — AN IR AR Ui
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R EM SLE ] LUE € B 4.3 RPTA0 R B ey, (Bre 57 g5 v
RENE PO S Bty e 55 1 T ik A -

EH 44 AE RLM fFERR R, IR AR R BUR & W S B 20—
AR, AT 1% R R 2 e () S B 28, T8I EM 80U
5, PR RHE AR R AF A VAL P AR KRS o

R X T AR B R S BOREAT MR S50 22 € (I 0D
£ EM S0k, ZHURE M5 22 0, Biinte h ¢ o A3 4.10, —MRAKK
Co AN Q, Fg 22 3 BURBUR EAE Zp AR5 B A THE (R W AT AARKLE S . T 2 AT
(R y AFAERX B ICIRIE IR, T8 SRS 2 2 Wl i B LSS 2 R, » e RS
BRI (R, RZE (2, — (R, ) #IE AR, EH 2 FHAR 4.12 GG
i 72 QRN WITARYE 2 BE 4.1, FRATAT LA 32 B 4.4 PS5 8.

4.4.2 EE IR

fEE R, TR T EM SRR b 3 A SRR . 7EH
UM BT, AT EM ST LU T 2 B 5 77 223 2 MOk A A 7
R B 2RI B, H BT A R B . R AR
TR AR, A R 2O T, RS T A3 R A
BN ST, TR R, TRATH RLM {52608 b Rk & R 6.

TR A, KSR EM SEVE LT R T 1 0
R BRI . 25 4.3 T, MBI AMER RS, = {z0e ), A
B AT AME S (R, - EEA BB HO: 0526 B IS0,
R 260 2, AT (R, ) HO SR M — A 0, 712k B +Q, i)
A, J0d Pl R QEA RS, O, th EM S .

W T BRI R R, R T VA VA R B R R 2 A
27 1) o A TG S BT o, JRAI 7 B S A R BB
KW L E RS

Pz, ~(R)|21,|H,)=a. (4.14)

WS HO WIU (2, — (R ) IR AN 0, %0 B +0, IIEAS
1, DUHTRAT AT LLE 3]
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P(lz, ~(R)| 2 4 |H, ) =2%x0(t, /B + O, ) (4.15)

o o(x)=1-0(x) , 1 &(x) /& — A bx HEIE 2 9 A0 1 R B A R 3L
CDF(cumulative distribution function). il it A 3 4.14 F1 4.15, FAIE T FE 0T LAAG 2]

t, =P +0,07(a/2) (4.16)

U R SRR 2 A B THE (R, IR 22 T B £ » WA BT
I, % S BERAOA E A R R B, T BT i B AR 2 RS S R s .
SefG UL, AN IEF IR ROt ] e I R R Bt XK BB . R
B P BB A (1 2 2 VR o nTRABINEC R CERRR B k) , HE
A2 TR I 1 IS 00 I B o ARG S P71, M KT o B 5% AT LA
FLPHPEAMBRH 2 T AP, DREAS 52 oK o 0 5%

FE £/ EM Skrh, — AN R B AT LUK B s 22 o — MRARAH
M RE S BB R (R PERE o 52 R 4.5 KE WKL T B R 56 1 S A5RS04 e g 1A
YL DG

EH 45 £ RLM fFEER A, WA ASB R BER e M ) BT Z 3808 — A4
PO AR AR AR, IR e A A S ¥ 3O T A 5 1) e (s 6 P o 55 e st
Tl

R P ASBREE R S, BBes A SRR R BT %=
¢, o HER 4.4 IEMEATHT LUK, —DEARK ¢ F 2 FEAK 412 7744
HNPEERE S TT 7 Q, « MRAEEH 4.2, HAKSH O Kt —LIBARX 47
TR AN NEEAN T T EPOHE B o 25 L, —ANENMY o B AN
NE B, +Q, » THEAG FEA I 416 THEH A BN RRTIIE £ o DL, BN
A0 i (2 A e it S e e A o

4.5 LRSIt B

FEATT . BATRAE DB TS RLM A5 BRI PERE . FEU
(R 25 U E SR B 8 I 3 945 2 R A B R ot FRATDRF R AT = 4 5256 K VP Al
RLM H B A R0 IR AT

4.5.1 KT IEFIEHR
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FEARFERIUSLIG T, REAME 20T SRR PR R g b 1 e R T 1000 X
FEAZH, B TR A3 AIH T LR 1000 /M5 2 [ i5t, X BE 4>
DA BRI VP M R . ERRIR GRS A T, AR s 1) ST ZE RN A b
BAVR TS5 B A AL VU B W e AE 0.6 A1 1.4 2 [a), RIS AUAS R AS 1L 4 26 AN
A H S E AL 40%. T340, BATTEE T AU SEAR B ) e/ N Rl
KAE Sk 0.1 F 1.

TERFR S G, BEA Y RS G AR, SLR g B A P (5 25
Rt IEH RGRCE R R W 1EH R R AN A B AT A . (R
SEN A, AR R ARG, BRI — AN I HER S AN REZS H
SEAIEM IS B R A5 I SEsG T, 1E W R 5HE 2 B S 5 EE A — N4
h I e T A NS B o R ) T A SR R AN IS AR R ke, P k
S M T M LLBIR T, o MR T AL, SER R k IIIUE R 1. 2 Bl 3,
NI BE A IR AN 7] 1) S 15t 6 RLM A5 AR 5 o bl 105 2 e e — A 0L
AHEPEAE, PRI TT 2 o RN 0.01, X E R — AR,

12 :

Real Reputation
1% ox X x Feeback i
‘ — RLM Predicted Reputation

0.8l | % X g
[ | X | £ x
0.6 \ x i .

- X X < X ‘ X )

0.4 Uik, x ¥ kY ‘ F R *

“ w X %A ! X i :
02L x XX% x X ! ><><><>< Xox X : 1 % y ¥ X

« XX 3 X o X X

X XX i o X
or ! ! .
X
02 \ \ \ \ \ \ \ \ \
0 100 200 300 400 500 600 700 800 900 1000

Feedback Sessions
B 4.2 WY SRS R SBUE A AT RLM B 25 Y (45 2 A e
FE_ LSO AR T IR R AT, FRATTIE IS 73 S R A TR Bl 5 S 1t
SR, CBRERBIER ] p, &R, BRI 10%, 20%80# 30%,
M BEIIRAN [ EE A 08 2 S SRR R R 5 o SR S Bt ] LAy AP . 25
BRI S AN B AR SRS S AR BRI I R, e A B
KT 0.5, MBAERP AN T BB, 5B R AR XH[0.5, 11 AN
B s 75 e 08 o 88 TR AR S A5, A 2 (EDRE A2 D X TR [0, 0.57H IR RS BEHLAE
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ESNITE RS 5 NN 2| R B L e e A7 e

H T RERT A Z BRI, FRATTRE EERR Y R LU $8d5: LB (B 1%
A CBD o — AP SR 78— AN LAz A AR 4 8 i St 1y — AN BA
PE S ABER 7 — AN AR 52 () TE Bt o AR TOASE 28 v H R 44 s A5 H 2 )
Hn, M, o —AMEEAE RAGER R — AN IR R BRSSO L 5 A I Ay 8 i B At
0> L PH P SO s — AN B IR AT U0 oA ) o 3 B it o B WSS 28 v S S R AR
FHAE S B H 350 0 my, A n o ABBHPE R FPR(false positive rate) &7~ B8 A 4
BRI B3t by AT I S B LR, el e SO FPR =y, [n, 5 [RJER, FCBHPE
2 TPR(true positive rate) 7 IEAARL I A BH 1 ¥ S 45t v P 2% = R st i b 2,
EHHE XK TPR =n, [n, o

4.5.2 RLM =B B9 B 314

0.8
S 06}
L
c
O 04+
o
kS
0'__ 0.2+
‘e Se® o
i R SRS AR R B Seadasd SalBoR:
0 100 200 300 400 500 600 700 800 900 1000

Feedback Sessions
P 4.3 RLM Y 28 H AR 25 A (DM S 2 2 ) 3

N TR (AT 25, AN SOREAE B G R RS A BB RLM A
REEATINGR e 3B 452 S Ast, PR A RLM A5 2B oS PP At o)
GGV, IPXZAS B VHE I 7 Z AT VP AL o DRI A R eIl
e RLM AR B Al HEAS B v 2 AN R PRI R R RE T« AR5 415K
Wortt, AT RO T N 1o, BRI p, = 0. K42 2
AFIFT RLM BRI HES (S RIS 5, R SRR
G A H A RS AR, A AT 5 Rl e 1 SO e, RS th RLM A
RIGE R 2AG V. BTl DUAEL, RV U B SR 2 AR IX 1000 M4 H
G AR AR, 1 HASE R R GHERAMER, RLM B RAEME 45 AR LS
MIEEVPG . AERZHCRESACH T, RLM BERLLS H 5 245 VMRS AU S0
EAEAARR L, UBHCRENR A HLMES 7. K 4.3 Bonit BydE 21l
A RLM AR Z5 H (5 B A VB T iR 2, T DU IR K E )R Z2 8/ T 0.05.
K 4.2 FTE 4.3 #RUEH] T RLM {5 BB BEMS AR LT A DPAG — A5 i A5 B Al T
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Il 7 8 275 AR R 2 5 A 5 25 A 18 S

RLM {5 2RI ER T gy IS A THE AL, 3B BEE [ I 15 24k v i 7 22
P ATV o FRATTR RLM BB PR H A5 25 o1 7 008 RLM At 77 2 (RLM
estimated Prediction Variance) . [A]JH, tH& I AERYZE H 005 20 vHE AN B s (i 2%
{H2Z IR R B S 11 77 22 (Real Prediction Variance) o & 4.4 878 T IX PR 11 7 %
IR ER, AIEUKIL RLM (52 B e A R ) PRk 5 25 Ak v 7 22« Aeg i i) 200 4
R, ST E A RKHA, (HAERERRZHHS LS, PG
7 RN . X EE ) RLM BB AR 2 A7 A g I anfb ok o B, 1K 2
BAEAT — BN TR A RETH B e AT 5

x10°

7

Real Prediction Variance

61 RLM Estimated Prediction Variance

Prediction Variance

0

Il Il I Il I I I Il Il
0 100 200 300 400 500 600 700 800 900 1000
Feedback Sessions

4.4 RERIPEAN R EL S Al Oy 22

7E BRI, RGNS T EZR W N 1o o N, FRATHE—DAEA R
Wee 7722 (2o Fl 30) 1L NI RLM BB MERE. B 4.5 BoRPEARTELT,
FETRE BAEVIHE 1R ZE 1) B804 CDF(cumulative distribution function). FATT AT PA K
B, AEAFETEGLR, RLM BRI )R 2 B 2 VAL A LA HE A . B e 15 nge
BT AN, BNG M PET RZEW M B K. XKW, BT 2SR
B o PRI (R PEfE

4.5.3 RLM #RE g R 1%

J T VR RUE B R, ASCK L RLM BERURAR IS A L) K
Bayesian B PIE 2R TERE . (5 2 IOAR IR RS AR 2 ) SEILIR B2R 5 OF
FER R S5 U (A1 eBay) #¢) 2] MHEOLN, ARSI R P2 4 1t
fE AT BN B A S 2 . AR SO e I TR 2 IS (5 2 AR IS, {7
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ASEE, B ISR UE. 7F Bayesian {5 25800, AL H STV XS
EICHEREIRE o A IRETREL Bo M4 Beta 0 A pRAL, A MG EE A
a+1/(a+B+2)HfE. Tl ASCRTEBCA BRI 2 FREE o Y () v
PEREAT AL L5

10 noise
—— — 20 noise
****** 30 noise ||

Cumulative Distribution Function

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
Reputation Prediction Error

K 4.5 RLM BB fL TR 22 (1) R A 704l CDF

fffff == == Bl i e S S
Bayesian Reputation
/ —— — Simple Summation
ffffff RLM Reputation

Cumulative Distribution Function

0.3 0.4 0.5 0.6 0.7 0.8
Reputation Prediction Error

Kl 4.6 52545 THR % CDF
SR E SRR B RS TS E WA 1o, = AMEERBAY (simple summation,
Bayesian A1 RLM) 437l 7EAH [A) (145 25 BN B 48 EibAT 52504l . 1B 4.6 2
AR H P PR R ZZ 10 R A ek 2] CDF. RLM B 45 H IR K 2 5UfE
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] 877 Rk 2 AR R A7 it 7 A B 1 27 A 18 S
EVMtRZEH /N T 0.1, 1 53 A IR (R (5 VPl R ZE 40 A E 0 3] 0.2 Z [A]
BEFRATT AT DAUEAE X = PP 2R b, RLM B2 A S5 U 1R 45 25 VP AL EAf 14, Bayesian
R P MER I LU 7 AT AR TR o B 4.7 B R R ARG U — Ak 38 T R
72 NMSE (normalized mean squared error). 1% JH—4635) 7515 22 n] 4w SON B BT
& BHEAN THRZE I8 07 22 bR AL SR 2 I U7 22 (6] 4.7 UESE T K 4.6 25 R IERf 1,
B RLM #8945 B 4 A 25 VP A MERf M, Bayesian A5 7Y (RIvHEAf 2 LU 37 B0 AH DnAsi oy 2

=]
[F] o

0.7
Bayesian Reputation
0.6¢ Simple Summation
05. RLM Reputation
w 04
)
=
Z 03
0.2 M i
> W
0
0 200 400 600 800 100

Feedback Sessions
Kl 4.7 fFEBIR) NMSE

PR AR, ARSI 7 2200 WA 1o, 20 1300 SEER
THEE A SR 2B =AM AL &5 45 B A B2 TRl AG v J7 22 . BT Bayesian
RIS (PIAEAR P DU ] SR AR IR R 2 5y, 1] 4.8 X Bayesian B8R RLM A4 ({5
AL T AT IR AR R MIE S BRSO T, RLM SIS ZS tH A5 25 Ak o 7 2240
Lt Bayesian B4 /)N, UL e i 2 4 /NP I, RLM AR 4% Bayesian #1845 2
FINPEREIL S M B S BRI, RLM BERY (P REAL A Il o 3K 32 2 A
i RLM R4 FH f KARUSRAG U IR 7 VAT S 8O , 7 1R 2y 52 IR W (1) 5%
Wi o DRTOH T 224 S ot 2 A R PRI IR, RLM BT PR AR Aok 2384k . B 4.9 SR
(R 0 & RS B A — DR S Fs AT s R, NI sSe st Ty, fE
BB LT, SAEER A A B AR AT SR . K] 4.9 ORI
SAME BRI KRS U PO 22, B EHHIE T B 4.8 R RIMA R, HIfEX
SAMEERA Y, RLM B A] DLZS B SR A B VA, (H 2 S it B K )
I, LHM HIPEBEAL SR = 4ii

%71 0t



i E R 5 N 27 e ST B e VA 798

0.035

0.03 ¢

0.025

0.02 |

— - — Bayesian + 30 noise
1 — -~ — RLM+ 30 noise

Bayesian + 10 noise
RLM+ 10 noise
Bayesian + 20 noise
RLM + 20 noise

0.015

Prediction Variance

0.01

0.005 { t

800

Feedback Sessions

x 107

FG DL MME BT 2=

B Surmation
[ IBayesian
I RV

Average Prediction Variance

2

Feedback Noises (o)

Kl 4.9 AN[AME 2 et
4.5.4 RLM &2 g9t 14

D=

FE EHP N , SCEAE RO B
PEAERATE . B AR DA R A

ST

TR A BB R~ Bl ] 5 22

SRS A T RLM B RIAT 3L
B O N A . O TR

NIZ
TN

RN, Whitby ™% A\7E Bayesian #5784 [ 5ERH F 4 H T 3R Bt 1 43 S 50k vk
(quantile filtering) o KI5 Beta 3 AMRREL, WHER—A RABHE ZE I AL %K
W) q B () Argebh, AL ERAANI A ST St B S0l 20 A ok il
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] 877 Rk 2 AR R A7 it 7 A B 1 27 A 18 S
11 Bayesian {5 25 B4 7] 5 . (Bayesian + Quantile) A%, H4k SCHR[89]11) 5K
g, AT MBS EE N 0.01. N T REGS LU BRI PERE, A SOEKMNER
BAT R S VAN RLM BAUPERE, JRREERR ) LM {5 B R .

06! Bayesian
Bayesian + Quantile
LM
0.5 RLM
04|
w LA
%) |
S 0.3
0.2
0.1}

0 200 400 600 800 1000
Feedback Sessions

4.10 SBRRBHEOL R #A5 E L) NMSE

SEIG B SRS R L p,, BER 20%,  FEAEAH R SR o 2 EiE AT
Bayesian 171y, Bayesian + Quantile #%4. LM #8 DL & RLM 5 288, %JF LM
A RLM {5 B0, 386 5 SR S 1517 25 4k 6 o — MM 1074, g A4S
MR R S RE XA = AR . ] 4.10 25 H DUBSE R iR 05 ZEAL TR 2= 1 H — 4K
%1777 NMSE. 7EHIA1H 100 A eiiissiidr, WAMBRI e A AR E . B,
RLM Y (R PEREE e i, I 245 i d /M) NMSE. /EXPUAMEA s, LM B
R VERE I 22 o IX R W] AR AR St 7 ZEARAR IR 3 SOy, B R BeAs 46 7 43¢
FEP RLM BB AR R Magy o (AN 3AT 10 AT LA s 0 A B VA 1Y) Bayesian
R b 4li Bayesian B8 1)V BEFE 4T

N IRIFATTEE RS R B L] P, 2B 10%, 20%H1 30%, B S A5
() SR AT 22 AR Ve — MR/ IAE 1074 ZERERh RS EL ] p,, LR, 92874
5 AN RBEINAE S, AR DA B AR BRI DL A R B 4011 45
T DURRIR AL o T 22, e REE T B 4.10 RgEie. BrRILZ A, FATA]
DU BB 2 5% 2 S st B9 (R 14K, Bayesian AT LM AR ) PEREIR AR BEAR TR 24
IHE N T 3% = S 771 5, 6N ) Bayesian + Quantile A1 RLM B (11 GE )
I FEAIRTENG o T3 AR FRATIE T LUR IS LU p, #2308 30% 0], A PUAME 2R
HORE: e SR FUN(BIEY S
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0.09 ‘
I Bayesian _
0.08 [ ] Bayesian + Quantile
@
© 007} ]
g . RV
© L
o~ 0.06
c
© 0.05¢
.“é -
B 004}
o
8_) 0.03 +
©
S 002}
<
oml H
A (IR™ Il

% of malicious feedbacks

Bl 411 SRR BN DL N AR SR R S Al 22

0.5

B Bayesian + Quantile
R RLm

04+

0.3+

0.2+

0.1+

Average False Positive Rate

10 20 30
% of malicious feedbacks

4,12 S RS BT A R AR B

Bayesian + Quantile 1 RLM A58 # GEAT M % 205 25 S d5t, DRI FRAT Rl o
P 2 B RH P 23 AN TR AR EL B RAT T IR I PR e . 1] 4.12 A1 13 o, 7R & otk
ESCBHEEITE SR, RLM RS 25 5 v X S P PR N SEAR KMB BH 1 %2 T BE A
MR LR BGOSR PR S R R AR B 2 T i, i P R AR i 2 R
X WY Bt A % 0 B At B PRI R OR, A T R s BE AR I HH S e ik, 3k
AT AT DU I 2 s i L) p, #e3l 30%0, mrmmmza@ I B 2 B 3 PRI
KA 2P HEEE OB RE AT I K, gl Asr R PR R e e, tfy—2
SRR MR A St RIS 12 1R R I it o
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1

I B=yesian + Quantile
B RLm

Average True Positive Rate

10 20 30
% of malicious feedbacks

B 413 GRS BERE DL AR R EL B

4.6 /N5

BEREH TS BB BN RE VAL A5 2 At v 7 22 LSRN S i 28 6 T 1A e A SCRY
A VRS ZEVPA P [, AR T — AN St SRR R AE B A RLM
(Robust Linear Markov) o RLM FEARLRE (525 PEAil 2 7 A5 25 vHEAME 2k TH 7
ZWANEYE, JERHGAE B BEVAJ7 e EZRES S A 1) . T RLM BRIy
BT AR KRR AR, BROAR ] 58428 TG v HEIN BRSO 2 R T
B S T 2 AR E G BRSO T M
BT 2 B HE N T BEARPUR R R By, B SR EM S5 A RHES
W5, BSEVT UL BEhE IS IS S BOREE, MM BRI AN A5 5 SOHE 0 A
(RIS s SCED IR BE— D AERIRL g | AR B Bk 56 10 B At A il vk, AN e g i
P R, SEER S5 AR W] RLM 15 28 et A3 R BRER PPk 5 25 i Al v A S
ATl 7 2 o SR EAH I A Bayesian BIAUAHLL, RLM BiRYREAL LS H SE HERA Y
fEEMEVEA . R RBBEEI SO, RLM BRI A rh Ge 8 45 H i
AINPEE A TR 2, HARRE AT J7 1, RLM ALY Bayesian + Quantile
AR A A B/ (R B P 2 R B v ) B P P 26

T AR, FRATTRE 3 2 R AT ek IME B B B R RLM {5 2 A A 1 5%
. EHET, KRB SRR R IR . b, AT T EAE M4
HEMBEEIE, 76 RLM {5 2RI AL AEAl B3 bt Ve 05 2 PRl bR, NI RefS B3

BEAEE R
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FHE ETHMNREIMITAGEENRSEEEE

TFTBO 28 BRI R %5 70 2 TS PR 2R R, A e 3T 0 SRS (10 U i) s o) 17 9
XFBE A B P BTV . Wik, Blazel'™ 25 AR KGR T (ST FAOMES, 2
IR B SRVl . A 2 RER, TR 2 i) 13 A LS Wi,
72 =R 22 SN, AR S S S ARA DG BT SE LRI T S L85
EECE R, B e HAREUE N T 3RMIF B RS R R . BRIt 1R
B FOR P EEILRAMOCHE Hbr, RAREERRZEN TS 2 2.

IR KB ) B AT TR G B, IR ZF7T8 R IS T A0 (L A e SR g 5
156 R kAT 52 A BRSO B PR AT 5 U — MR MBS R, ol Lg%
A0 51, WAL A RIER R . (HAESERR N I, K2 8oL H P A e
g SICE S AR IS AR L, LR 2 R S A (S — N5 M T R e o 1
ARG B A . 546, HETR 2 BOE T (U R BEEOR & —Ff
ATEEEHER, EARREMORRAMT IS SEHMO R, XK
BRI N I AT R JGVER R, JF A A (s (R AT AR A T A

KRENE T —ANHET SRS EERAGFELE RS RTE (Role-based
Trust Evaluation). RTE {5 /T3R0S 5 5 0t R 58 T A (LB AL 8 RIE 5 T
EEZE, MR ARG TE 5 SR E R M. RTE MEEE AR
AL AEAEHESE, Rt SEIL B W 4000 BE V7 M #8255 4h, RTE 3RS
B E N e EEA AT, BB S ZE I 2L s A TE 55, 1 mT DAAR 9
ORI 5, ShaAE B PR, P N S EAT . SCR4H T RTE
WS TE T ELEAES N, N4H T RTE RSENEITEIE, A H T—/ RTE
RGATIR A G ATE B 7 o

AREEFE A TAE, B0 H RTE REEHRIGIE 5 MBI S HLHEE R
W), 55 =54 RTE GRS B N41—4 RTE REUEAT B2 U7 1) 925461
RSl dpcfa— W R A AT M AR K T A

5.1 MR T

Sandh!*"45 N 2 e 4 H I T A € 115 il P IS RBAC (Role Based Access
Control), RBAC #) VZAfH], Z JG3E+ 1 (A0 S 1 5 R R, Hayton™ %5 A
P —Fh A e X RDL (Role Definition Language), RDL il i i H 3R 15
AT F R P BEAT U I sl ST EUS) SR 2 S, HIE S AEA T
TR 22 A5k, B TR 22 A EAE . Li NHP>0001 28 A g £ F0 11 (0 (1) 15 v 25 )

577 0t



IR RS ¥ NN T e o T L B B L VA7
JAR, MBS EATE BAESE AT T 7, 8t TR T AOMEEEHAESR RT
(Role-based Trust-management).

SCHR[SSTH 4R T RTo MR, RToREMEHEIA M (A MIARHIZEL. MEMERX
KER ETAOMRICRN. T REIENRICRN M OB E . SCER65]%
RTo SRISTE S BT R, A74EH RT RFIES, Ho RT#A RToSEA ES R A1)
ZHk, AR RV A E YR A T S B A AT SR . T
RT2 W 3CAE RTEEA FNN T80 R MRS, B A IZEA S %, W&
SR Vi B R S AT 2, R B A R R T I T . RTT AN
RT® AN A M MR R E S, AT S RTo. RT AT RT2 41 &4
M, HASERER SN RT;. RTP. RTY 80 RTPY, HrP@i=0;1;2). RTr #24t
TS TN A AR A T PR O, R T AR Y IR {10 AR i S
LRV B AR RS . RTo 4t 7L T (il K 12546, H T RIE R M+
PEALTH A ZSHE

fE4EH) RBAC & —Fh &S Uy Il BB Ay, REeA R dil R 58N H T 105
i), {H& RBAC ASCREXTBAA % 2 U5 i) i, RDL A BB i AT /RSB (1) £ €4
KFZ, NLFHEARERfMEE X, RT RYNES RN, 2 TAH, HEFER
RESCRRAT/RBB M (g X, JFHASIHEEE M, A THSEHMA. A=
7E RT 6 5 56000 FOEATY /e, $E M — P SCRpE 28 3 AR A (g X, Refig It T
{FATAE A Bt RIS 5

5.2 RTE $KB8E=S

AATE A4 RTE R RMETE S P s i IR HESE, SR J5 /24 RTE &
B B, JRABES IHES R,

5.2.1 FIIREEHEZR

FE—MEAESE, B B 05 AT (S B AT 25 44 Bl oA R G S AR A
B WEER T I SR NMES, BN A(Principal) #5H AN R TR
KB(Knowledge Base), 1t 4 Pa, FATTBUH KB(WIE 5.1 Fros)BFEUANER: 15
ARV RN TCP, A4S ¥ I SGP, (51145 BAEA TIS. Gl & 4 REES
CRS. HHrArainr:

® [ AETHERNE SUB AR AETH S R (R A AR
® IS5 Uy A 7 MU AR Y s SCIRRE A IR U il P2 A )
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® (AR EES W E NAN AN RS S
o (LI EARESWEAN il FETTHIE 4R,

KB (Knowledge Base)

TCP
(Trust Computing Policy)

SGP
(Service Governing Policy)

TIS CRS
(Trust Informa- (Computing
tion Set) Result Set)

K 5.1 RTE R SRIEIE 55 AR FEHESE
5.2.2 KEKIESHIIEE

5.2 451 T RTE RENIHKNETE 5 1 BNF £k, Nof#ss I 2481
e B Z B AT R NS . RTE SRS TE 5 H ARSI U A e A5 AR50
ST AT S5 U5 T I (3) o

1) fEAETHHE R

AT S Sk BB R B, Sk R 0 LA Sk = 1, Skl —
A tole(6), JRIB(Q2)FE TV R A2 I LI © "HEAT (K342, Fomnt kil
fitirole MSAETHSEAR . 8RR, 0 "B &R T RUIIZ 5
(S EBAE 5.3 T A4H).

FHEE(6) M KA1 A principal 19— A 6650 B A 66001 EH(T). A EIIER
P AR £ T2 IS0 3o A 5 B T A

2) H 55V T L

BRI BN, Sk — A role, ke Fongst, ik
Rt BRI A PR, —M A —/ N5 A principal, F£/81% 1 LS
TR S s S—FERh RIN...NRn , M—4IMEAETE, R
M RAFE U RISk, WY s TR SR I A . B AR QR R 25U
) B T — AR, 25 ] T (Re—X)«—(R1+X) N ... N (Rn—X),

BT A S B ADFEATE(12), SHEAETMELL “;” 4k,
A.modify(File;?value > 0.8), A /271781, modify /2#E#, 24 File {REHAEXS
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%, value B GTMH, 2R HE, >EBERR, 0.8 EdlfH.

<policy-tc> ::= <role> “<=" <integ of role> 1
<integ of role> ::= <constant> “*” <role> |

<constant> “*” <role> “ @ ” <integ of role> 2
<policy-sg> ::= <role> <arrow> <body> 3
<body> ::= <principal> | <conj of role> 4
<conj of role> ::= <role> | <role> “N” <conj of role> 5
<role> ::= <principal> “.” <role-terms> 6
<role-terms> ::= <role-term> | <role-term>*.”” <role-terms> 7
<role-term> ::= <role-term1> | <role-term2> 8
<role-term1> ::= <role-name> | <role-name> “(” <parameters> *)” 9
<role-term2> ::= <role-name> “(;” <trust-field> )" |

<role-name> “(” <parameters> “‘;” <trust-field>*)” 10
<parameters™> ::= <parameter> | <parameter> “,” <parameters> 11
<trust-field> ::= <constant> | <trust-value> <relation> <constant> 12

exp rec

<arrow> 1= “e7 | =" | =7 13

K] 5.2 RTE 15741 BNF ik

5.2.3 REEIES RUHERMN

1) SEH4ESE VI(variable instantiation). 21BN gePa, Pa 4715 5L 4 HIRSE,
x PP — AR, b iz EE X LA, WP e subg, subip FZonH b
Roh A x W I FHEFA A o S fo NG, W
subyg ="“(f<=D)<—(fr<—b)A.. A(fuc=D)" -

2) At IEH: RL(role link). 145 # W) ¢=“A.Ri«<B” H. gePy, W P>¢ »
¢#=“A.R|.R.<B.R,”.

3) f54E A B 1(Trust Integrationl): 415 & W] AR™(;?value,) <~ X eP, H
XR™(;?value,) «~ X eP,, i X Jy Pa FHILMAER T, WP Hg

¢=AR(;?value=) value * ?Valuez)zB I ?value *?value, ) KK T 1L X LA
?value, 1E 4 ? value, FIBRUE AT (5 (TEAHIZ 5
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4) fiF 4T & B 2(Trust Integration2) : 1 5 B U A,R(;?valuel)iB eb, H

exp
AR(;?value,)«<-BeP, , lIP, > ¢ , ¢=AR(?value=a*?value, ® f*?value,) < B .
Hopra . B e L

5.3 RTE HHIfEEHE

RTE HHMEAEVH ARG =AM K00, HEF ARG S K. AFH
SEAGEAEREECN[-1,11U L, SRR ATE, IEEERTE, 0 R TlFE
ARG ZE, L@ —PNPSriifl, RoRAREE AT PG (b iz jr e i AR
A7 77 S S AS BEIE I £ 50 V1B T P e A5 ) o

1) &

IR R G AR T 1 )y 5 B s AT AT isE, % 8 B AN ] I 1) 19 Dy sE 50 65
ATVPAL I AN 1 (el — B I A] IR 22 56 E AR ELAR A LLRT I & 560 5 B AUE )
JIT LA AR I TR 40 R I IE] s t=[to,ti] U [ti,] U sos U [tn,ten], BRI G HR 32,
IR 1) R I 53R s . 4 — 28, B[] 5 IR BE AR BN, AT IR 56 B B 4N,
Wk s B R — 2, RS R) A A BEARS B R e A AR BN [) %45 A5 DA 1R 52
T AANF I ) D BEA R FIBUE . 2500 E WA 5.1 Prok:

4L , if—dJdaet
T;XP = Zinzo Wi Zz;l VL
2?:0 Wi ZE:I

a fRRAT Ny, TO® AR g st 50X AT A BT U A A G AT, v, ARRAE
BFE A 19 a 56 k AME SRR IVE(R 0B, 5% 7, BUEYEEA-1,1]),
w, ARKINE A 1 IBUE . AR E] ¢ WA a W idk(if —Jaet), IBA T
B ST L, SRSt T, BAR TS MEECN[-1,1], IEERRE,
HFAERRAAE

2) #HEt

JEVES AT IR HARSCARHERE, T R R A R SEARIERE ) TS R EEA
A, AR — M RIAT A, EWPERE AT i s e vk Ea A, IR s
P HEE S AR AU, FETE AR

(5.1)

—, otherwise
Vi
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Zi (A—>i)* -V rec
Tarec = il — (A —)1)a >0 (5.2)
Dy Ay

a AURPHER B AT, T ARG HEREXT a BEAT US43 AR AR AH

(A i) AREXE | ANSAHER a HORTME, W (A1) <0, £W i Al
=, OBAR L, vARES | A SRR a (ST . T XHREERAMT h
T AW B, BT — R s T AT A

3) fEfTE ik

CEA G My S AT A IS AT VRN G5, ARt At 5.3 i

T =a -T+8-T (5.3)

T, A0 a %A AT, AT U TP RITS AR AU o FI B, Hrha+p =1,

St a BEATVIEEIT, AT LOMAR G0 ay WA, BEATUREE, LAMSRHEN o 1 n)
EREEE. BRI 5.4 k.

o T+, T+, T

a

T, (5.4)
O+t + o,

T, & a 5, T,.T, T, Kaja...a BEEHE o, 0 ..o AH
HE XAE. 42560 RRIE SRR, BOAHAGEE N B NEOE
1.

5.4 RTE Bt inl 5 il 5L

ik —FHKAH A G File, A AEALITE AL 1 1R G FIAB I A
RAEA T L KT DX File #7180, I H 249 BB ST File I, BB 3]
SRR SR . Alice /& A ARIITHZA 1 L, Bob J& B ARIESRK, If
H Bob 7t C 2l A G File 75 AR A BIWIERFREWIE 5.3 Fix.

TIS1 £/~ A T Alice JEPE “Member(Projectl)” , TIS1 AJ LAk A ZIE 24
Wik 4 Alice, it TCPL KTHERIN, T4 Alice IfSAE{E N 1, FH SGP1 X Alice
HATEUE, T 1>0.7, BTl Alice 3k #5314 A.Administrator(File)4% 11 3K & 4 File
IR . TIS2 ok A Xf B #E#E Expert {5/E{H N 1, TIS3 Fom A X} C H#iFE
Modify(File) {5 4 0.8, TIS2. TIS3 [MWILAE R 1 A RIS e, vl EEIRIE,
R A H g 5 S
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TIS1. A.Member(Projectl) < Alice
TIS2.  A.Expertrec(;1.0) — B
TIS3. A.Modifyrec(File;0.8) « C
SGP1. A.Administrator(File) «— A.Administrator(File;?value > 0.7)
SGP2. A.Modify(File) «— A.Administrator(File)
TCP1. A.Administrator(File;?value) < 6*A.Member(Projectl)
® 5% A.Expert(;?value) ® 2*A.Modify(File;?value)
CRS1. A.Administrator(File;1) «— Alice

Kl 53 AT A FIRIGEHIR

A HHAAF WG, A M B AFEFC AR EHMERETE S,
T E B R ARZE, SR AR ZE TIS #70 F1 CRS #4> K A28k, KAZRAGH)
AW 5.4 Fros.

5.4 WoRFRERBEINT 6 &5TE R, TIS4 2 B WEMERE, £RB
%7 Bob L K@ PE, I I ST 0.8(B n ek #5551 Z X AN B MEAH D (0 oA Jg 1,
Leanapg, FAHCHIAT A, L ne R 7 A i 2 D h &5, LK E k4
A5 FE), TISS /&M CWEERIME B, I8 C X Bob 1524 File I{F{TL{E 4 0.9, TIS6.
TIS7. TIS8. TISY /& i i st AL I F 2k H 25 R o 3@ VXS Bob dEAT 1
A3 CRS2, K4 0.75>0.7, JiTLA Bob th i 3R#3HE K File HFIALKE

TIS4. B.Expert(;0.8) «— Bob
TIS5. C.Modify(File;0.9) < Bob

rec

TIS6.  A.Expert(;0.8) <« Bob

rec

TIS7. A.Modify(;0.72) <« Bob

TIS8.  A.Expert(;0.8) < Bob

TIS9. A.Modify(File;0.72) «— Bob
CRS1. A.Administrator(File;1) «— Alice
CRS2. A.Administrator(File;0.78) «<— Bob

Kl 5.4 5 ARG A A BER
4 Alice fll Bob & AA& 4 File 17 4 i R HAT A HEATIE 5%, - HARSE i 8k
ATVHEL, BRAT DB 1) A K EE Ry R 21N (=0,1,2...) , RUEIR K 1727, ALK
HEAE 5> IR 0.6+ 0.4, FRAIBENL =4 Alice F1 Bob 4T ARIFH, 1E Alice
F1 Bob & HHE M File 18 =R (1 I S0 A RAE,  SEFT I R0 R 225 4 an P 5.5 B o
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TIS9.A.Modify(File;0.77) «— Bob
exp
TIS10.A.Modify(File;-0.4) <« Alice

TISI1.A.Modify(File:0.8) < Bob
TIS12.A.Modify(File;0.9) < Alice
CRS1.A.Administrator(File;0.65) < Alice
CRS2.A.Administrator(File;0.79) < Bob

8] 5.5 (AT B G 23 ) A fI%0 %
CRS1. CRS2 KB I RUFAT A SIEIMEATAE, SHEAT ISR T,
Alice FUMEAEE FIERIRME 0.7 LU, FrLlkZ: 7M1t A.Administrator(File), #f
ANAEL KT File BEA T8 B AF -

5.5 /&S

AT — DI ORSAE ERRA RS RS RTE. RTE {FE%
s T AR SR T A A AR RE S PN 2 S EL i RE S A5 (5 R S
WEPSOFEENE . RTE SCRAEEE M ELE ST, RElo ARG 5 (H ik
AR e S B, P RTRIE M AT N R BAE S, SR BMEORE, Pl
O S EAT N . CERIR T RTE RS SRMGE 5 0TEVE S AEERUN, 45
TAEEETEIE, I T —/SF M RTE ZR 408t 47 B [ 2010 1 S 41

FETFIRO 28R B rh - s (VA7 fidi AT I LU A il 10 O SUAF e, P ANanE
B OB A AR 23007, BARIES A A NTBE R A B, &
Pty sz A TERS IR Br Bk, & 2B AR, A PR AL T RTE RS0 ABE £0K,
ReeAR A m e, AR o ECs 8, el (M A s ik o
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FAE HRERAAMEERER T ERAUEMLEEEML

N T REMS RS 2 A TR AR DR EAAN N )8, Y2 e-science 1 e-business W]
B AL R B 2 ARV BT PR 4L TAER . &S (Volunteer Computing)
JE— PR GRS (Peer-to-Peer) FMAS T (Grid) A THHEEAR, Bk
R K R B R T R, JFas I T2 AN SETI@Home A1
BOINC!' i@ 5 il & — AN GBS R B A6 K B oA |32 BT S
TR INAT ek, BT A T RS AT . AR IR R X Ao 4T
TS 4E TAR AT 55 AT SE S AT R T 1% 2 B, IRZ K HE 2 S BULSS
ORI, BIangeiad 2. W Eg RS . BEURANT R I B DL R IR IR AT . BRI AE
SRV IEd, AT EERR T % &R LN, 3B 225075 18 TAR R 1) Al
FEMES UL — AT R G A R P FEEL IR R ()RR DAl B ) T EE
(i) nr] 55T 5t R AT SEMEAR R AT T [ W] FE R () ARGV L

AT VA IR AT FEE, IRZ A U2 agent RESIOM TR % Rk B
PEASBEUR IR T 52 AT R o SR H AT 2 S BRI A I L ABEUR IR A B
R 20 B0 A 5 s TSSO 1O8 A2 e g it 10 45 288 52 SN 8 R B Eh 56 A 3 H 1 LR
AT 2088 T AENVBAT I TR CRZND) X BRI Z . ltnde— A A AR e,
BRI A RN I CELA I TR Y VR RS D250 LU B, DRI R B Vi
AR A HE M EE . W R R A ST AR AR /R, 1 B 1817
RS IS TR AR, ARG E B T REI T A SR 2, BT A
BT e R T 5 2 B H AENE . 2 RNV AR RS, K 20 BU0E BRI () Bl B 2%
T SOhZ A B e B A 2 R, e AT B R AR IZ AT B AL AT
SR REm . e — AT b, FEAMEEEAT I R, B R
MER N BN o AHAE HATIE BB, ST A2 BT a R A A
[F] R AT AE

BT ORISR RS R, O TAR AT 55 24T B8 s R B LADL AR & 1R 3 47 IS TR
AR A NP-hard [0, S T A4 i i) i egt2o 127 3l g iy St
AL BOUSI e g 1 22, H AT K 2 B0 9% TAE R A2 T 4112 1 s Rk X
FORBEAT BRI o SRR 22 W90 A 3R Wbt A% 1 B S5 (GAs) e 45 th EL 3k T2
F M) 2o g R A 7 BT RV I AR S (R I TR A T R e, (X B
WP IBAT N TR A ) TAE AR S5 # 2 1 Ha& ] LUK F AT it A% AR w ik
024,

HET, TS AL EEAR A BEALYEE A0 18 7 28 0 [R) I a2 AR s AR b (R R AH
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Il 7 8 275 AR R 2 5 A 5 25 A 18 S

Kb, R DA AL 5k ae % B I A0 A6 T A 0 1 38 AT I TR A R S P . BGA
(Bi-objective Genetic Algorithm) [/ IRATTHTAIME— & T % ) s AL 5%, (H 2
BGA HJfiggs il S TAEGAENV AR SSHE JEROR S 7 %2 . IkAh, B IR 2 st
SRS PRSI FI AL LE], XA A8 S EEVAMB RS, F5z 1, WEEAN
AL AT LGS 5 )5 R AR I RE BT PR a5 th B 4F ) 45 R, B H AR >t
FU AR Ay aut AL B Sk R e KR o 49 Gn— 28 B Y B R =X ) 4 1k B A 2k
BE Bt i) ke X7, (RN AR Sk T A

BT b SCHE W AE B U R ) B, AR E R Rl SE PR IK B RD
(Reliability-Driven)¥) Bt Y55 24, JF AR L EEA B vt —FharheE o) TAEmsiAE
FES . RD {5 B8R FH 5 I TA)AH 5C IR P 2R MR R e SCREIR N2, TR R
R ARV IS AT I TR I RE A o AL, SCEEZE H 1) RD {5 28 EA R S Hi pl
EREE AR, FEnT 9 R HEEAS R nT5E k. 26T RD 2, e THIER
WA P 590 LAGA (Look-Ahead Genetic Algorithm), ‘& 7 X5 LA i B 8] Fl m] 58
PEFIN BEAT R RERI AL . LAGA AR ENF 1. F AT R TR
Ak, LAGA MstfEHE 7ol Reth A R g7 &, ke fe S mbapLAL ik
(R R) s 2. A H —FloRr AR AL FIPEAG AL . AR T (8 XN ) AR D
A T7 S AP SR U s, i 2 7 S ARV e S i PP Al 20 SRR T A 3
FE ) max-min SEESHEAT R BRI R . AFESE H ) max-min SREE 25— AN REAEER
FALFIsAT B B TARR S R e HOBUZ NS, LAGA REfg i BGA Bk
TEROAE 7 ST, L Bl ok 8 A Ik ik B SR S

AFER B G5 WT 5 2 WA TAE, 5 3 A G AR,
94 R T EEPEIK S E B B, SE 5 1 IE T RD R B LAE R A E )
55 6 A LAGA BLHERE, RD 73 2 LAGA HARISEI PP /EEE 7 715,
fa—WRE AT,

6.1 MXIIE

FE AR G0 AT LI o A A B TR SRR A AT SR, RS B U RE A L)
PEAUERE R S5 (0 R AR RS S AT, AR T R LR X R 4
EigenTrust '"F1 PowerTrust e Al TKs 76 95 (¥ A b5 28 5 SCOh UA— A I 7 Il il
ThAZ H K. eI SR, Sonnek 25 N2 — AN 4% B I ) ml S i b %
IS IEMVENV N () HE % . 7E 2 agent 245, Wang H1 Singh 25 A\ P s 2
XD = RS S ITAb, d w), L =ASH RS IES R H R
RULLAE AR MR AE DU E BB T, R GETT BT YR D A R LA b
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RS, I BT SRR R . DAE DU ZERIRER IS AL I H
BATH SIS AT IR AR5 . Song %5 APTUR FIBORE FORVPAL (526, BRI AT
A E B ALK ANV R IS AT IS TR D — VP 1k, ARt A T A Bl W AR b 3z A7 I ]
WA SE M2 T B IeAh, BRI K 2 B 2 B TG 0] TR 45 B U ) S5 i T
SEPEREATERER, X RN RS T () o ASSCHE K] RD {5725 K H IS [R] A
FRIVENV R o s SUAFZ A, RD {5 28 50An] S N pR R e A5 20 (AR AL, BEim
A B T AR AT FEPE VR AL o

PRSIV IS, — AN TARG I B2 7 52 N [A) IS DU AT: 55 (13 AT I TR) R R) 5
Pho BT ARG L )L — A NP )@Y, R 20 B SR 2R T8 R 1
e ZQ UL, R o T A T I TR, S R U VA HAS
(Heterogeneous Scheduling Algorithm) UM — ANV I e S 4l iR
W ARV ERARICTE, TR Z A AL S o0 B AR AR I P AT B . Tk
VENVIR I T4, Dongarra 25 ANMHE i FEASUEWT, VRV R B ROK R R 22 (1
P2ty FLAT B g & hA T3 Bt T St AT 5% 06 . Dogan 25 AP H —Ffixn
H s U RDLS, BARFEAEM AN ARV IR I Tl B2 i v 5 Re ) FlmT 5
PP PPAY — ML SRR (A e . SCRRU 20 Hr L 77— 2 AR & X
PERE, FaH PR BUS & min-min A b R ATERE . BT min-min 5 &N
it SN YE VNS, B A BRAE B AL B o A SCHE 2 SCPTAMENEAR
Sedla RN B, S —ANPBT B max-min AR, XSRS A% 4
Eputia e R R SIDE (AT S

WHAB T, BEE R HIE TR R I A Ry £, |
A, BGA TR TRATTHT A0 (M — g [ B DAk T AR SIS A7 i ) o] Sk (A Sk
HE e AT Regs Ol S ARV ARSI E RO BT 58 o ) T ARast AL Sk BEA LI
L R R AR G, CorreA 25 ANUM TARF AL XI5 AR &
ViR Vo, ATAS Y EAENER Vo RN B A AT TN RS Vs TR A
M HEA T4, AT IRE S T ARSI 77 42 . Wang 25 AU 30 T4 37 it i
J5£ 77 G237 A % 5 ST Gt A RNV 2 65 (K A, 0T 1 o i ) 53 ) 86 A T
T AL LARE S e A8 B 7 R IR 7 A o RV K M MV R 8 AR R DG 0 T 56 )
HEANTE B %R TAERAT ST Sevt. Boh, KEHIA sk ks Pl
KHBEALEA ILE], 2 FERE SIS, ANSCI T LAGA SR A1
TH) max-min SREBEAC P P B 77 S ARV, AT REEE f6 TG R0 FEE 07 22 1) P AR
T34, LAGA SR FH (R8T B A0 oAk AL B8 R BE b a7 S s Ak .

6.2 REMEAE B
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W 6.1 Fios, fE—AN A SRR e U2, g — A il 45 38 47 50K
BRI SAE RS R B0 AT — A TAERAT S B il — N
W EHE(DAG): Job=(V,E). Vi&Tmv,(1<i<n) WS, AT SRR TIE
WAL [ — AR, E &l e(i, )1 <i< j<n) S, e(i, ) Fntily, fv, 2
[IAHDGHE, Ferb v, AN, v f Ak —ANEAT SRR LR O A A
Wby = AN PRI AR e S TR — MBS m vy, HBCGE || 2
AR HAT IR B, XAl DU g i EoR SR, 5 S T A4
(LIS 3] N S TS AR I TAR AT S5« RATEAT AR 2 8 Al 2 TR (1)
WAGIENT, ¥ RIRATRRR ARG A5 I PR 2 AT T — 2210 TAE.

Resource Volunteer
Server @
. L. b, . task
1. job submission I\5
o
3 Esurelum oS

allocation
Client

Resource Volunteer

Resource Volunteer

K 6.1 RGHA

—AEEVI AR AR R 2 RIS, e A AR AR, Bl
DIAZ ik s 2 dils, ABMASREIT RS, KEGR={n,n 1} &F
M mr el I m ANBEE . RN AFE A S IRV S, USRI
RD {52 rdr; o VMR 77 7R 12 BEIEPAT BN 2 BT (I 18] o RD 15 25 rdr; $ii
BT RIGR, ESIEF =A@, BT REFRFEOGEE, ke
ALK B —NRAS 1 TARRAT S AT SRR . R M oV — R F BNk Bt
STEREL WM () = r; R BN v, BEOIBCER SIS 1y o AU AR L e SR O P2 575
W03 MIAEARTEEE 4 TRNEE 5 T A4

AL SRS AT LT B SR 45 AR A AT AR I i3 fe 2 H BB S —
AMENZE— AT T3 AN BRATTAR T e IR 45 2% B MR A BT, B 45 4%
REAZ A I 21— AN v; 1 SO AT B R, I B 2R —AN DG T 9 M (D) 1M
EARA . BB IR ORI Z AT AR SR, WAL A sS4 ARF quizzes
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BT R AR KB SR B8
BUE BRI ] LU A i 48 M (¥ A7

6.3 AIFEMHKIHIEEE

RS EIET T, T RIER A Z N, R 2 BEHCER TR 2 3280
HMESS BRI, ik g5 R BRI BT S Bt I BT . — oLy, =
BT 55 IR I FAT AR L RS AEATBEALE DRI BT TR A AR A SRx B 58 18 2K
BRI A EAT HEBE. R LRI R £ (£) = Ae™ M (1 2 0), Hr

PEUR IR . B AE— DA run_time WAENVIEAT IR N, FEBEUE k2B
num_falls AN R AT, BATAT ATE L 2050 6.1 SRSz Bl /R %,
T GEYR 138 R A TR TR B (MTTF) [R5 2

1 1 num_ fails
I Ixe— ™ dx MTTF run__time

(6.1)

N T 85— A ARG PR AT (R w) SR BT, AR GEAY A B (1 S AL
RICR . REALR SR AR R RENS M 4 HUR 0 ) SE 0, (EEA13cA 5 ISR I 1)
R, FLASBERS 2 DRUR VR L R IGCR o  1i BATT R m] 3 1 B s 5 2 A 7R e A0 5%
PRI RICRANIG, w] 3 U F

EX 6.1 —ANEYE F (A FETEIRS(RDY (S 25 (rdr) ) /2 1% % A 12 A 1] B A
125 Y BAAT I TR) PO AR b 6 MO R R %8, B BAAS7 I T) P 3% 5 0 R B TE v T 56 B IR VE N
TIHL

6.3.1 2Bt RD (5 &i1t&

PRI RD {5203 T 3R 1 sE RN R IR Ao T RD 5725, A
I ()R] 53 SRy SR 6 R I 1) e 40, g I ) FRL I RR 8 — AN Bl LV TR) 7, o X T REAN I
o, ik S As B R o g N E R S SR
repu _sta, = (s,, f;, runtime,, c,) « 40 S; R f; 53 5 ZR7x—AWof [ J&] 390 %) O s A 5 R
&ﬁmrmm@%ﬁﬁnﬁﬁﬁﬁmﬁ¢%?ﬁﬂiﬁm5CNJHE,qmﬁﬁ
LA JE S8 B0 L R a7 6.1 TR, RD {5 2505 0 S8 WA BE R 7
VAL S — AN S IS B S5 repu _sta;, (AT 1~6) ,  t; IR 7 12411
s 1) J) 391 5
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Algorithm 6.1 RD Reputation Calculation Algorithm

1 for each resource r; do

2 I"d}"l — I”dl"io — rdrinitial

3 t; <1

4 s; = f; =current_time

5 runtime; < 0; ¢; <0

6 end for

7 while there is a reputation record testimony’;  do

8 i (f] <8+ Tyindons) then //current interval
9 ¢ < ¢ +c}

10 runtime; < runtime; + ( fj’ - sj)

11 fi < max(f7, f;)

12 Remove the record testimonyj~

13 Compute ﬂ.‘jmﬁsric by Equation 2

14 Compute 7dr ; by Equation 3

15 else //next interval
16 rdr!i « rdr,

17 t; < t; +1

18 Si :fi :Si+Twind0ws

19 runtime; <—0; ¢; <0

20 end if

21 end while

FE— LT GEIR ry AR v ) 58 st R Ja s IR G5 ats re A — e
AR testimony), = (s}, f1,¢) » s R pigr IRARNEy FFERRISE RN Z], o RAZAF
MbIE AT IR BRI E e A R, FATT g S HeRs o W(E R 1, A5 00024 0,
M5 2 R S 5 2 G0 repu_sta; (AT 9~11) , FFRIHAT 6.1 THE %
Y7 A 2T ST e SR R AT S HL, I TRD 3 B
Si—sp o TEARRMS, B by 2 TARIZAT ) CPU B IRIE runtime; , I8
Bl e AN RIWGFAT s 782400 BRI R f; —5; — runtime; T (IR S5 28 %A A
PR S B IENL RMCR AR BEUE E AR s, 118 RD {52 (fE
NN & DRSNS TP iAol E s i L LA A /AR (PN V1 8/ 4 E85
Sy rdrli TN f, = 5, — runtime ;) , Forh le’,-ti_l e B R] A -1 ) RD
fEEasx. MR 6.1, B SEI AL RIS w4 e ok -
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t;—1 .
istatistic _ Gt I"dl"i’ (fl -8 - runtzme,-)
i

fi=si (6.2)

AN BRI S AR 2 DY A% B A N ) 17 93, DRI 08 350 oy A 2 I () ] 39 v ) S
I} RD {5572 7] 5 an T

rdr; = o - rdrliTh + (1= @) 21901 (0 < o < 1) 6.3)

et o 2R A AN 1o W28 @ 0, A S RD (5 28U A - averisie, JX
TR SN 2R 58 4 H A AT AR ML SRR PE

TE RIS TR B ¢ R Z5 R Z (AT 15) 5 RSG5 AsHESEH RD 15725 rdr; W 560 %
W AEARJIHEE rart (AT 160, FEFFURGETH U — AR R 2 + 1 (R
S AT 17~19) o XMTHIEaINE R, FAUR BRI 7 1) RD (52 rar’ A
rdr™9 (37 2) o rdr ™ AT R IRIAG RD (525, NS — AN
IRV R IMCZR AT e 6% Al 08 R AL 38 i 1 v ot i e 25 LA e HLA 25

6.4 FIEEPEIXS IR A i)

JLT S RD A2, AT LU A A € SOy SE RIS 1) A0 R 8 i il 7
AN LARRAES SRR A T A SRR S8 O A RER AT . Ak, —
AR v, AT BEFR R T AR I TR 2 -

avail
ti

=egggf- (6.4)

Hoer £ ALV LT WSV R SR A, 5 T e A
W24 0. BB HLidle(r)) KR VEWE r, BENS RN Z1,  WIFENYy, 1T AR 45 S
ZIA 535305 LA -

1 = max {t™" idle(M (i))}

e b (6.5)
t =t +|vl~|7/j where M(i) = r;

Horb M () Rtk y; BHERIBHE, 7 2B, MR IATHE ﬁi%it{i@:t
YEURIREL S b, BE r, BENS SC T AT 0 B4 e AL I 2, &m0 L h
t] = max; v (iy=r, i } (6.6)

A LARWAE S5 (1 Al FE V2 T VR NL AR BE B Eh 58 A, X ) Tl v 5
FITA VR R BB B 1E IS AT B2 R A A3 FC R A b e 2 78 O M e 1) R AR
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RD 572 rdr, R0 1 VBNV RIS, S S e it r; e 8 BT 58 LT Vb

%M%ﬂﬁﬁﬁﬁR§=fdm”oﬁ%%ﬁﬁ67%%,ﬁﬁS*IWﬁE%%
FRIRER Ry AT LAV AT R MUK EE . FRAT0] ARIA N T e KAAT 45 ) 5

Ve, REHETE/MU R RSy fal(S) = X, ¢ rdr,
m . zm ti d
Ry=][Ri=e ==t (6.7)

R SEPEOK SN IR AU A AR i AL A S5 N TR BR ) D RIS OL T, SR SS
) SE R I e MEAE S5 s AT I Ta) o DA, n] S Ol R A vt 1 R il ] L
XA -

N

m .
Minimize fal(S)=( Y. t;-rdrl.)
i=1
Minimize time(S)= max (¢') (6.8)

r.e R
i

Subject to time(S) < D
6.5 FIEEMEIXBN TAER B A& A EHIE

TN TAERAT S5, BiARE0 Regh th L3R T 913 3 e =X B8 4 (1 1 2
Fo AN MBI AL L CUR LA PR G (DB A s BEMLS V2 1
FETT % CHtath) WIaHER: Q)P STl AN BT RGN B, IR T
— AR LT % Q)i M MEE 51 (R XORIAR ) AR o — AR
WRETT % (HESDIR 2 F1 3 HEH T ZRARIS. WFEOLT, BEE 1
R 7 2 K I BE A LI A 1) g L2878 55 2w 4 e e A A S 1) I 20 3
%, WaSEEIEIERS. T EYJOXAN R, RSO T AN ETE 1AL
JE 5% LAGA (Look-Ahead Genetic Algorithm) . LAGA 1 1 — 7 5 (3 AL A1
EHLH, B I e T B Sk — FEE iR 7 TP A L AT I, T
SEAE SRV 20 BRI TR 142 L ) max-min SEMSRHVENVIRFEHEAT 2 BE R . R
KX LAGA HE SN 0  dA7T 41

A, GO ARG

FERAL P BESTVA T, — A AR 55 1K TR B 5 SR 5 G i o — A Bl 45 4
WARA 4Ok, WA 6.2¢ Pron, ASCRH—A> 4igitt Aok & — AR T
Fo GBI AN ERRTHRINR S, R TR SRR s G
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YTy e s % N Ra S L B e VA9
N LT R EEIUT . 7550k LAGA i, B T 5L GUs B Iy ZE
S UL RIS, ST 7 S T e R N S
M ORI, W 6.2d T, SR M AN B L 85 PRl e
S5O AT 25 30 B0 by =, AR v, MR 8

G0 G e [ 12
D C9, 70D -
?’.?KV()XV;» ) A Vs ) . Y“jl
\ v6> Ay=2
DA I SE78D CHNE s
C i'al time —
a) workflow example b) real scheduling
ISR\
I2:Vy
I31Vo-V2-Vs r3|rp | r3 | |rg [r3|rg |1
T4:V4-Vg
¢) Two-dimensional string d) task-resource assignment string

6.2 Zuiplr
B. A& NitfLs ¥

FEBALSTVL A, A8 S5 AR S 1A S BB Ik A2 480 9 45308 I S8 AR B 1) 4 (8 A4k LA
R AE — 4R IE N FE APt e i T ORFE CAERUAE L A AR DG, — 28R 5T T
VEVCUE AN AE SBT3 0T 1 B 77 8 (R A % s R S A M AT PP JEAT BE LA
P28 R ok 4 R TR B —ANE N R SR R, A
X AN 8 U5 S T 5 0 B oy BB AT U, FEAS X 55—l %
TS 0 Y B R 1 o FRAT T AR R B 7 RN YR B i v e, e AR
IGEFF AN 12 A5 FH BEAT LA e R 7 vk K ff o, m) AR — 28 5 R O AT R B LA
PRUHAETRATTI) LAGA ™, A8 aGAR 51 O 2 7 22 AR NP B 5 SR 1E AT AR
T Y2 7 S AV 44 A 1 A B2 A D B8 SR max-min P B/ B 5 5K s
KIRTE o

1E LAGA 832, A8 X s fE 51 1 St b Lt DLNER p A4 a5 B 7 A
R — B QL RN o X TR P, AR eI B R it i M
BEAL™= A — AT s, X G Bt £ Kl 40 1 T i FH A B P50 53 ARG, SRVEAT
0 P A G i 5 R R a8 5 AT P AR P AN B BV M B I i o A X st AR A
THEAE SRR E 6.3 Fix.
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before crossover
Parent 1 I3 (I | I3 |1 (14 | I3 |14 |1

Parent2 | 14 (1) |13 |13 [ |2 |12 (14
i cut off

after crossover
Offspring1| I'3 |Ip | T3 | |} |2 |12 [Ig

Offspring2| 14 [T | I3 | T3 |Tg | T3 | T4 |1
Kl 6.3 < Xtk H ¥

C. Rk T

AR SR AR 2 5 ] LUK B30y B e R i R R e . — MG ol &2
Ca U L AR it VINE G S S S SR NG SR R =2 SN P ST = = W R C Y SRR 3
Ji AN RS D R . O, AT AR R SRR SRR R AT ik, A
BRI SC GRS AR 5 AT R R AR 2 . O AR AR WA 5 i W] S
SCHRU ST B UE A B L 10 ORI REZ I PRL A LA TR T (AR
(FIPRAT I TE)) S AEE R SRR e /R e o DAL AT RT U S i 1 B e
et ke

FEX 6.2 BIMIEH R K (ResPH): B BH 7, MIPLELE y,rdr, , S 7
AR, Bl S T Era e s o A s Ut 2 s i
Lo AEMTS'#S . Ry Ry 530 S A S TAEFRAL S Ml ek, #AT
R <Ry,

HOON 07 15 71 L) ]

20v) | | \jﬁ:i i 21(1’11"4)“-\_ '| |
)

rs Km)(w) Lvs) zg v v Xs) |
| :2 ‘:‘.‘
rel € ve Xvs) j{:zz 74| ¥ vg ) |

time _— time —_—

a) original scheduling b) scheduling after mutation
6.4 A SritE T
AL AL HIL, LAGA 132 5 55O 1 £ 75 G A b 8 Y sy kA 7
WO T E G DA P, (E AT VL RE R TP B B — N R 5, KR A4
FE 7 ZE BN BE— AN, IR 2 AL T8 2 L2 — AN B A g, rdr; FERRR %
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IR 915 k2 BRI T 2 B B2 B 1 S
o WK 6.4a s, HERBET RITMENRAEN vy 3 BCG yirdr; TeRH 4 (R 7,y
RS H TR, 1B v, B Bo gy A AR yrdr; Tt Cyrdr, =1) 11
PRIE Ty o K] 6.4b WoRIIBI R 7 b, A% TAE AT 45 I B 1) R ] 58 1 #7521
T

D. PFfl

VA B, K22 Has L Sy SO BE 5 B &R S BOEAT VS, EIA
SARYE S VP R SO PR S T BT . T LAGA 1L 51 itk 7 &
RNV TR YRR, DR B (R DA 20 BN 1 S 75 B R — AN R T SR e Ak
MAHATIT s AR5 FEVPAG RNV Al T 25 i TR], AT B R A 20 6.5 VP4l BT
WETT % S (RBATINE] time(S) U 2 HL fal(S) .

h T A AN R AL 8 U B 4 6 R 4t — SR LT I, 3R
T8 5E 8 AR S R e x, SRJE 3 TIX /MR SE 98 e gt — o v
max-min P I BRI R B S0 o O T — A TAERAT S5 (is AT i ), —26h8
SRR B LSO AT 553847 I ) A AR K 52 e R M S 404 S8 v 110 8 R P A S 4
PR FRAT T 28 — ANMEME AL S 3 e mT s SN -

EX 6.3 1NV EZ i Kl 1(TaskPHI):  BEREAENY v, % AR FRAT 4% 1) 5 2k
AR DAG Bl Mz AE N T A I s KB AR RS, B Rom i F

‘vl-‘ if v; 1s an exit task

impi(i) = ‘Vi‘+ max impt(j) otherwise
e(i, j)eE (6.9)

BEE() R ITA BHR T B HE 2, AR v, IIESESE p(y e SN -

p(i) = E(y)-impt(i) — max(e{"*" idle(M (i))) (6.10)

AR N TR (a2 37 T ) [ R B o W | O/ = R S RS = ) w2 4 SO (AR S E S K
AT o TaskPHI FF 08 U5 1)1 354 4 T80 RE A VAl A=A b o 4 PR e A B 420 1) 58 1l
IR, AR R A S S EBRAT IR AR Sk, TR s E T O
2t 7RIS ERVEN RS, DR, AT AT LLSE kA b AL — 4 B AR 1
SERUN ] o B8 AR Se g ] e SOk

EX 6.4 VRNV e 8 kX 2 (TaskPH2): & TA/FR DAG K, #MAENL v, IT
G TR SR R BR AR A T 58 FE R ] 2«
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|vi| 7 if v; 1s an exit task
comp(i) = |vl~| -7j+ max comp(k) otherwise
e(i,k)eE
where M (i) = r; 6.11)
WY v; BIDLSE R piy A
p(i) = comp(i) — max(¢™" idle(M (i))) 6.12)

ST L EAL e a2, LAGA [ PFAl BV A FH — AN B
max-min SISV I PAT I BEAT R . Wik 6.2 o, T TaskPHI 843
TaskPH2, S5 8 58 R BRI % — A BAT e U Se ANV AE D — SR
VeV, RJE, SR SEEE T — AR, ke H A /NG RN 2 )R
NHEAT VMV R B o SRR AN — RNV B g s M, Harth Dl 2y P 2
BEANGRUE vy BTN AL B AP IR BA A que; , LA RAE B R BETT 48 S i)
TA IR IAENAG T e 0 ¢ o BET, BASI que _ready; 87005 r, 1 OWUES
BFASATH G AR B VR

LAGA W TARRRAS: OIER DALy B8 B L 73 B 5E0 a ) 1)
VENVEREE AT, JER AR ROT LRI TR & 0 (AT 3~6) 5 (i) RN
Pk A B &S (A7 11) 5 Gi)/EFTE SaE R ENL T, %8R &
NEERISZIAVEE Vigsk _set (AT 12~16) 5 (V) NI B FERINEN v o KHFIAT
W (AT 18~20) , FEEEHT % IE M (task  sel) VRNV 52 BN T AN A5 IR ISFE] (AT 21)
VIR Viger  gor ITATTARMEIRPRGS (AT 22~25) 5 (V)RR PR ii-v HEPMT
VRNV RAT MR A 7E

B 6.1 VPN FIEMIRA M O(nlogn+nm+d), Hrb m ZVEUEIE
H, n& DAG TAERF M A (B $H, d7& DAG FAH I FHIRMELHD
% H .

B, VRS, IR AT I I T B %P2 O(n) (AT 3~6)
I — IRGEEAE N (AT 7~26) K438 — MRV FP i T L, DR S I 1
W IBIT n K. N T B BXHEN AL e Gt AT HE Y, N RS R E R —
AL HAEN (AT 11D, FFEFER O(logn) » ALY I 45 o i ) JE 3k 2 AT
e /N AN AL I I TR R 2 PE 2 O(m) (AT 12~16) o B5AT 18~21 [ (A & 2%
PEJE O(1)o K n IREFVEAEIA (AT 8~21) MBI & /2 O(n(logn+m+1)) o A
THEBHTAERPRES (T 22~25) , BIEFERS O(d). Frlh, PEASEE I R 5 2%
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P2 O(n+n(logn+m+1)+d)=O(nlogn+nm+d) .

Algorithm 6.2 The Evaluation Algorithm

1 input: task-resource mapping string M
2 output: {t%,que; }for each resource r;
3 for each entry taskv;
4 add v, to the task ready queue que_ready
5 14 0
6 end for
7 repeat
8 min_end «— © //the minimum ending time
9 task sel «— null //the task selected
10 for each resource 7,
//max-min phase 1
11 find the task v; with the maximum priority value
fromque ready,
//max-min phase 2
12 compute the ending time ¢% for v;using equation 2
13 if ¢5 < min_end
14 min_end «— //the minimum ending time
15 task sel —j //record the selected task
16 end if
17 end for
18 res _sel < M (task _sel)
19 IEMOVE Viggk g0 from que ready,,
20 add Viask _sel to qUe,es  sel
21 tges —sel = jdle(res sel) = tteaskisel
22 for each child task Vv; of task Viggr ger
23 update (@@ using equation 1
24 if v;isready torun, additto que ready,
25 end for
26 until every que ready, 1s empty
E. #k$%

TEIAE SR, 38 DY 5 eR o R B AA B L T 5. T AR H AR 2
5 I 1) 29 SN 8] ISR A — A AR AT 55 1 A7 I TR AT a] Sk, PRI 3RAT TR
SWGR (sum of weighted global ratios) FHI S 1 603 B 5 % S IaE M 1, & n] BA
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fal(S)—minFal time(S)—minTime
maxFal-minFal twy maxTime—minTime

f(S)za)l-

+ penalty (S) (a)1+a)2 =1)

o (6.13)
0 if time(S)<D
1 if time(S)>D

Hor maxFal M1 minFal 73 5l 3¢ 7 AT Ui B2 REAA o I 2 77 8 10 e R IR IO 3R R i
INRMCEEL, 11 maxTime A1 minTime 735l 27 8 FE 7 58 1) B K I 18] R 85 /N IR ]
PR £ (S) RYRITPH I s il ARk 1k B AT e/ IS R R ORI B /NI AT IR R] 1 1 2 T 26
XA H A AT AR F P 1075 5K B8 AR o 565 =T penalry(S) AP IP) N
MR H bR, QR R T R TR TR D, e 22—k MV
Yo R T A S AR E T S8R, DA IR I A U B 7 S5 18 o e R HL 0 o 2
f(S) BHATREFHE, SR8 5 B8R R 3 1 $572: (roulette wheel selection scheme)
N ACBHAE B T . R R P s S i A, A SO TR
e i) i AN AN T .

where penalty(S) = {

6.6 SCH L

N T RAIE RD 5725 LM LAGA SAIITERE, AR B G/ A BATHAUN &
THEEIASE . SRJE T EE 70 AT RD A5 2805 201 5 LUK BRI L KI5 . 25 RD 4572,
HATR LB LAGA 55 A MR (R 31 81 3% (1) )7 e s LR S A — A it AR Sk i
e, [N, FATRR AT LAGA Sk i =F it s gun K MRk «

6.6.1 SLIGIREE

ASCAEH] GridSim" M G BV SREE B = AN 2. BEIEH m, B
(RSP 8038 B 5 SIS A VI R IR 2 o SR S LA G TR0 28
BEE, A EIAETAET 200 MRS, EMHRICAFR CPU T fE
J1, SCHBERA AR sx 107 R0 200 CR AL SERbARA) o BRI IE
NP RIS AT LE 107 /A 107/ 1 2 IRWT . RIS AR 22 AR — 201118,
AR BEHL DAG B AR AR — A TARRAE S BN =S8 AR H, 1F
b P2 LA R RN e s, A AR AR 55 AT K A A
40 £ 200 2 8], VENV A R BE A 2, ARV K KNS5 53 A1 7E 1 10* MI (Million
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instructions)f1 15 x 10® MI Z [,

ST REHIILESE, Pra SRR rdr™ @ B 107 1k, 525350
R o 0 0.20 3TN E VAL R ECH N UE T o) Fl o, B8 A 0.5, IXRRE S7E
HE 25 (R AT SEVE RS AT I 18] AT AR R A e g o A8 SR IIEFEME% p, 0 0.5, &
ST RERMEE p, 8 0.25. XTSRS B 4 SCHRT 14 FH 2 550 v )
B, XFEALFRATRE S MR AL SR A I . LAGA SV IR B2 7 ZE AR R/
A 200 SEEGHR, X T HAMFEZSE SR TERIES, TATEIE 5 A9 LUEGe
AT HACGRYEW TARR VP B . S4h, W TR TARRAR S5 564, FRAT#E
ATIALFE 3 IR DR L SRR T 2 P RE

1.80

—=—RD_Fast
1.60 —— RD_Slow
—— Traditional_Fast

1.40 A —— Traditional_Slow

1.20 A
1.00
0.80
0.60

Normalized Failure Probability

0.40

0.20
12 24 36 48 60 72
Task Size (E+5 MI)
Kl 6.5 ANIA] DU AR O ARV U — A0 I R IR %

1.80

—=—RD_High
1.60 { —&—RD_Low
—— Traditional_High
1.40 | —— Traditional_Low

1.20
1.00 -
0.80 -
0.60

Normalized Failure Probability

0.40 -

0.20

12 24 36 48 60 72
Task Size (E+5 MI)
K 6.6 AN BEUERMCRE DL AR ML A — A R IO
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1.80

—»—RD

. —o— Traditional
S 175
[72]
(0]
X
©
=
I P e
[0)
N
©
£
5 1.65 -
4

1.60

12 24 36 48 60 72
Task Size (E+5 M)
K 6.7 FTALG5 2R RD 152 10 TAF iR ]

0.55

050 | @\\$\\H% A%f/AV//Q

0.45
> —B—RD_Low
;; 0.40 | —A— Traditional_Low
e ——RD_High
A 0351 . .
° —&— Traditional_High
= 0301
@©
e

o
N
a

] e

0.15

2 aw % 4 e 1
Task Size (E+5 M)
K 6.8 JETHE4E(5 2R RD {52 1 AR O =%

6.6.2 RD {5 &1F{&

a) RD {52 FL 4525 Lk

e S A 2R R U 100455 2% 2 SO R U R S s e B F i bR, o T
LAt RD (52 RUE G S 2 R ], FRATLE LU JURP 4 F R IR R (5 2 10 e RS &
G P I MR VE N (KN4 T £12,24,36,48,60,72) x 105 MI 5 850 B2 1 Vb 2
WRA R0 /h () 8107 /b (®) , IR CPU S CRIEAS AT )
S35 1000MIPS () 1k SOOMIPS (18) . 1T RD {5 2 ML G5 24 5 A F 1
BART, N TR, FRATER LA S W R 245 3 (1 — A v 2 ML i 7R
RIS . [ 6.5 KNI 6.6 S5 (K152 A — Ak I BRI R O 28, & T 1448 i
A 26 VA 75 B AV 2R ORI 26/ 532 Y50 52 o 2k e 2 4 381 1) 47 M 20 512 2 T Ak
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o HIE 6.5 Al LURBL, S5 T RD 5245 2 AR IR IMORE 4 5 TSR ML R o %
JUF 8 AHFE AR G2 (1 1 b R IOBE R AR AR G I B A bt HAT o
SEARML RN, A5 LS AR RO R B, A5 DU M R IO = 4 B o X A
MRS RIT K . o b, Hs IS AT A SRR (] 6.5) B AR
WCRIN (B 6.6) , H: FALGUE 2 (AL R IGBEA 2 B U SE S I . IX 2 A DA 4
TALGR I AR RGO A — A TR AR e E U B AT (10 R JUC4 T B PR
(13 PG 2 A PR AR FR ECE AN, Wit A BE KR 22

100

:F
90
. 80 A
=
§ 70
® 60"
2
c 50 A
S
0 40
2
© 30 A
=
20 A —o—DLS
——RDLS
10 —x—LAGA
0 T T T T
40 80 120 160 200

Number of tasks
K 6.9 Ji%k X DLS, RDLS Hl LAGA %5 i B2 5 23847 I )

0.6

-=-DLS
0.5 -—RDLS
> LAGA

©
N

Failure Probability
o o o
N w B

40 80 120 160 200
Number of tasks

K 6.10 J5 %3 DLS, RDLS F1 LAGA %5 H [ 5 7 SRl 2k e
b) RD 15 ZE 0T 25 1 B (1) 5% 1
ANTTRE T AL GG 2580 RD {5 25T 850 BE R8I o SE36 H R0 — - %I
HASEFR RN R IR, 20 B A 36T RD 5 2 ML R IR 88 3 T16 45
{EEMENL RSN R . B 6.7 Bor, FESFIARIPIMRSAE T, TS s 2R
T RD {5 Z 00 7 =)L HE MR BT S0 E . B 6.8 W /nHET- RD {5 2511
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JE 7 58 FAETAR Gu A5 5 I U B T S BAT SEAR AR R Mo, JEH 2 AE DAk,
FEH N AR ORI RS ST, BT RD A2 1R B 7 nl SE ks o i . 1X A2
R FERX PRI SOL T AR GRS BB o 2 RS A [F) (19 DR PR R
RORE- BOE 22 AR ML A 73 Fe 2 ] S R SEAR A BE U

1

o
o
!

o
oo
!

e
3

o
[e)}
!

o
)

Average Normalized Makespan

N
SN
L

0.3

0 100 200 300 400 500 600 700 800 900
Number of iterations

6.11 AL SIRAFRAGIA I 5 5 P34 U AL iz 4TI [a]

N
~
L

N
N
L

N

o
[e)
.

Average Normalized Reliability

——BGA
—>—LAGA

o
o
.

0.4

0 100 200 300 400 500 600 700 800 900
Number of iterations

6.12 HWALSLARR AR K L 5 V-2 — e T FE
6.6.3 LAGA H i ERE

a) LAGA M52 11 Ji A =)

JEFBIFN 5 R 3 DLS #1 RDLS! Mg 43 Bl TAELAT 55 (¥ I 1] Rl ] 52
PEREATERAL, FEAFEN 2 AR OB, R, RSO L LAGA X Wl A XM
W PERE . B DRI TAESAE VA H 7E 40 21 200 76 H N AR, 0 T8A TAER
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S, FAT15r iz 4T DLS A RDLS Ja &3 100 LKA SN 4 R . Bl 6.9
FE 6.10 27x, MATESI AT SEE AN A, LAGA #BRe8 — A TAERAT 5
PAL U IR S LIS TAERAE B H AR I (40 MEME) , LAGA
(R e LL I e W Rl R AU S 2 CREA 15%) o 1KY SR A H AR
IR, RGOS E 2SN BRI IE R . B, LAGA R EA1&
AN A AT HH B A5 3 ) R R o AER I T A1 3R IR A R ORI I 2o AR A JE R B A
AT, TR TR RAR ] BN 2 B B I () TR

Average Interval (Millisecond)

1 11 21 31 41 51 61 71 81
New Generations with Better Solutions

Kl 6.13 57E BGA 1 LAGA VAL BT 75 15 []

25

- BGA

0.5 7 -8-LAGA

Average Normalized Scheduling Qualit

6 11 18 21 2 s 3
Algorithm running time (200 millisecond)
6.14 5% BGA Fl LAGA i [m] [ 5 A6 1 B
b) LAGA Al5)— stk 5k
BGA 7 S — AN [l Ak AR JAT 45 I IRDRT R S 0 3% O 32 505, e R I
BEAILI 7 VAR R 7 ATl . I, AR NSVE A AL N 1) PR A £ 52
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A P Rl st AR SRV R IR B o Jit A JR 3 R AR A B 00 1 A 3 — AR B 7 SR AR
N T SRR, AR SCGE S T B BRI 34 U — AT 25 i R A A
— AT EEME . A BTSSR CERATEEMED W SO IAT I B 7 AR (1)1 3
I IE] CECRICRED B ARG B T7 SRR 4 I ) (BRIGREO o Bk
) TARRAE S AR E H 2 200,  PANIEAE L IPRFA CECA 10000 18] 6.11 FA
6.12 7~ LAGA figt% Lt BGA B P ik TAERAT S IR Rl SE . 54b, fEAH
ARG BN, LAGA Sfhegs Ltk BGA I iAE T &

= 22

2,

18 | £

16 1]

——BGA

1.4 4 —o— LAGA-ResPH

1.2 1

Average Normalized Scheduling Qua

1

10 | 2‘10 | 4‘10 | 6‘10 | 8‘10
Number of lterations
K 6.15 )ik ResPH 43 %t
h T IS TR) B LU B s A R e, AR AN S5 . 7R 28— AN seie
R G A AV BT B (B A SR R T 5D Bl (R
I [A] o 6.13 27N, {EFEBILIAI, BGA F=Am8 — AR 75 (1 i ] b
LAGA 7> P> 16 =80 5 (HAEEEEM AR (62 /KLLJE) , BGA Lt LAGA
7 B Z IR AR — AR . IR RO BRI WY, BGA IR L@t
BENLBAL IR 7V B — AN AP R T 58 (R A A L AR kR, BENLISAL
I 0 TR B 21— N S I T %€ . 55 BGA M/, LAGA SRH]I—MIf ]
RARERCRI A kA 7, B E A ALK HTII L BGA 18 {HiE, LAGA [
Jei R A A T35 R D U S50 AR A 0 AR JUIAT 8K e A0 AE XS 52 2 (1 I ] Py 4 1) 5 4
(R BT %
PR ZANSEI R, FRATT R I AN a8 AL 500k 1)~ 1) 1 ot 8 A8 AT I T 4
B B L. SCEERERS 200 AP0 AN A IH— A R R TR A TR AR . —
A8 A% B TR A — A 8 0T e AR — A m R 1 DA R VA — AT 55 B 1) £ 2T
Mo il 6.14 Fiow, fEHEALIIVIN, BGA n AL LAGA SEH M o3k i fE 7 611
it MRJ5, BGA ST S8 I B AR BORBS . B 2%, LAGA Pk reiEd
BGA, JEReFEML & A R TT % . B 6.14 (45 AL UE I FRATINF 2 — AN 5185 (
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6.13) [Ho3HT & LA
1.2

c B TaskPH1
© 14

& m TaskPH2
)

©

= 0.8

o

1)

N

© 0.6

E

2

o 041

o

c©

2

z 0.2 4

0 T T T T T
40 80 120 160 200

Number of tasks

K 6.16 {#iF TaskPH1 5Y TaskPH2 25 H 1¢I5 22387 i [i)

1.25
2 124 B TaskPH1
g @ TaskPH2
51:) 1.15
3
N 114
©
IS
s 1.05 4
Z
S
g 1
[
>
< 0.95
09 1 T T T T
40 80 120 160 200

Number of tasks
Kl 6.17 {#iJ1] TaskPH1 B TaskPH2 25 H (9 2 5 % w] SE4%

6.6.4 LERBAXRIBME

a) ResPH A 24

KT VA BRI e 5 X ResPH AR M, FRATTSEEL—MUAE ] ResPH /5
KM LAGA, IEEES BGA MTERE. Bl TAERAE S H 24 200,
Kl 6.15 o T RS AL SRR BRI RGN R~ 2 V3 — A R BE e R L i [
D o nLAVE R, ResPH 7EIEHAH] A REDS #E Bhibt A% 503245 th o I R 1 5
% (HIEFIEEE W, ResPH ST REAR LI 5 i, P RPst L Bk 4s LT
IR SRRV E T 5o X RNEBE FRE AL — BUN A5, SR AR i o 41—
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b) TaskPH1 11 TaskPH2 )45 %t

AN AT LI AR AR S 2% 3 & X, TaskPH1 Al TaskPH2 %} 5733 LAGA [¥)5%
M. SEZEGH,  TARRAESS HI/ENL A HAE 40 3] 200 2 8. Kl 6.16 FIE 6.17 45 T
ffiFf] TaskPH1 o TaskPH2 [IH5Ff LAGA [ITERE, ZMEAEfaPr LS. PRl LAGA
SRR I B 7 SR IR P 3 AT 55 ] ) RO R Sk 2 ol Bk DL BGA SR HA IR 5 7 %6
[T 55 B[] FH AT HEE

BATTAT LRI TaskPH1 1 TaskPH2 #5675 B LAGA &5 Hi Lk BGA B /> i 1] ()
—AbI TR < 1) FOSE mal S QR —fn] 5> D MR TR, SE—2aiT bk
B, Y TAERAT S RN H B2 (40 AMENLD B8R (200 MENE) , TaskPHI
FI TaskPH2 X} 8.5 LAGA A4 A2 AefetEfe; (124 TAERAESS MRS E R
HEERN (120 ANMENED ), TaskPH2 XistfE Bk 4L BE 71 L TaskPH1 5 T 12
Fhtm . XA SR HAR /NI g, st AL SEVL RIS AT R ke AUt g3 —
ANGFIRBETT % H ARV AR KIS, B BHEA I VAR Z AR, X A4
ANV ER AR () 58 RN TRV AR XERE VP A o DRIMAESX PR 0 T, BLAR TaskPH2 n LA
bt TaskPH1 S A M T — 25 AR ML B A2 1 58 BT 18], (S PR REDLIAAS e £330 44
G2/

6.7 /NG5

AT T SV SIS ] S PRI 1) AR B . D T PP BRI
WEEPE, SCEESR TN AR SN AT SE MO S RD R 50 R . RD 52540 A BE s 14
bR R E SAE R, NI 52 28 98 mT LA B A8 A RD A5 2 R Pl — ANk ]
FEVE. J3APSCEBLE ) RD (5 2 Sk e 6 SN P B YRS EHIRAS AR AL o

LT RD 2, AFERH T TS S R S LAGA SR REH ) TAF
WAESS I AL TR AN AT SE 1 . LAGA SR FRATIER Hh i B IO e 208 A s onf 1% ¢
WAL SR A S S BEATOUAL . IR —FloBT AU AL PP L RS N
PTG T SR BRI i B2 T SRR MU e SR ) PP 2D SRR
HIBATIFE 1K) max-min SEISREATRIE RS SCIR 45 RIE7s RD (2 RE oA &
HER BRGS0, IR REAE LRV P 3 n— A CARGRAE S5 A K ] 5. LAGA
LRSI LI T 414 5 )k X DLS R RDLS S 4FHIREE 75, i H, Br—
PG AR5 BGA 174 SE 4 1 7 &AL v Be
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BRRR ] 56 43t T Gu v HED BAR (1R /R 28ROk, EIl I S U B T 20
(R I GV B ARG T 3CRE o 745 M (R R S SO v A RE R
PUBR B, B ESCRA] EM S8EESEERNE, EA L B G
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{2 WA THE ARG 24 H 5 22 . ST A B A Bayesian BiMUAHEL, RLM Fid
RERS 2 H SE MER 5 2B VP AN « 700 IR B SO0 T, RLM BB R (1)
R e 25 HY B /N A A AN TR 22 BRSO I 7 T, RLM A2 L
Bayesian + Quantile #5281 35 55 /) [ 4-FH 1 23 R B v () ECRF 1P 26

FET M R TE MR AR 0 R A AR s AN, SR H TR 2 3K
GRS RGN E B, PIHTEAE R A, ATk M2 E
VA IORE, AR E RS EREEE . AN T — AT 6 SR {5 210
REEEE RS RTE. RTE MG (RIS TE Sl A T A OMEECRIES T
W EEESE, T RES AR R AT SRS 5 P SCRHME B M . RTE 52N
RS E LR AEAEESE, Re SCHLHIR N 400 E Vs i) #5534, RTE
()T I R AEA A, BeE SRS B W &g AL ot &, k]
DU M (0 PR ER IO K, Sha&E B (R, Piahi i N IR AT . SCESS
7 RTE RIS TE S M VERHEE N, A4 T RTE RAMETEVE, IFAHT
—A RTE R TIRA ST EH IR~

YRR TR AR BN FH A LA T o, R D R ARE I N P 7R3 . s A B TS £
B HE LS 20 N R G v SE MRS AR AL VEAS o i, AR SO0 B 4% 11 M 4% 4
MV A E AR BN HBEAT BT, B e il A 225 (R 1) m S (R VR Mt ) 2 R
Gio T VAN RYR I EEE, SCEEAEH T I AAEOC A nT SEMEDK S RD fE 2RI,
RD {5 28 H SR ARV R MR R 52, AL B R4 v] LB B I RD {5
BV —AMEMV I o] S0 o S AP SCE T RD 5 28 5005 BB SN M 42 B A 25
WA, FET RD 52, AR T — M ailE s 5% LAGA KA fe
A TAFE AR S RISARAG IS AR AT SEVES A . LAGA SR IATTHE H R S S 4%
Je R AL G a5 AL SR AR S S AT ARAL IR P — Ao s s A AT PPAR AL«
AL 1 R A ST A A 7 S8 0 O YAV R, T R T R IR R AR
PG IR H BA 192 H 1 max-min SEES AT R REIL SR . SEE0 45 R I7n RD 152 fe
W U H S AR B PR URAE S, R REE CARWR B b B — AN TAR AT 55 R 2 1 mf
FETE. LAGA SLReM 4 AR T-41% 5 /& 5\ DLS F1 RDLS S 4F 742, 1M
H, eyl 59 BGA 154 B 418 5 7 =it fg .

7.2 REIAE

585 A5 A DU T IR, ASCER T ARG R 5 5o ARk AT TH]
DAFE CAT LARRSEAL b, 3 PR A SAEE BA N IORE ST, A7 RIS I ] AL ]

% 108 1L



i E R 5 N 27 e ST B e VA 798

b2/ I A

IS T SO RS ATAE B ST B, 2 Wi 22 I 5 A BR A5 AT AE 1o 4
S B0 T AT AT U R, AR ST AT UE TSR JBOM U S AL T 45 0 5 4 H PR A1 19
DiReiik . F—3 T4ET, ATELE RTP i 358 DPN & 3Eat , BmsE (T
UE P I B SCHE, W B TR AL T B I & BR & . HAMEAT I A
SCUE B T ARG AT e A LR AR SR AT Y i i (8Os, R UE A AT B 11— Bk
O EAT T RGN LR Z, AT PR IT R J5 T T 5

EEXETAEZ G AT, At T — Mgt Rl A5 288 RLM. T —
W TAEH BT B2 R AT vl /M 2 s e 5 6 RLM {5 2B RS (¥ 52 o T
R oK 2 SEERERE IR . AL, AP TIUA SN HLE
£ RLM {55 2R (1) Sl 138 I eort P (R0 25 VP Al B AR, AT BB A% B U i £ 2 %
Bt o

BEXT L TS A 2RSS, AR T — AN E A
HEH RS RTE, N TAED, TATPKEET RTE F5EEKIE S A ABE £0R,
(EAEAEAE R B YE, AP I H, SCOEE A e itk HoNE R >
A TAERR A 5 AT (0 B AL RO S AAE US4 T I3k, I AT g 3 oA AT A&
R . R — 0 BATTHE T X 7 T I

EEXHEATMES IR, ASCHR T — AN 3815 25 0T 1) ] S 16 A i
ARG AHASCI ARG — LAV WP, WA B AR b [R] R A5 1 ]
h T 6 LA A RO N AR A, T D ERA TR el RD {525 LR 3R
ATV 5 Y B e 1) B 3 AT B A e

% 109 11



i E R 5 N 27 e ST B e VA 798

% 110 51



i E R 5 N 27 e ST B e VA 798

B it

T IRy E

eSO b, A2 BT A SR AR 4 . Bl 1O 3
() R 2y [l 2 /N2 (R 4R . 2 (R 80 R I S8 e K A S = v R 3 1 H H AR
[l SRk ) R, IR D BCKE AT, SR AR R0 S
B, FOBEHRAT !

AR T IR % | INARITT G, Il e A7 =2l IR 2 i 45
T, KRR AT o A T AR B, ZE TR L R I 0 g V7 ¥ 6 1 R 4R
B, WIS IR ppeh, FeAG 2] TREICRR A & A TER B, e
Bz n H Br2s WA, BRI BERHEAS, 1R H T2 AT O A
685, WA RS S IEMIPITUER EAWRED: AT LB, ZIelEi
BT PETSS LB 2214, RO IR AW HE S A S, 134T LA ) [ (AR
BB s Bk . 22 FE A0, 1ERN—MERE TR AR A R
KRG 4. ZIMEIRI ARG WAL P EE G 2B XL L& %% )
() ARG R RIS A 5 2 I IR, PSR B — B may, ekt i
&, IRzt

JEU S5 R A K24 1) Rajkumar Buyya #0872, — RS L AH R Aot 73841 1—
BOWAENE. b T ibIREES IR S5k, SR8, TR . 758K
], AR E AR T, SRR . BONIRBOCE, BARMRIHSHE
[N e e COET OV ey e S I o B | NG 2 11 ) T A 2 ) 1 et
BRI A . VENERR A, MR LERMWIRZIR ] T, AZH IS X
MIEZE

U IS P 3R, PVERIL Ralis . FHZE. B, BREE. IR 2R
PhoRFFURRIGESEZNT . AL ZNHE AR — M FaE T, IIRAM1=AEBE T
IREF T T FIEE o ARATR B 2RI B M S AL 5 4, Wik TRAE 5P Rk
KD o FE s S M2 T Bt R 25 B o0y, 1k PRS2 20 41 2R ) g
NGB VA IR Ling Liu %, B0 A8 SCHIE oM BOE TR AIE RS
g SRR I E B

RIS (A skifge, F2&, @Jefh, B, Wi, BIEIC, Wi,
W2, AR, BRI, RT3 TIRZ s RN IR E 15 T M &
W, 25 TIRIRZ B R E D) . BB K — ISl b, R O PN SR
e ERTRE T PR A RTINSO SNSRI I | S 9/ S

& 111 51



YR S M NE S TG AL el VAT 9'S

JB&i 88 /R AN K 2% 1¥) Chee Shin Yeo, Saurabh Garg, Rajiv Ranjan, Suraj Pandey,
Marco A. S. Netto 555 Ao iEA2 T URITHIFE D), IRAESBRAR A TEAN TAES Rgn
BEMERIANESE . Rl Yeo, PREBRHAF—FEICLIMAETE I LAE, JH A1k
ANT o Yi4h, R Saurabh 158 ¥ 24 ) 1R A = L

KU TR S, WIFAK, fh—dh, SOk, 80K, Hikdz, Wk, Bite%.
ARATT—H 5 2] e RS AR A R BRI T L i o647, R4k
A WA TELF AT, SR IRIERTIR, ARV L.

U RIS G L 2], AEIRXAE 547 7 IWASEHE 2000 24 21
1) 04 ZLALAT AR 06 2, FATILRDER TBLEYRIZE R0 H 5, th—iii
W4 o XA TR S A A H 28 B B0 o 3 B I A e AR AL SR 04-07 11 52, 26
THIRATT, AR A (R A AR At R AR R AEAT I s

SIS [ D5 RO 22T AR BE MU AL B I S AT, O 1 AT 2250
ANV A, SRR T B 0L RBA S AT 2 ko R B
I TG R B A B ot JRIK S HE TR (M S HF o SR BT 58 1 22 15
rpg LR itE 2 A g AT oW RIS IR, AR BR B BAE HT AN 5 Ty

S LR Y 5 22 A SR TR FRUBURT 2 ik o FH AR — b2 Bk 1) SR 4 o s ik P 1
TFRAFA AT . R 58 A R I DT A BEG 28, U RIS A R I e
TR

B SRR ITA W BEERIE A TR F N . IEWMBOH AL E, RATT7K 0z 2 TR kR
OFITESR R URITTERAR R, PR M R Ay, A Kk A2 31 A
Mo JECURESE M BT WA AR, iEF e TR AR S G SR I L
X FAISLHF, SR NI RAREE “FT 17 A0 “IFJE bR T JA A LR IEZ
wEZHEM. BMAREIRY S, RE NGRS D T, KRR A L.
JEFRXS S A Ay, MEVOUL T N A2 Tt KA Z LR, MEAAE LS
FIHTH, 20X AN, 20 FARA TR RS

% 112 51



i E R 5 N 27 e ST B e VA 798

2% 3k

[1] R.C. Mayer, J.H. Davis, D.F. Schoorman, An Integrative Model of Organizational
Trust [J]. The Academy of Management Review, 1995, 20(3): 709-734.

[2] J. Huang and M. Fox. An ontology of trust: formal semantics and transitivity [C]. in
Proceedings of the 8th international conference on Electronic commerce. 2006:
ACM New York, NY, USA.

[3] D. Gambetta, Can We Trust Trust [J]? Trust: Making and Breaking Cooperative
Relations, 1990, 213-238.

[4] T. Grandison and M. Sloman, A Survey of Trust in Internet Applications [J]. IEEE
Communications Survey and Tutorials, 2000.

[5] F.L. Mayer, A brief comparison of two different environmental guidelines for
determining 'levels of trust' [C], Sixth Annual Computer Security Applications
Conference. 1990.

[6] E. Chang, T. Dillon, F. Hussain, The fuzzy and dynamic nature of trust [J]. LNCS
3592, 2005, 161-174.

[7] L. Zucker, Production of trust: Institutional sources of economic structure [J].
Research in Organizational Behavior, 1986, 8:53-111.

[8] A. Josang, R. Ismail, and C Boyd. A Survey of Trust and Reputation Systems for
Online Service Provision [J]. Decision Support Systems, 2007, 43(2):618-644.

[9] F. Azzedin and M. Maheswaran. Evolving and Managing Trust in Grid Computing
Systems [C]. Canadian Conference on Electrical and Computer Engineering. 2002.

[10]A. Donovan and G. Yolanda, A survey of trust in computer science and the
Semantic Web [J], Journal of Web Semantics, 2007, 5: 58-71.

[11]J.P Anderson, Computer Security Technology Planning Study [R]. ESD-TR-73-51,
Hanscom AFB, Bedford, MA, 1972.

[12]ISO/TEC, Information technology-security Techniques-Evaluation Criteria for IT
Security [S], Part 1: Introduction and General Model. 2nd ed. 2005.

[13] Trust Computing Group [J], TCG Architecture Overview. 2004.

[14]B. Gates. Trustworthy Computing [R], 2002.

[15]A. Avizienis, J. Laprie, Basic concepts and taxonomy of dependable and secure
computting [J]. IEEE Trans Dependable Secure, 2004, 1(1): 11-33.

[16]FK 3], nI A5 M 28 5T []. 01 S LA AR, 2005, 28(5):751-758.

(17 B B, R, 255 T I B P LB RN B 4 f LR,
2006, 36(10): 1156~1169.

[18]M. Blaze, J. Feigenbaum, and J. Lacy. Decentralized trust management [C]. In
IEEE Symposium on Security and Privacy, 1996, pages 164—173.

% 113 51



i E R 5 N 27 e ST B e VA 798

[19]Jesang, A. and N. Tran, Trust Management for E-Commerce [C], 2000.
http://citeseer.nj.nec.com/375908 . html

[20]T. Grandison, Trust Management for Internet Applications [D], PhD Thesis, 2003

[21]A. Abdul-Rahman, S. Hailes, A distributed trust model [C], In: Proceedings of the
1997 New Security Paradigms Workshop. Cumbria, UK, ACM Press, 1998: 48~60.

[22]D. Povey, Developing electronic trust policies using a risk management model
[C].In: Proceedings of the 1999 CQRE Congress. 1999.

[23]Yu T, M. Winslett, A unified scheme for resource protection in automated trust
negotiation [C]. In: Proc. of the 2003 IEEE Symp. On Security and Privacy.
Washington: IEEE Computer Society Press, 2003.

[24]Johnson W, Mudumbai S, Thompson M. Authorization and attribute certificates for
widely distributed access control [C]. In: IEEE Proc. of the 7th Workshop on
Enabling Technologies: Infrastructure for Collaborative Enterprises. Washington:
IEEE Computer Society Press, 1998. 340—345.

[25]Leithead T, Nejdl W, Olmedilla D, Seamons KE, Winslett M, Yu T, Zhang C. How
to exploit ontologies in trust negotiation [C]. In: Workshop on Trust, Security, and
Reputation on the Semantic Web, Part of the 3rd Int’l Semantic Web Conf. 2004.

[26]Yu T, Ma X, Winslett M. PRUNES: An efficient and complete strategy for trust
negotiation over the Internet [C]. In: Proc. of the 7th ACM Conf. on Computer and
communications Security. New York: ACM Press, 2000. 210—-219.

[27]Barlow T, Hess A, Seamons KE. Trust negotiation in electronic markets [C]. In:
Proc. of 8th Research Symp. in Emerging Electronic Markets. Maastricht, 2001.
[28]Bosworth KP, Tedeschi N. Public key infrastructures: The next generation [J].

Journal of BT Technology, 2001,19(3):44-59.

[29]HAYTON, R. J., J. M. BACON, ET AL. Access Control in an Open Distributed
Environment [C]. IEEE Symposium on Security and Privacy, 1998.

[30] Thompson MR, Essiari A, Mudumbai S. Certificate-Based authorization policy in a
PKI environment [C]. In: Thompson MR, ed. Proc. of the Information and System
Security. New York: ACM Press, 2003.

[31]Li LX, Chen WM, Huang SL. Realizing mandatory access control in role-based
security system [J]. Journal of Software, 2000,11(10):1320-1325 (in Chinese with
English abstract).

[32]Saunders G, Hitchens M, Varadharajan V. Role-Based access control and the
access control matrix [C]. In: Hitchens M, ed. Proc. of the ACM SINGOPS
Operating Systems Review. New York: ACM Press, 2001.

[33]Zhang LH, Ahn GJ, Chu BT. A rule-based framework for role-based delegation [C].
In: Proc. of the 6th ACM Symp. on Access Control Models and Technologies. New
York: ACM Press, 2001.

% 114 51



i E R 5 N 27 e ST B e VA 798

[34]Zhang XZ, Oh S, Sandhu R. PBDM: A flexible delegation model in RBAC [C]. In:
Ferrari E, Ferraiolo D, eds. Proc. of the 8th ACM Symp. on Access Control Models
and Technologies. New York: ACM Press, 2003.

[35]Seamons KE, Winslett M, Yu T. Limiting the disclosure of access control policies
during automated trust negotiation [C]. In: Network and Distributed System
Security  Symp  (NDSS  2001). Internet  Society  Press,  2001.
http://isrl.cs.byu.edu/pubs/ndss2001.pdf

[36]Seamons KE, Winslett M, Yu T, Smith B, Child E, Jacobson J, Mills H, Yu L.
Requirements for policy languages for trust negotiation [C]. In: Michael JB, ed.
Proc. of the 3rd IEEE Int’l Workshop on Policies for Distributed Systems and
Networks. Washington: IEEE Computer Society Press, 2002.

[37]Winsborough WH, Li NH. Towards practical automated trust negotiation [C]. In:
the 3rd Int’l Workshop on Policies for Distributed Systems and Networks.
Washington: IEEE Computer Society Press, 2002. 92—103.

[38]Yu T, Winslett M, Seamons KE. Interoperable strategies in automated trust
negotiation [C]. In: Proc. of the 8th ACM Conf. on Computer and Communications
Security. New York: ACM Press, 2001. 146—155.

[39]Yu T, Winslett M, Seamons KE. Supporting structured credentials and sensitive
policies through interoperable strategies for automated trust negotiation [J]. ACM
Trans. on Information and System Security, 2003,1(6):1-42.

[40]M. Blaze, J. Feigenbaum, J. loannidis, and A. D. Keromytis. RFC 2704: The
KeyNote trust management system version2 [S], 1999.

[41]C. M. Ellison, B. Frantz, B. Lampson, R. Rivest, B. M. Thomas, T. Ylonen. SPKI
Certificate Theory [S]. RFC 2693, 1999.

[42]Chu, Y.-H., Feigenbaum, J., LaMacchia, B., et al. REFEREE: trust management
for Web applications [J]. World Wide Web Journal, 1997, 2(2): 127-139

[43]P. Resnick, R. Zeckhauser, E. Friedman, and K. Kuwabara, ReputationSystems [J],
Communications of the ACM, 43(12), December 2000, pp.45-48

[44] Abdul-Rahman A., Hailes S., Supporting trust in virtual communities [C], in
Proceedings of International Conference on System Sciences, Hawaii. 2000.

[45]Mui L., Mohtashemi M., Halberstadt A., A Computational Model of Trust and
Reputation for E-businesses [C], in Proceedings of the 35th Annual International
Conference on System Sciences (HICSS'02)-Volume 7, Hawaii, IEEE
ComputerSociety, Washington, DC, USA. 2002.

[46]Chang E., Dillon T., Hussain F.K., Trust and Reputation for Service-Oriented
Enviornments: Technologies for Building Business Intelligence and Consumer
Confidence, John Wiley & Sons. 2005.

[47]Sandhu, R. S., E. J. COYNE, ET AL. Role- Based Access Control Models [J].

& 115 51



i E R 5 N 27 e ST B e VA 798

IEEE Computer 29(2), 1996. 38—47.

[48]A. Mohan, D.M. Blough, AttributeTrust A Framework for Evaluating Trust in
Aggregated Attributes via a Reputation System [C], Sixth Annual Conference on
Privacy, Security and Trust (PST), 2008.

[49]S. Chakraborty and I. Ray, TrustBAC Integrating Trust Relationships into the
RBAC Model for Access Control in Open Systems [C], SACMAT 2006

[50]J. Huang and D. Nicol, A Calculus of Trust and Its Application to PKI and Identity
Management [C], Proceedings of the 8th Symposium on Identity and Trust on the
Internet, 2009.

[51]Winsborough WH, Seamons KE, Jones VE. Automated trust negotiation [C]. In
Hilton SC, eds. Proc. of the DARPA Information Survivability Conf. and
Exposition. New York: IEEE Press, 2000.

[52]Winslett M, Zhang C, Bonatti PA. PeerAccess: A logic for distributed authorization
[C]. In Atluri V, Meadows C, Juels A Eds. Proc. of the ACM Conf. on Computer
and Communications Security. New York: ACM Press, 2005.

[53]Lee AJ, Winslett M. Safety and consistency in policy-based authorization systems
[C]. In Lin FC, Lee DT, Lin BS, Shieh S, Jajodia S Eds. Proc. of the ACM Conf. on
Computer and Communications Security. New York: ACM Press, 2006.

[54]Bauer L, Garriss S, Reiter MK. Distributed proving in access-control systems [C].
In Paxson V, Waidner M eds. Proc. of the IEEE Symp. on Security and Privacy.
Washington: IEEE Computer Society Press, 2005.

[55]Li NH, Winsborough WH, Mitchell JC. Distributed credential chain discovery in
trust management [C]. In: Herbert AS, eds. Proc. of the 8th ACM Conf. on
Computer and Communications Security. New York: ACM Press, 2001.

[56]L1 J, Li N, Winsborough WH. Automated trust negotiation using cryptographic
credentials [C]. In Atluri V, Meadows C, Juels A Eds. Proc. of the ACM Conf. on
Computer and Communications Security. New York: ACM Press, 2005.

[57]Trwin K, Yu T, Winsborough WH. On the modeling and analysis of obligations [C].
In Lin FC, Lee DT, Lin BS, Shieh S, Jajodia S Eds. Proc. of the ACM Conf. on
Computer and Communications Security. New York: ACM Press, 2006.

[58]Stoller SD, Yang P, Ramakrishnan CR, Gofman MI. Efficient policy analysis for
administrative role based access control [C]. In Ning P, Vimercati S, Syverson PF
Eds. Proc. of the ACM Conf. on Computer and Communications Security. New
York: ACM Press, 2007.

[59]Skogsrud H, Benatallah B, Casati F. Trust-Serv: Model-Driven lifecycle
management of trust negotiation policies for web services [C]. In Feldman SI,
Uretsky M, Najork M, Wills CE Eds. Proc. of the 13th Int’l World Wide Web Conf.
(WWW 2004). New York: ACM Press, 2004.

[60]Bertino E, Ferrari E, Squicciarini AC. Trust-X: A peer-to-peer framework for trust

% 116 1L



i E R 5 N 27 e ST B e VA 798

establishment [J]. IEEE Trans. on Knowledge and Data Engineering, 16(7):827-842,
2004.

[61]Liao ZS, Jin H, Li CS, Zou DQ. Automated trust negotiation and its development
trend [J]. Journal of Software, 17(9): 1933-1948, 2006.

[62]Li JX, Huai JP, Li XX. Research on automated trust negotiation [J]. Journal of
Software, 2006, 17(1):124-133.

[63]Bradshaw R, Holt J, Seamons K. Concealing complex policies with hidden
credentials [C]. Proc. of the 11th ACM Conf. on Computer and Communications
Security. New York: ACM Press, 2004.

[64]L1J, Li N. OACerts: Oblivious attribute certificates [J]. IEEE Trans. on Dependable
and Secure Computing, 2006, 3(4):340-352.

[65]Li NH, Mitchell JC, Winsborough WH. Design of a role-based trust management
framework [C]. In Heather H, eds. Proc. of the IEEE Symp. on Security and
Privacy. Washington: IEEE Computer Society Press, 2002.

[66]Li NH, Mitchell JC. Datalog with constraints: A foundation for trust management
languages [C]. In Verdnica D, Philip W, eds. Proc. of the Int’l Symp. on Practical
Aspects of Declarative Languages. LNCS 2562, Berlin, Heidelberg:
Springer-Verlag, 2003.

[67]Minami K, Kotz D. Scalability in a secure distributed proof system [C]. In: Proc. of
the Int’l Conf. on Pervasive Computing. Berlin: Springer, 2006.

[68]Li JX, Huai JP. COTN: A contract based trust negotiation system [J]. Chinese
Journal of Computers, 29(8): 1290-1300, 2006. (in Chinese with English abstract).

[69]Sergio Marti and Hector Garcia-Molina, Taxonomy of trust: Categorizing P2P
Reputation Systems [J], Computer Networks 2006, 50(4): 472-484.

[70]J. Douceur. The sybil attack [C]. In Proceedings of the IPTPS02 Workshop,
Cambridge, MA (USA), 2002.

[71]M. Gupta, P. Judge, M.H. Ammar, A reputation system for peer-to-peer networks
[C], in: ACM NOSSDAYV, 2003.

[72]K. Aberer, Z. Despotovic, Managing Trust in a Peer-2-Peer Information System [C],
in Proceedings of Intl. Conf. on Information and Knowledge Management. 2001.

[73]Amazon. (Available at: http://www.amazon.com/, last accessed on Aug.10, 2009).

[74]R. Chen, W. Yeager, Poblano:A Distributed Trust Model for P2P Networks [R],
Sun Microsystem, Palo Alto, Tech Rept:TR-14-02-08, 2002.

[75]Lintao Liu, Shu Zhang, Kyung Dong Ryu, and Partha Dasgupta: R-Chain: A
Self-Maintained Reputation Management System in P2P Networks [C]. 17th
International Conference on Parallel and Distributed Computing Systems
(PDCS-2004), September 2004, San Francisco, CA, USA, pages 131-136.

[76]Sergio Marti,Hector Garcia-Molina.Limited reputation sharing in p2p systems [C],

In Proceedings of the 5th ACM Conference on Electronic Commerce.New

& 117 1L



i E R 5 N 27 e ST B e VA 798

York,NY,USA:ACM Press,2004.91-101.

[77]eBay. (Available at: http://www.ebay.com, last accessed on Dec.10, 2006).

[78]K.Aberer, P-Grid: A Self-Organizing Access Structure for P2P Information
Systems [C], Sixth International Conference on Cooperative Information Systems
(CooplIS 2001), Trento, Italy, LNCS 2172, Springer-Veralg, 2001,pp.179-194.

[79]S. Ratnasamy et al., A Scalable Content-Addressable Network [C], Proceeding of
ACM SIGCOMM,ACM Press, NewYork, 2001.8, pp.161-172.

[80]A. Shirazi and E. Amir, Probabilistic Modal Logic [C], Int. Conference on Artificial
Intelligence (AAAI), 2007.

[81]Z. Cao and C. Shi, Probabilistic Belief Logic and Its Probabilistic Aumann
Semantics [J], Journal of Computer Science and Technology,2003, 18(5):571-579.

[82]J. Golbeck. Weaving a Web of Trust [J]. Science, 2008, 321(5896): 1640 — 1641.

[83]P. Resnick, R. Zeckhauser, J. Swanson, and K. Lockwood. The Value of Reputation
on eBay: A Controlled Experiment [J]. Experimental Economics, 2006, 9(2):
79-101.

[84]D. Stern, R. Herbrich and T. Graepel, Matchbox: Large Scale Online Bayesian
Recommendations [C], 18th international conference on World Wide Web (WWW),
2009.

[85]L. Xiong and L. Liu, PeerTrust: Supporting Reputation-Based Trust for
Peer-to-Peer Electronic Communities [J], IEEE Trans. Knowledge and Data Eng,
2004, 16(7): 843-857.

[86]R. Zhou and K. Hwang, PowerTrust: A Robust and Scalable Reputation System for
Trusted Peer-to-Peer Computing [J], IEEE Trans. on Parallel and Distributed
Systems, 2006, 18(5): 460-473.

[87]S. Song, K. Hwang, and Y.K. Kwok, Risk-Resilient Heuristics and Genetic
Algorithms for Security-Assured Grid Job Scheduling [J], IEEE Trans. on
Computers, 2006, 55(6):703-719.

[88]). Weng, C. Miao and A. Goh, A Robust Reputation System for the Grid [C],
IEEE/ACM International Symposium on Cluster Computing and the Grid, 2006.
[89]A. Whitby, A. Jesang, and J. Indulska. Filtering out unfair ratings in bayesian
reputation systems [C]. In Proceedings of the Workshop on Trust in Agent

Societies at AAMAS, 2004.

[90]Y. Wang and M. P. Singh, Trust representation and aggregation in distributed agent
systems [C], Int. Conference on Artificial Intelligence (AAAI), Boston, 2006.

[91]B. Yu and M. P. Singh, Detecting Deception in Reputation Management [C], Int.
Joint Conference on Autonomous Agents and Multiagent Systems(AAMAS), 2003.

[92]U. Kuter and J. Golbeck, SUNNY: A New Algorithm for Trust Inference in Social
Networks Using Probabilistic Confidence Models [C], Int. Conference on Artificial
Intelligence (AAAI), 2007.

% 118 1L



i E R 5 N 27 e ST B e VA 798

[93]J. Golbeck and J. Hendler, Inferring Trust Relationships in Web-based Social
Networks [J], ACM Transaction on Internet Technology, 6(4): 497-529, 2006.

[94]M. Raya, P. Papadimitratos, V.D. Gligor, J.P. Hubaux, On DataCentric Trust
Establishment in Ephemeral Ad Hoc Networks [C], In Proceedings of IEEE
Infocom, 2008.

[95]1K. Krukowy, M. Nielsen and V. Sassonex, A Framework for Concrete
Reputation-Systems with Applications to History-Based Access Control [C], In
Proceedings of ACM CCS, 2005.

[96]M. Srivatsa, L. Xiong and L. Liu, TrustGuard: countering vulnerabilities in
reputation management for decentralized overlay networks [C], 14th international
conference on World Wide Web (WWW), May 2005.

[97]J.M. Morris, The Kalman filter: A robust estimator for some classes of linear
quadratic problems [J], IEEE Transactions on Information Theory, 22(5): 526-534,
1976.

[98]C. Atkeson, A. Moore and S. Schaal. Locally weighted learning [J]. AI Review,
11:11-73, April 1997.

[99]P.S. Maybeck, Stochastic models, estimation, and control [J]. Mathematics in
Science and Engineering, Volume 141, Academic Press, 1979

[100] A. Dempster, N. Laird and D.Rubin, Maximum likelihood from incomplete
data via the EM algorithm [J]. Journal of Royal Statistical Society. Series B 39(1):
1-38, 1977.

[101] M.A. Kaafar, L. Mathy, C. Barakat et. al , Securing Internet Coordinate
Embedding Systems [C], in Proceedings of the ACM SIGCOMM, August 2007.
[102] J. Ting, A. D’Souza and S. Schaal, Bayesian regression with input noise for
high dimensional data [C], ACM Proceedings of the 23rd International Conference

on Machine Learning, 2006.

[103] F. Angiulli, S. Basta, and C. Pizzuti, Distance-Based Detection and Prediction
of Outliers [J], IEEE Transactions on Knowledge and Data Engineering, 18(2):
145-160, 2006.

[104] Y.L. Sun, Z. Han, W. Yu and K.J.R. Liu, A Trust Evaluation Framework in
Distributed Networks: Vulnerability Analysis and Defense Against Attacks [C], In
Proceedings of IEEE Infocom'06, 2006.

[105] K. Walsh and E. G. Sirer. Experience with an object reputation system for
peer-to-peer filesharing [C]. In USENIX Symposium on Networked Systems,
Design and Implementation (NSDI), 2006.

[106] W.Y. Chen, D. Zhang and E.Y. Chang, Combinational Collaborative Filtering
for Personalized Community Recommendation [C], ACM International Conference
on Knowledge Discovery and Data Mining, 2009.

[107] E. Damiani, D.C. di Vimercati, S. Paraboschi, P. Samarati, and F. Violante, A

% 119 11



i E R 5 N 27 e ST B e VA 798

reputation-based approach for choosing reliable resources in peer-to-peer networks
[C], in Proceedings ACM CCS, 2002.

[108] S. Kamvar, M. Schlosser, and H. Garcia-Molina, The Eigentrust Algorithm for
Reputation Management in P2P Networks [C], 12th international conference on
World Wide Web (WWW), May 2003.

[109] Y. Zhang and Y. Fang, A Fine-Grained Reputation System for Reliable Service
Selection in Peer-to-Peer Networks [J], IEEE Trans. on Parallel and Distributed
Systems, 18(8): 1134 - 1145, 2007.

[110]  S. Rubin, M. Christodorescu, V. Ganapathy, J.T. Giffin, L. Kruger, H. Wang,
N. Kidd, An auctioning reputation system based on anomaly [C], Proceedings of
ACM CCS, 2005.

[111] C. Dellarocas. Immunizing Online Reputation Reporting Systems Against
Unfair Ratings and Discriminatory Behavior [C]. In ACM Conference on
Electronic Commerce, Minneapolis, MN, USA, 2000: 150-157.

[112] M. Chen and J. Singh. Computing and Using Reputations for Internet Ratings
[C]. In Proceedings of the Third ACM Conference on Electronic Commerce
(EC'01). ACM, October 2001, 154-162.

[113] Wang Y., Vassileva J., Bayesian Network-Based Trust Model in P2P Networks
[C], in Proceedings of AP2PC 2003, IEEE Computer Society. 2003. p.372-378.
[114] Z. Despotovic, K. Aberer, Maximum Likelihood Estimation of Peers'
Performances in P2P Networks [C], in: 2nd Workshop on the Economics of

Peer-to-Peer Systems, Cambridge, MA, USA, 2004.

[115] D.W. Manchala: Trust metrics, models and protocols for electronic commerce
transactions [C]. In The 18th International Conference on Distributed Computing
Systems, 3-12, 1998.

[116] L. Page, S. Brin, R. Motwani, and T. Winograd. The PageRank Citation
Ranking: Bringing Order to the Web. Technical report [J], Stanford Digital Library
Technologies Project, 1998.

[117] R. Levien. Attack Resistant Trust Metrics [D]. PhD thesis, University of
California at Berkeley, 2004.

[118] A. Jesang. A Logic for Uncertain Probabilities. International Journal of
Uncertainty [J], Fuzziness and Knowledge-Based Systems, June 2001,
9(3):279-311.

[119] B.T. Adler and L. Alfaro, A Content-Driven Reputation System for the
Wikipedia [C], WWW 2007.

[120] K. Hoffman, D. Zage and C. Nita-Rotaru, A Survey of Attack and Defense
Techniques for Reputation Systems [J], ACM Computing Surveys. 14(4), 2009.
[121] J. Sonnek, A. Chandra, and J. Weissman. Adaptive Reputation-Based

Scheduling on Unreliable Distributed Infrastructures [J]. IEEE Transactions on

% 120 51



ESNITE RS 5 NN 2| R B L e e A7 e
Parallel and Distributed Systems, 18(11):1151-1564, 2007.

[122] ok FETETHUEIR 4% MANET SSEHARBF 7T [D], 1 4 Sk i 53¢, E B
FHATIARKE,2009.

[123] 1. Foster, and A. lamnitchi. On Death, Taxes, and the Convergence of
Peer-to-Peer and Grid Computing [C]. 2nd Int’l. Workshop on P2P Systems, 2003.

[124] D. Lima, Y. Onga, Y. Jinb, B. Sendhoffb, and B. Lee, Efficient Hierarchical
Parallel Genetic Algorithms using Grid computing [J], Future Generation Computer
Systems, 2007, 23(4):658-670.

[125] A. Sulistio, G. Poduval, R. Buyya, and C. Tham, On Incorporating
Differentiated Levels of Network Service into GridSim [J], Future Generation
Computer Systems (FGCS) , 2007, 23(4):606-615.

[126] S.C. Kim, S. Lee, and J. Hahm, Push-Pull: Deterministic Search-Based DAG
Scheduling for Heterogeneous Cluster Systems [J], IEEE Trans. on Parallel and
Distributed Systems, 2007, 18(11):1489-1052.

[127] T. D. Braun, H. J. Siegel, N. Beck et al, A comparison of eleven static

heuristics for mapping a class of independent tasks onto heterogeneous distributed
computing systems [J], J. of Parallel and Distributed Computing, 2001,
61(6):810-837.

[128] J. Yu, M. Kirley, and R. Buyya, Multi-objective Planning for Workflow
Execution on Grids [C], IEEE/ACM Conference on Grid Computing, 2007.

[129]  FHA ek a] v SR 55 b SR AUE B9 5 S BL D], 18 4 Bl v 30, B B R 27 45
ARKE,2006.

[130] i1 B, RS 3RS N BLAS BIL S BB G [D], 18 4 Bl v 3, B B B2 5%
ARKE,2006.

[131] AR BT IR 5 (52 45 AR B9 [D], 1 Bk 3¢, | By
FHARIAR K #,2006.

[132] 7, R0 v E SR8 1 SOl A 2 45 E WL 9 (D], 1 Bealkag 3¢, [ By
FHAEARKF,2006.

[133] M. Wieczorek, S. Podlipnig, R. Prodan, and T. Fahringer. Bi-criteria
Scheduling of Scientific Workflows for the Grid [C]. IEEE International
Symposium on Cluster Computing and the Grid, 2008.

[134] A. Benoit, M. Hakem, and Y. Robert. Fault tolerant scheduling of precedence
task graphs on heterogeneous platforms [C]. IEEE International Symposium on
Parallel and Distributed Processing (IPDPS), 2008.

[135] J Dongarra, E Jeannot, E Saule and Z Shi. Bi-objective Scheduling Algorithms
for Optimizing Makespan and Reliability on Heterogeneous Systems [C]. ACM
Symposium on Parallelism in Algorithms and Architectures, 2007.

& 121 11



i E R 5 N 27 e ST B e VA 798

[136] M. Hakem, F. Butelle, Reliability and Scheduling on Systems Subject to
Failures [C]. International Conference on Parallel Processing (ICPP), Sept. 2007.

[137] A. Dogan and F. Ozguner. Bi-objective Scheduling Algorithms for Execution
Time-Reliability Trade-off in Heterogeneous Computing Systems [J]. The
Computer Journal, 2005. 48(3):300-314.

[138] A. Dogan and F. Ozguner. Matching and scheduling algorithms for minimizing
execution time and failure probability of applications in heterogeneous computing
[J]. IEEE Trans. on Parallel and Distributed Systems, 2002, 13(03):308-323.

[139] 1. Assayad, A. Girault, and H. Kalla, A bi-criteria scheduling heuristic for
distributed embedded systems under reliability and real-time constraints [C], in
Proc. of the IEEE DSN, Florence, Italy, Jun, 2004.

[140] X. Qin, T. Xie, An Availability-Aware Task Scheduling Strategy for
Heterogeneous Systems [J], IEEE Transactions on Computers, 2008,
57(2):188-199.

[141] S. Zhao and V. Lo, Result Verification and Trust-based Scheduling in Open
Peer-to-Peer Cycle Sharing systems [C], in IEEE Fifth International Conference on
Peer-to-Peer Systems, Sept. 2005.

[142] D. Kondo, G. Fedak, F. Cappello, A.A. Chien, and H. Casanova:
Characterizing resource availability in enterprise desktop grids [J]. Future
Generation Comp. Syst, 2007. 23(7):888-903.

[143] L. Wang, H. J. Siegel, V. P. Roychowdhury, et al., Task matching and
scheduling  in  heterogeneous  computing  environments  using a
genetic-algorithm-based approach [J], J. of Parallel and Distributed Computing,
1997, 47(1):8-22.

[144] R.C. Corréa, A. Ferreira, and P. Rebreyend, Scheduling Multiprocessor Tasks
with Genetic Algorithms [J]. IEEE Trans. on Parallel and Distributed Systems,
1999. 10(8): 825-837.

[145] M. Hakem and F. Butelle. Critical path scheduling parallel programs on
unbounded number of processors [J]. Int’l Journal of Foundations of Computer
Science, 2006, 17(2):287-301.

%122 51



i E R 5 N 27 e ST B e VA 798

2]

[10]

[11]

[12]

WOzt T HA B IS R F AR AR

Xiaofeng Wang, CheeShin Yeo, Rajkumar Buyya, Jinshu Su, Reliability-Driven
Reputation Based Scheduling for Public-Resource Computing Using GA [C],
Proceeding of the 23rd IEEE International Conference on Advanced Information
Networking and Applications (AINA). Bradford, UK, 2009. (EI {(5x)

Xiaofeng Wang, Rajkumar Buyya and Jinshu Su, Reliability-Oriented Genetic
Algorithm for Workflow Applications Using Max-Min Strategy [C], Proceeding
of the 9th IEEE/ACM International Symposium on Cluster Computing and the
Grid (CCGRID). Shanghai, China, 2009. (EI W, 0 A R SRS 25130
Xiaofeng Wang, Wei Ou, Jinshu Su, A Distributed Proving and Negotiation
Algorithm for Trust Management [C], International Conference on Information
Science and Engineering (ICISE), Nanjing, China, 2009. (EI (%)

Xiaofeng Wang, Wei Ou, Jinshu Su, A Reputation Inference Model Based on
Linear Hidden Markov Process [C], International Conference on Communication
Systems, Networks and Applications, Sanya, China, 2009. (EI Y %)

N e AR I i, P T [ 20 A 2CIE B A AT 7 SR S R D],
BAF 2R, http://www jos.org.cn/1000-9825/3491 . htm, 2009.

/NG L S S, e B8, — b I 4 R TR 1) 43 A XAB AT R B R[], U
PFLTRE S B 1 3T 2010 4 25 06 JHH.

/NI I ] SR, IR 4, —Ff TCP/IP ENFR 0 B0 2548 DAL VA D, F AL L
FEERL%,2008 4F 25 02 1.

Xiaofeng Wang, Ling Liu, Jinshu Su, Yiming Zhang, RLM: A Comprehensive
and Robust General Model for Trust Representation and Aggregation, Submitted.

I Ap B, /I TRBR HOPE R SRR O 1) B YA A BRI AR ORI A 1
JESEE, OB

N0 KR ST, TR B, R e 1 B ZRORE DR R 13 P A A
ENRECS

Wei Ou, Xiaofeng Wang, Wenbao Han, Yongjun Wang. Research on Trusted
Network Model Based on BLP Model. ICCIT 2009. (EI i{=%)

Wei Ou, Xiaofeng Wang, Wenbao Han, Yongjun Wang. Research on Trust

%123 01



I B B2 B R 2 58 A e 1l 2y 18 S0
Evaluation Model Based on TPM. IFSN 2009. (EI i 3%)

[13]  5Kam, £ /N 28 1F 5,3 T M (5 1 MANET AIENLE S B 35V i R 48,

AR PR PEA)
[14] {225 F /NI e, 5 T AR M0 ) A5 A0 € € SO BT 35 HL 1274 (Y
).

% 124 51



i E R 5 N 27 e ST B e VA 798

WoxE L HE 2 5r9RE TE

S AR AR R D Bt I H ,2006-2007, BT A W THE
XXX 2242 # [ B P I H ,2006-2007, 52 534

AL WY A4 R G5 4 PR T 9, 5K T R 9T RE 11 K10(973),2006-2008,
FHEZ 5.

QoS-based Scheduling of e-Research Application Workflows on Global Grids,
Discovery Project, Australian Research Council, 2007- 2008, 1= %2 53,

B B A B S O VA9 (N0.90604006), [ 5% H SR Rl 22 3L 4T H
2007-2009, FE 2 54

%125 11



