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Abstract

As sensor network deployments begin to grow thererges
an increasing need to overcome the obstacles ofiexing
and sharing heterogeneous sensor resources. Contatan
operations and transformations exist in deploynseanarios
and can be encapsulated into a layer of softwareices that
hide the complexity of the underlying infrastruetdrom the
application developer. NICTA Open Sensor Web Aechire
(NOSA) is built upon the Sensor Web Enablement S
standard defined by the Open Geospatial Consor{O@C),
which is composed of a set of specifications, ook
SensorML, Observation & Measurement, Sensor Cadlect
Service, Sensor Planning Service and Web Notifinati
Service. NOSA presents a reusable, scalable, eltenand
interoperable service oriented Sensor Web archirecthat
(i) conforms to the SWE standard; (ii) integrates§or Web
with Grid Computing and (iii) provides middlewarapport
for Sensor Webs.
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1. INTRODUCTION

Sensor networks are persistent computing systemgased
of large numbers of sensor nodes. Sensor nodes abitae
with one another over wireless low-bandwidth lirsksl have
limited processing capacity. Sensor nodes work thagyeto
collect information about their surrounding envingent, this
may include things like temperature, light intepsir GPS
location. As sensor networks grow and rapidly inweron
their ability to measure real-time information in accurate
and reliable fashion, a new research challengeh@mm to
collect and analyze this generated informationemtsitself.

Deployment scenarios for sensor networks are cessithnd
diverse. For example, sensors may be used for amyilit
applications, weather forecasting, tsunami detactollution
detection, for power management in schools andceffi
buildings. In many of these cases the software gemant
tools for data aggregation, archiving and decisiaking are
tightly coupled with the application scenario. Hweg as

sensor systems grow and mature, a set of commaa dat

operations and transformations begin to emergeekample,
application scenarios will need to query to a semstwork
and retrieve some resulting data. Some scenarigsecgire
information from historic queries be stored in pastory for
further analysis. Others may require regular qsetie be
scheduled and automatically dispatched without reate

operator intervention. There is a growing need bars
resources among diverse network deployments tinaiasks
like decision making. For example, a tsunami wagrsgstem
may rely on water level information from two geqghécally
distributed sets of sensors developed by compétamgware
vendors. This presents significant challenges isouece
interoperability, fault tolerance and software abllity.

NICTA Open Sensor Web Architecture (NOSA), wenai
0 implement a set of uniform operations and a dsiech
representation for sensor data which will fulfietlsoftware
needs of a sensor network regardless of the demgoym
scenario. We adopt a Service Oriented Architec{@®A)
approach to describe, discover and invoke service® a
heterogeneous platform using XML and SOAP standards
Services are defined for common operations inclydiata
aggregation, scheduling, resource allocation arsburce
discovery. Combing sensors and sensor networksavBA
is an important step forward in presenting sensass
important resources which can be discovered, aedeand
afitere applicable, controlled via the World Wide W#&ke
refer to this combination of technologies as thasBe Web.
It raises the opportunity for linking geographigadlistributed
sensors and computational resources into a senigbr-g

Fig. 1 demonstrates an abstract vision of the SeWseb,

various sensors and sensor nodes form a web vielasn
treated as available services to all the users adoess the
Web. A researcher wishing to predict whether a dsuinis

going to occur, may query the entire Sensor Webratriéve

the response either from real-time sensors thae Haeen
registered on the web or from historical data itabdase. The
clients are not aware of where the real sensorsmdewhat
operations they may have, although they are redueset
parameters for their plan and invoke the service.
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Fig. 1: Vision of the Sensor Web.



The rest of this paper is organized as followsSéation 2, we by utilizing SensorML

describe the OGC Sensor Web Enablement (SWE) s@sda4. Sensor Planning Service (SPS) [18] — Service t@ hel
Section 3 introduces the NOSA Architecture. Sectotihen users build a feasible sensor collection plan aod t
details the design and implementation behind NOSA, schedule requests for sensors and sensor platforms.
including details on the core implemented servioetuding 5. Web Notification Service (WNS) [19] — Service to

the Sensor Collection Service (SCS), Sensor PlgnBervice manage client sessions and notify the client atibat
(SPS) and Web Notification Service (WNS). Section 5 outcome of the requested service using various
provides a detailed performance evaluation of NOSve communication protocols.

give the conclusion in Section 6 As stated in [6], the purpose of SWE is to maketygles of

web-resident sensors, instruments and imaging dsyias

2. OGC SENSORWEB ENABLEMENT

Sensor network applications have been successfully
developed and deployed around the world. Concoetmples
include deployments on Great Duck Island [3], Ctoed
monitoring [4] and for Soil Moisture Monitoring [5]
However, lack of software interoperability prevenisers

from accessing resources generated by these dpplica  ws
without specialized tools. Moreover, lack of senmmtto

Real World Sensor and Sensor Applications

describe the sensors makes it impossible to builshitBorm — —
registry to discover and access these sensorsdditian,
internal information is often tightly coupled withe specific e

deployment application rather than making use ahd#rd
data representations. This then restricts thetglfdr mining
and analyzing the data for decision making.
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Imagine hundreds of in-site or remote weather s®nso Ciient
providing real-tlm_e_ measurements of current windd an  Fig. 2: A typical collaboration within Sensor Web Enablemen
temperature conditions for multiple metropolitamions. A Framework.

weather forecast application may request and ptesgen o . .
information directly to end-users or other data sion well as repositories of sensor data, discoveraddeessible

components. A collection of Web-based services rbay and, where applicable, controllable via the WorIdjW\Neb.
involved in order to maintain a registry of avalalsensors N other words, the goal is to enable the creatbriVeb-
and their features. Also consider that the same ed sensor networks. Fig. 2 demonstrates a typica
technology standard for describing the sensorspubsit collaboration between services and data encodih§Suic.

platforms, locations and control parameters issa beyond = . . . .
the boundaries of regions or countries. This emalife It is important to note that NOSA is designed tiact with

interoperability necessary for cross-organizatiariviies, Pase stations or logical master nodes that manallgettons

and it provides a big opportunity in the market éastomers ©f independent sensor nodes; thus, reducing thesages
to receive a higher quality of service. These nedilee the P2ssing overhead and power consumption by avoithieg
Open Geospatial Consortium (OGC) [1] to develop tﬁgre_ct and continuous communication with every niodeach

geospatial standards that will make the “open semmp" '09ical cluster of sensor nodes.

vision a reality [2].
3. SERVICE-ORIENTED SENSORWEB

In general, SWE is the standard developed by OG& tiNICTA Open Sensor Web Architecture (NOSA) is an OGC
encompasses specifications for interfaces, prosochd SWE standard compliant software infrastructurepimviding
encodings that enable discover, access, obtairoseasa as service based access to and management of seNSIB# is
well as sensor-processing services. The followirgthe five a platform for integration of sensor networks amdegging
primary specifications for SWE: distributed computing platforms such as SOA anddGri
1. Sensor Model Language (SensorML) [7] — Informatiogomputing. The integration brings several benefitsthe
model and XML encodings that describe either alsingscommunity. The heavy load of information processiag be
sensor or sensor platform in regard to discoveneryl moved from sensor networks to the backend diskibut
and control of sensors. systems such as Grids. This separation is benlefie@use it
2. Observation and Measurement (O&M) [14] -reduces the energy and power needed by the seaiorging
Information model and XML encodings for observationthem to concentrate on sensing and sending infismathe
and measurement. information processing and fusing is performed @eparate
3. Sensor Collection Service (SCS) [17] — Serviceetwlf distributed system. Moreover, individual sensommeks can
observations, which conform to the O&M informatiome linked together as services, which can be m@gid}
model, from a single sensor or a collection of seslt  discovered and accessed by different clients uaingiform
is also used to describe the sensors and sengtorpia protocol. Grid-based sensor applications are capatfl



providing advanced services for smart-sensing eldping Application Layer

scenario-specific operators at runtime [8].
The various components defined for NOSA are shoimed
Fig. 3. Four layers have been defined, namely Eabri

‘ Sensor Development Tools ‘ ‘ Third Party Tools ‘

Services, Development and Application. Fundamental JL oafefiooes T
services are provided by low-level components whgre Service Layer

higher-level components provide tools for creating Sensor Planning Servicee | Web Nofffication Service
applications and management of the lifecycle o daiptured Sensor Collection Service | Sensor Repository Service
through sensor networks. NOSA provides the follayvin e emanon

sensor services:

ape . . . Sensor Dalai&?Messages
Sensor notification, collection and observation;

1 X 7 3 Sensor Laygr
2. Data collection, aggregation and archival; R
X - . ensor pplication Application
3. Sensor co-ordination and data processing; Simulator
4. Faulty sensor data correction and management, and,; fmulatar SIS PR S ED
5. Sensor configuration and directory service. 1T 1T 1T
Physical Layer

Besides the core services derived from the SWH) ascthe Jdisintons. s R e S ‘
Fig. 4: A Prototype instance of NOSA.
decisions that need to be made about which aliemat

Applications
Layer
technologies are best suitable to the system.4-dgepicts a

Application - 5" rototype instance of NOSA, the implementation emriates

Development & i s .
Layer o' on the Service Layer and Sensor Layer as well asxiiL
encoding and the communication between the seresmls

Applcaton e |l Iy | . K sensor networks. The following section will deseribhe key
f;yt'fes e r ' ' ' ' technologies that are relevant to different laydrslOSA and
o the design and implementation of the core services.
/ 54+ 6789"

Sensor Fabric 3 T

Simulation s ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ i 4. DESIGN AND |MPLEMENTATION

L = Currently, the primary design and implementatiorN@SA
\ e Jre Je | [m ] focuses on the core services including SCS, WN8, $S

"""""""""" ' (which extend the SWE) as well as the Sensor Repgsi
Service (SRS) that provides a persistent data ggora
Fig. 3: High-level view of NICTA Open Sensor Web Achitecture. mechanism for the sensor and the observation data.
SCS, SPS and WNS, there are several other impor
services in the service layer. The Sensor Direc®eyvice
provides the capability of searching for and regisg remote

servtijtl:es ﬁnd. resour.ces.bThe Sensor Coofrdination!cﬁerchecks the feasibility of the plan and submitsf ifeasible.
enables the interaction between groups o SG"W The user will be registered in the WNS during thiscess
monitor different kinds of events. The Sensor D&Ed . 4 the user id will be returned to the SPS. Th& &P
Seliwcedpufbllshes and rT(ljalnltalns repllcars] of seratn responsible for creating the observation requestraing to
collected from sensor —deployments. The Sensor _GU er's plan and retrieving the observation and oreasent
Processing Service collects the sensor data ancbgses it (O&M) encoded data from the SCS. Once the O&M data
utilizing grid services. The development layer fees on ready, the SPS will send an operation complete ©
providing useful tools in order to ease and acegtethe the W’NS along with the user id and task id. The Vmgssﬂs
development of sensor applications. then notify the end user to collect the data viaaieror

tﬁ@. 5 illustrates an example of a client collestirequest and
the invocations between relating services. As smthe end
user forwards an observation plan to the SPS, d#meice

NOSA mainly focuses on providing an interactive @

development environment, an open and standardsi@nhp == ooy e

Sensor Web services middleware and a coordinagioguage /WZN Web Notification

to support the development of various sensor agbios. Jsensor ™ ol servee
SWE only provides the principle standard of how Sensor \Seuce| o
Web looks, but does not have any reference impléatien S B e
or working system available to the community; tifere, g /

there are many design issues to consider, includihgf the Sensor Planning| 2C vy % Sensor Collcti

common issues faced by other distributed systeroh sis g —"

security, multithreading, transactions, maintaitighi
performance, scalability and reusability, and teehnical Fig. 5: A typical invocation for Sensor Web Client
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Fig. 6: Sensor'CoIIection Seryice Architecgur.
protocols. The following subsections describe tbee cset of

implemented services in NOSA, namely the SCS, SiRE a

WNS.

A. Sensor Collection Service

The SCS is one of the most important componentdingsin

the service layer of NOSA. The SCS is the fundaaleard

uniqgue component that communicates directly withsee
networks, collects real time sensing data and themslates
the resulting raw information into a XML based O&
encoding for other services to utilize and proc@é® SCS is
the gateway for entering into the sensor netwonianf
outside clients. The design of the SCS providesi@nface to
both streaming data and query-based sensor applisahat
are built on top of TinyOS [9] and TinyDB [10] resgively.

Fig. 6 illustrates the architecture of the SCS. Heevice
conforms to the interface definition that is delsed in the
OGC SCS Specification and has been designed as ta
Service which connects via a proxy to either realssrs or a
remote repository database. Clients need to qumerysensor
Registry Service to retrieve an available SCS Ws0dress.
A data query request is then sent via SOAP to {688 %

obtain the resulting encoded observation data comfg to

the O&M specification.

The proxy acts as an agent that works with varcmectors
that connect to the resources holding the inforomatnd
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Fig. 7: Sensor Planning Service Architecture.
well, by simply deploying the web service to diffat
ervers.

|
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B. Sensor Planning Service
The design of the SPS considers both the shortaedriong-
term requirements of the user’s plan, which meédwas the
SPS must provide response to the user immediatatlyer
than blocking to wait for the collection resultshel SPS,
hown in Fig. 7, utilizes a rule engine which readspecific
et of predefined rules in order to clarify thesibdity of the
plan made by the user. The rule engine can acoéx n a
configuration file as plain text, XML-based or othgpes of
rule-based languages. Currently, the rule engine
implemented as an abstract class that can be eddndthe
application developers to specify a set of boundanyditions
that define the feasibility of the applications.rxample, in
simple temperature application, a boundary cimrdifor
? temperature may be a range from 0 to 100.
The most important component that makes the SR&bdeii
for short or long term plan execution is the Schedwhich
is implemented as a separate thread running in
background. The execution sequence of the Schedutbe
following; (i) the scheduler composes a collecti@yuest
according to user’s plan and then invokes the get®Mation
method on the SCS, (ii) the scheduler then asks
DataCollector to store the resulting observatiomdar users

encode the raw observation into O&M compatible dat® collect afterward, and (iii) sends notificatiom the WNS
Different types of connectors have been designefit iato indicating the outcome of the collection requeste Time of
different types of resources including sensor netwo the execution in the scheduler varies based on

running on top of TinyOS or TinyDB, and remote alvadion requirements of the user’s plan. The client receaveesponse
data archives. The proxy needs to process the imgpmindicating that the plan will be processed rigtieathe plan
messages from the client to determine what kind isf submitted to the SPS. The scheduler deals whith

connectors, either real-time based or archive hasedse. remaining time consuming activities. The client nget the
The design of the SCS is flexible and makes it #&mrtp notification from the WNS as soon as the WNS rezeia
extend for further development if alternative sermuerating message from the scheduler, the client can thdaatoksults
systems are adopted by the sensor networks, suchfras the DataCollector.

MANTIS [11]_ or Contiki [12]. Except_ for_a sensor enating C. Web Notification Service

system specific connector, no modifications neetieanade
in the current system. The design of the proxy algg
encourages the implementation of a cache mechatism
improve the scalability and performance of the SC&d
balancing mechanisms can be easily added to thensyas

Notification. The SPS may request to register user$VNS,
which asks the AccountManager to manage the ussmuat
in the DBMS in order to retrieve user informatiam the

the

the

the

t

The current design of WNS is shown in Fig. 8, which
ntains two basic components: AccountManager and
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subsequent operations. The Notification is usedreate a
specific communication protocol and send the messata
the protocol to the user that has been registerd¢ioei DBMS.
Currently, an email protocol has been implementedend
messages via email. Further implementations caedsdy
plugged into the existing architecture by implenvantthe
CommunicationProtocol interface.

5. EVALUATION
The experiment platform for the services was buitt
TOSSIM [15], a discrete event simulator that camusate
thousands of motes running complete sensor apjplicagnd

allow a wide range of experimentation, and Crossbo

MOTE-KIT4x0 MICA2 Basic Kit [16] which consists o8

Mica2 Radio boards, 2 MTS300 Sensor Boards, a MIB5
programming and serial interface board. The expamim

concentrated on the SCS, since it is the gatewayofioer
services to sensors, which would be the most heéélded
service and possible bottleneck for the entireesyst

Fig. 9 illustrates the SCS deployed on Apache Tarsca
server running on two different machines, one oficiwhs
hosting the TinyDB application under TOSSIM and tkeer

Sensor Registry

Base Station

)
([5 Node #1
a Node #2

Client

| S ———

TinyDB Simulation

Fia. 9: Denlovment of Exoeriment.
the Temperature Monitoring application under Crossb

Fig. 10: Client showing visualization of results reeived from
temperature monitoring application called from SCS.

the sensor network at regular intervals. The simple
application does not consider any multi-hop routingnergy
saving mechanisms. Before installing the applicatim the
Crossbow motes, the functionality is verified undde
TOSSIM simulator. Once the application has been
successfully installed onto each mote via the @ogning
board, a wireless sensor network is setup usingvibenodes
and one base station connecting to the host maefanserial
cable. Fig. 10 displays the results retrieved bglient from
the SCS interfaced with the temperature monitoring

\A?pplication. The light intensity level is illusteat by the graph

plot; two individual sensors each take recordingd@ms
intervals. Recordings from sensor one are illusttan the top
alf of the window and sensor two on the bottomf.hal
change in the graph plot indicates a variance énilcoming
light intensity for each sensor. The left-hand-si@umn
contains SensorML descriptions of the sensorsenstd by
the client from the SCS.

Regarding scalability, a simulation program that samulate
different numbers of clients running at the sameethas been
used exclusively for the SCS. The performance nredshy
time variable (per second) for both auto-sendind query-
based applications running on top of TinyOS is shawFig.
11 and Fig. 12. Fig. 11 presents that the resuthefauto-
sending mode application is moderate when the nurobe
clients who request the observation simultaneitysnsall.
Even when the number of clients reaches 500, thporese
time for a small number of records is also accdptaim
contrast, the result shown in Fig. 12 is fairly ceeptable as
even just one client requesting a single obsematdes 34
seconds. The response time increases near lineady the
number of clients and the number of records goesThe
reason why the query-based approach has very poor
performance is due to the execution mechanismmfOB. A
lot of time is spent on initializing each mote, afike
application can only execute one query at a timajclv

motes. A Sensor Registry Service is also configuweada means another query needs to wait until the cumesty is
separate machine that provides the functionalitygdeess the gjiher completed or terminated. A solution to thi®blem

sensor registry and data repository. A simple teatpee 5y require the TinyDB application to run a genegiery for
monitoring application has been developed. Theiegpbn is 4 clients, whereas a more specific query canxeeated in-

programmed using nesC [13] and uses simple logiichw memory according to the observation data colleéteah the
broadcasts the sensing temperature, light and addeess to generic query. There are several possible waysharee the



performance. A caching mechanism may be one of tmechanism for the SCS and extensions of notifioatio
possible approaches, the recent collected obsenvdtita can protocols for the WNS.

be cached in the proxy for a given period of tinma dahe ACKNOWLEDGEMENT
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However, as the data should be kept as close tdinea as
possible, it is quite difficult to determine therioel of time
for the cache to be valid. A decision can be mademing to
the dynamic features of the information that thpligption is
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